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Figure 1.1 The operating system sits
between the hdware and user
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9ECFKJ;H78B;J EH F>EDS8 BHEMI;HI ; = >HEC; -7<7H? ?H;<EN ;J9 FHE:K9J?L?JO IE<JM7H,;

;= "?9HEIE<J )<?9; IEH: N9;B ;J9 =7C;l ;J9 7H; 7BB ;N7CFB;l '7DO 9ECF7D?;l J>7J FHEL?:; 7
M;81?J; M>;H; OEK 97D 799;Il J>;?H I;HL?9;] ; = 87DAl M;7J>;H <EH;971J1 (;J<B?N C7PED 79;8EE.
J9 7BIE >7L; H;B;71;: 7TFFI <EH J>;?H I;HL?9;l FFI ED ICTHIRBO}EAL7DJ7=; E< 8;?D=
7TFFHEFH?7J;BO 1?P;: <EH J>; I9H;;D L?;M?D= M;81?J;1 J>7J >7L; DEJ 8;;D EFJ?C?P;: <EH L?;M?D=
F>ED; 97D 8; 9>7BB;D=?D= >EMECH?C;| J>; 7FF :E;ID3 >7L; O;J 7BB J>; <;7JKH;l J>7J J>; M;8

17J; E<;HI -E ?< OEK 7H; KI?D= 7FFI H7J>;H J>7D D7L?=7J?D= JE 7 M;81?J; OEK I>EKB: 8; KF:7J?L
7FFI JE F7J9> 7DO I;,9KH?JO LKBD;H787?B?J7?;l
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3<7 A+</

9EDD;9J JE J>; #DJ;HD;J ?=?IHEKJfH?DJIG7HJ :EEH8;BB IC7HJ J>;HCEIJ7J IC?H3J0B
97C;H71 ;J9 9EDJ7?D <?HCMT7H;

Figure 1.2 Canon camera updating firmwear

$KI1J B?A; EJ>;H JOF;| E< IE<IM7H; |;9KH?JO LKBD;H78?B?J?;| 7H; :?I9EL;H;: 7D: F7J9>;: 80 J>;
C7DK<79JKR{?9;1 3>7J B79A 7 19H;;D Q¥ DEJ?<0O OEK 78EKJ 7 IE<IM7H; F7J9> |E M>;D OEK FKH9:
7 ;L?9; M>;D OEK =E EDB?D; JE H;=?1J;H <EH J>; M7HBEEDICY AF 7BIE H;=?1J;H <EH [?CFEHJ7DJ
KF:7J3;1\ 80 ;C77?B <HEC J>; C7TDK<79JKH;H OEK 97D IA?F J>; EJ>;H FHECEJ?ED7B C7HA;J?D= C7
BIE ?D J>; [-;JJ?D=I\ 9>E?9; <EH ;79> :;L?9; J>;H; ?I KIK7BBO 7 M70 JE C7DK7BBO [9>;9A <EH KF:

%;;F?D=7BB OEKH IE<JM7H; EF;H7J?D=10I1J;C 7FFI <?HCM7H; KF JE :7J; ?| H;9ECC;D:;: 80 #DJ
[;9KH?JO FHE<;II?ED7BI

[.3+ >><3,7>398=

V [)E;H7J?D=101J;C FB79:;C;DJ IE<JMBBIIEB<J>;C7D ?I B?9;DI;: KD:;HZ -
B?9:D9;

V [ 7DED __'THA ### ?HCM7H\ 80 7L; K=:7B; ?I1B?9;DI;: KD:;;H72 -
B?9:D9;
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>; J;HCI [C7TBM7H;\ 7D: [L?HKI\ 7H; E<J;D KI;: ?DJ;H9>7D=;78BO 3EM;L2H/ IK8JB; :?13?D9J?ED
"7TBM7H; ?1 7 =,D;H?9 J;HC <EH 7DO JOF; E< C7B?97EKI IE<IM7H; M>;H;71 7 L?HKI ?I 7 IF;9?<?9 JO
C7BM7H; J>7J H;FB?97J;1 7D: 97D 8; F7Il;: <HEC 9ECFKJ;H JE 9ECFKJ;H 7D7BE=EKI JE >EM 7 <BK
MEKB: 8; JH7DIC?JJ;: <HEC F;HIED JE F;HIED 1>;D C?9HE9ECFKJ;HI M;H; <?HIJ ?DJHE:K9;: ?2J M
FH?C7H?BO L?HKI;l J>7J M;H; J>; 97KI; E< 9ED9;HD IE F;EFB; ?DIJ7BB;: [7DJ? L?HKI\ IE<IM7H; .>
JE:70 9EC; <HEC 7 8HET7:;H IF;9JHKC H;<;HH;: JE 7] C7TBM7H; 8KJ ?J ?| DEJ KDO9ECCED JE >;7H F;
J>; MEH: [L?HKI\ M>;D CEH; 9EHH;9JBO M>7J J>;0 7H; H;<;HH?D= JE ?I [C7TBM7H; \

Figure 2.1 Bewar Malwae.

1>;D IE<IMT7H; ?1 MH?JJ;D <EH 9ECFKJ?D=:;;L?9;| 9ECFKJ;HI J78B;JI F>ED;l ;J9 FHE=H7CC;HI L
JE 8; 78B; JE MH?J; [F;H<;9J\ 9E:; IE J>7J DE C7B?9?EKI KI; E< J>; IE<IM7H; E9Q9KHI 8; ?J FHE=HT(
EF;H7J?D=101J;C L;D M?J> J;13?D= <EH GK7B?JO 71IKH7D9; IE<JM7H; EDBO 7FFHE79>;I [D;7H F
B;7L?D=HEEC <EH 7 FHE=H7CC;H M?J> C7B?9?EKI ?DJ;DJ JE ;NFBE?J IEC; KD?DJ;D:;: EF;D?D=
C7B?9?EKI IE<IJM7H; ?I H;<;HH;: JE 71 [C7TBM7H;\

. OF; E< C7BM7H; 9EL;H 7 8HE7: IF;9JHKC

V Adware: ==H;lI?L; 7:L;HJ?I?D= J>7J 7FF;7HI ED OEKH 9ECFKJ;H I9H;;D 9EDIJ7DJBO
V Spyware: 17J>;HI OEKH F;HIED7B ?D<EHC7J?ED M?J>EKJ OEKH ADEMB;:=; M?J> J>; ?DJ

7



?:,DJ?J0O J>;<J ?CF;HIED7J?ED EH <H7K:

V Scareware: . OF?97B I197H;M7H; MEKB: 8; 7 C;lI7=; IK9> 71 [ 7TIDEKH 9ECFKJ;H ?I
?D<;9J;: 9B?9A >;H; JE <?N J>; FHES8B;C\ M>;D ?D <79J OEKH 9ECFKJ;H ?I DEJ ?D<;9J;: 7
9B?9A?D= ED J>; B?DA JE IKFFEI;:BO <?N OERHWESHBBO ;D: KF :EMDBE7:?D= 7D:
?DIJ7BB?D= C7BM7H; ED OEKH 9ECFKJ;H ?DIJ;7:

V Ransomwate: .>; ;DO9HOFJ?D= E< OEKH :7J7 <?B;l F?9JKH;|l CKI?9 ;J9 JIESORK?97D"
7DOCEH; KDB;ll OEK F70 7 H7DIEC JE KD ;D9HOFJ ?J ,7DIECMT7H; >71 &;,D Kl;: JE J7H
?D:?L?:K7Bl M?J> H7DIECI E<7 <;M >KD:H;: :EBB7HI 7HEYSEBIFEBI/A; ;DJ?J?;1 M?J>
H7DIECI ?D J>; C?BB?EDI E<:EBB7HI #D EBED?7B *?F;B?D; M>?9>:;B?L;HI C?BB"
=7BBEDI E<<K;B 7:70 J;,CFEH7H?BO 9BEI;: ?JI EF;H7J?EDI M>;D H7DIECM7H; M71 <EKD
9ECFKJ;H I101J;Cl .>; I>KJ:EMD<9J;: J>; IKFFBO E< =7IEB?D=?BPBTHE< J>; /- 71J
E713 .>; 9ECF7DO C7:; 7 H7DIEC F70OC;DJ JE >79A;HI ?D ;N9;ll E< C?BB?ED ?D EH:;H JE
H;IJEH; F?F;B?D; EF;H7J?EDI #D 7D ?DJ;H;13?D=JM?IJ J>; #>79A;:J>;, >79AHI [:?=?J7B
M7BB;J\ 7D: H;9EL;H;: FBFBHJ?ED E< J>; H7DIEC

V Virus: :1?=D;: JE :7C7=; J>; EF;H7J?ED E< OEKH :;L?9; 80 ::B:J?D= 9EHHKFJ?D= EH IBEM'
OEKH :;L?9:EF;H7J?ED?IOKI;| H;GK?H; 7 9ECFKJ;H KI;H JE :E IEC;J>?D= JE >,BF J>;C IFH;7
;= :EMDBE7: 7D: HKD 7 <?B; HKD 7 C79HE :;J9

V Worm: JOF; E< C7B?9?EKI IE<IM7H; I?C?B7H JE 7 L?HKI 8KJ M?J> 7D ?CFEHJ7DJ :?137L
MEHCI IFH;7: J>HEK=> 9ECFKJ;H D;JMEHAI M?J>EKJ J>; 711?1J7D9; E< 7 9ECFKJ;H KI;H

V Trojan: &?A; J>; D7C; ?CFB?;l IE<IM7H; J>7J FKHFEHJI JE :E IEC;J>?D= KI;<KB 8KJ 7BIE
9EDJ7?DI C7BM7H; EH ;N7CFB; [-;; J>?1 "EBBOMEE: IJ7H 97K=>J ?D 7 9ECFHEC?I?D= L~
9B?9A >;H; JE :EMDBETY: IE<IJM7H; JE L?;M J>; L?:;E\ #< OEK 9B?9A ED J>; B?DA OEK M?|
L?:;E 8KJ;D: KF ?DIJ7BB?D= IEC; C7B?9?EKI IE<IM7H; 7J J>; 17C; J?C,

V Remote Contol: 79A=HEKD: 9EDJHEB E< OEKH 9ECFKJ;H M?J>EKJ OEKH ADEMB;:=; JE
F;H<EHC C7B?9?7EKI 7937L?JO

V Keyloggers:-E<IJM7H; J>7J H;9EH:I J>; A;Ol OEK FH;ll JOF?97BBO Kil;: JE 97FJKH; J>; 7::H;|
E<M;81?2J3;1 OEK L?1?J 7D: OEKH KI;HD7C; 7D: F7IIMEH: ; 97KJ?EKI E< 9ECFKJ;HI ?D FK8
FB79;l ; = B?8H7H?;K9EEFI ;J9 J>7J C?=>J 8; ?D<;9J;: @KIJ 8HEMI; J>; #DJ;HD;J 7D:
‘EDY L?1?J 7DO M;81?J;1 3>7J OEK MEKB: D;;: JE JOF; ?D OEKH KI;HD7C; 7D: F7IIMEH:

+6A+</ %C7:>97=

1 ?J> 7FFHEFH?7J; 7DJ? C7BM7H; IE<IM7H; 7BIE 97BB;: 7DJ?L?HKI ?DIJ7BBDED-CEKPDSECFKJ;
9H?J?97BBO 78EKJ 7DO C;lI7=;1 OEK H;9;?L; 78EKJ ?DIJ7BB?D= |IE<IJM7H; ED OEKH :;L?9; OEK |>|
JE 7LE?: C7TBM7H; ?D<;9J?EDI #< OEKH 9ECFKJ;H ;N>?8?J1 7DO E< J>; <EBBEM?D=IOCFJECI Ol
JE F;H<EHC 7 197D JE 9>;9A <EH C7BM7H; ED OEKH IOIJ;C

V -BEM;H J>7D KIK7B 9ECFKJ;H EH M;8 8HEMI;H IF;;:I

V *HE=H7CI <H;;P?D= EH 9H71>?D=

V N9;lI?L; 879A=HEKD: 7937L?JO

V C7?BI OEKH <H?;D:I H;9;?L; 7FF7H;DJBO <HEC OEK 8KDOEK :?:D"
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#< OEK >7L; 7DJ? C7BM7H; 7DJ?L?HKI IE<IJM7H; ?DIJ7BB;: ED OEKH :;L?9; OEK 97D HKD J>?| FF
7D: BEEA <EH 7 9>E?9; J>7J M?BB 7BBEM ?J JE [-97D \

#< OEK :EDA7L; 7DJ?L?HKI IE<IJM7H; ?DIJ7BB;: J>;H; 7H; 7 DKC8;H E< M;81?J;1 OEK 97D =E JE J>7.
F;H<EHC 7 <H;; 197D E< OEKH :;L?9; -;7H9> <EH [<H;; EDB?D; 7DJ?L?HKI\ 7D: BEEA 7J J>; |;7H9> |
H7J>;HJ>7D J>; [ :I\ H;D:"?9HE 7D: 0! 7H; M;BB ADEMD <EH J>;?H <H;; EDB?D; 7DJ?L?HKI JEEBI

+6A+</ "</ @B8>398

&2385381 <3>3-+66C

Figure 2.2 Malwae pretending to be antivirus
softwae.

#< OEKH :;L?9; :?IFB70Il 7 C:lI7=K4 OEK JE J7A; IEC; 79J?ED J>?DA 9H?J?97BBO M>:J>:H J>7?] C;
I::Cl1 B;=?J?C7J; EH :N7CFB:;

2EK I;; 7 C;lI7=; 9B7?C?D= J>7J OEKH 9ECFKJ;H >71 7 C7BM7H; ?D<;9J?ED 7D: OEK D;;: JE :E IEC;
JE<?N?J 7?:3>, ClI7=;, 7TFF;7H M>;D OEK M;iEP)= 7DOJ>?D= ED OEKH 9ECFKJ;H IEIF;H>7F] 23"

B;=7J?C7J; 879A=HEKD: FHEY;!l E< OEKH 7DJ? C7TBM7H; FHE=H7C EH M;H; OEK 8HEMI?D=J>; M
CNI7=; 7TFF;7H;: IE F;H>7FI 207 C7B?97EKI M;8 1?J; :?IFB70?D=7 <7A,; C;lI7=; JHO?D= JE ?C?J7J; 7
B;=?J?C7J; C;II7=; <HEC OEKH 7DJ? C7BM7H; IE<IM7H;

#< 7 M;81?J; M7DJI OEK JE :EMDBE?7: 7D: ?DIJ7BB IE<JM7H; JE L?;M 7 L?:;E OEK MBKiBe7|A OEKH]
| am able to view other videos on my device without downloading seftwhy would | need to do

anything special to view this particular vide#l??J H;7BBO<Z.2BJ L?:;E <EHC7J EH F;H>7FI

IEC;J>?D= C7B?9?EKI ?| ?D J>; :EMDBEZ7:

DOJ>?D=J>7J 71Al OEK JE [:EMDBET7:\ EH [C7A; 9>7D=;| JE OEKRK9HERAKI;SEC?D=7J 7D
KD;NF;9J;: J?C; ?; OEK M;H; :E?D=IEC;J>?D= ;Bl; ED OEKH :;L?9; :N;H9?l; 97KJ?ED
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DEJ>;H ;N7CFB; ?I KDIEB?97?J;: F>ED; 97BBI 9B7?C?D= J>7J OEKH 9ECFKJ;H ?| ?D<;9J;: 7D: OEK |
<EBBEM J>; 971BEYHHK9J?EDI ED >EM JE <?N ?J #DFEHBIKIBCHFBI;H ?| <?D; 7D: ?< OEK <EBBEM J
97BBIFDIJHK9J?EDI OEK M?BB ;D: KF :EMDBE7:?D= 7D: ?DIJ7BB?D= C7BM7H;

312 $3=5 ->3@3>3/=

;HI7?D 79J37L2J7;1 97D FKJ OEKH :;L?9; 7J >?=>H H?IA E< 9EDJH79J?D= C7BM7H; EH ;NFEI?D=F
?D<EHC7J?BIE E< J>; BT H?IAI 9EC; <HEC

1?7 ?>BEJIFEJI M?J> DE F7IIMEH:? 2 >EJIFEJ ?1 7 FK8B?9 BE97J?ED <7 I5ESH=<H H;IJ7KH7DJ
M>;H; J>; 8KI?D;ll 7BBEMI 9KIJEC;HI JE 9EDD;9J M?H;B;11BO JE J>; #DJ;HD;J 1>;D 9EDD;9J?D= JE
>EJIFEJ J>7J :EJID#YL; 7 F7TIIMEH: 9ECCKD?97J?ED 8;JM;;D OEKH :;L?9; 7D: J>; >EJIFEJ ?1 [?D
9B;7M? ; M>7J OEK JOF; 9EKB: 8; I;;D 80 IEC;ED:; ;Bl; 7BIE 9EDD;9J;: JE J>; >EJIFEJ ?<J>;0 7H; KI’
IF;9?77B IE<IMT7H; <EH J>?I FKHFEI;, #< OEK 71; RISEBD;9J7ED J>7J :EHDBK?H; OEK JE JOF; 7
F7IIMEH: M>;D OEK <?HIJ @E?D J>; >EJIFEJ H;IJH?9J OEKH 79J?L?JO JE S8HENIIBD:HIZ2DR;8 7D: :
F,HIED7BBO ?:;DJ?<?78B; ?D<EHC7J?ED EH KI;HD7C;| 7TBKF¥IMEBB 2< OEKH >EJIFEJ ?I
8HE7:9713?D=?D 9B;7H ?; DE ;D9HOFJ?ED 80 BEEAZDII?D3>ED OEKH :;L?9; 7D: <EH

>EJIFEJI M?J> DE F7IIMEH:1 OEK I>EKB: I;; 7D EF;D F7:BE9A 8;1?:; 3>; >EJIFEJ D7C;

HEMI?D= FEHD M;81?J;1 '7B?9?EKI FHE=H7CC;HI JHO?D= JE ?D<;9J 9ECFKJ?D=:;L?9;| M7/DJ JE 7
C7DO ;L?9;1 71 FENN?8B; 7D: 71 FEHD ?1 7 Q9ECCED [;7H9> ED J>; M;8 9H;7J?D= 7D ?D<;9J;: FEHD
M;81?J; >71 8;;D ED; E< J>; CEH,; 9ECCED M70I E< :?1JH?8KJ?D= C7BM7H;

8>3 +6A+</ 8>3@3<?= %90>A+</

.E:70J>; J;HCI 7DJ? C7BM7H; 7D: 7DJ?L?HKI 7H; E<J;D Kl;: ?DJ;H9>7D=;78BO 7D: =;D;H7BBO H;<;
I7C; J>?D= 7BJ>EK=>7DJ? C7BM7H; ?| 7 CEH; J;9>D?97BBO 9EHH;9J :;1I9H?FJ?ED E< J>; <KD9J?E
IE<IM7H; J>; J;HC 7DJ?L?HKI ?1 13?7BB M?:;BO Kl;: 80 C7DO |;9KH?JO IE<IJM7H; L;D:EHI 71?3 ?1 7 C
<7C?B?7H J;HC <EH C7DO F;EFB;

DJ? C7BM7H; 7DJ?L?HKI IE<IM7H; ?1 :;1?=D;: JE :;J3;93 FH;L;DJ 7D: H;CEL; C7B?97EKI IE<IM7H; <
9ECFKJ?D=:;L?9;IEX 97D 9ED:K9J 7 M;8 I;7H9> <EH [7DJ? C7BM7H; H;L?;MI\ JE I;; 9KHH;DJ
H;9ECC;D:7J?EDI <EH <H;; 7D: F7?: IE<IM7H; <EH OEKH :;L?9; |

>; 9KHH;DJ 2D:EMI EF;H7J?D= 101J;C ?D9BK:;l J>; "?9HEIE<J ;<;D:;H FHE=H7C FH;L?EKIBO 97BB;
1 ?D:EMI ;<;D:H >; '79 EF;H7J?D=1013;C :E;ID3*9KHH;DJBO >7L; 7D FFB; :;L;BEF;: 7DJ?L?HKI EH
7DJ? C7TBM7H; FHE=FHKIX¥D: C7BM7H; FHE=H7CC;HI >7L; <E9KI;: CEM):EML* | 1?CFBO

8;97KI; J>;H; 7H; CEH; E< J>;C J>7D '79 9ECFKJ;HI 8KJ ?J ?1 7 COJ> J>7J 73 LRBKI;]

C7BMT7H; ?D<;9J?EDI J>;H; 7H; @KIJ <;M;H C7BM7H; FHE=H7CI MH?JJ;D <EH 79I IE ?D J>7J |;DlI; .
B;11 9>7D9; E< ?D<;9J?ED 8KJ J>; 9>7D9; :E;l ;N?IJ

1>?9> 7DJ? C7BM7H; 7DJ?L?HKI FHE=H7C OEK KIl; ?I B?A;BO DEJ 71 ?CFEHJ7DJ 71 M>;J>;H OEK >
C7BM7H; 7DJ?L?HKI FHE=H7C ?DIJ7BB;: 7D: HKDD?D= ED OEKH 9ECFKJ;H

2EKH 7DJ? C7BM7H; 7DJ?L?HKI FHE=H7C JOF?97BBO ?I I;,J KF JE 7TKJEC7J?97BBO :EMDBE7: 7 B
C7BM7H; JE I;7H9> «BxM C7BM7H; ?1 8;?D= 9H;7J;: 7BB J>; JPCCRPEMHI7DJ J>7J OEKH 7DJ?L?HKI
7BM70I1 >71J>; B7J3;1J B?1J E< C7BM7H; JE 197D <EH
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#X7BIE ?CFEHJ7DJ J>7J OEK H;=KB7HBO 197D OEKH :;L?9; <EH C7BM7H; )<J;D 7DJ?L?HKI FHE-=
KF JE HKD ?D J>; ;7HBO CEHD?”D= >EKHI M>:D J>; :;L?9; ?| DEJ 8;?D= KI;:

[.3+ >><3,7>398=

V [[7BM7H) 80 F?9.EF 9EC ?I B?9;DI;: KD:;;H72 B?9:D9;

V ['7BL;HJ?1?D80-09;: ?I C7:; 7L7?B78B; KD:;H J>; /D?L;HI7B *K8B?9 EC7?D
=?97J7ED
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/969-+>398

LEBE97J?ED ?1 J>; 787B?JO E< OEKH :;L?9; SBBEFKFHED; JE ADEM OEKH BE97J?ED 'E87B;
F>ED; 9ECF7D?;| ADEM M>?9> 9;BB JEM;H OEK 7H; 9EDD;9J;: JE 7D: #-*| #DJ;HD;J -;HL?9; *HEL?:
ADEM J>; BE97J?ED E< OEKH >EC;

Figure 3.1 Geolocation utilizes satellites or cell towers for positioning

2EKH :;L?9EF;H7J?D= 101J;C M?BB JOF?97BBO >7L; 7 =BE87B 1;JJ?D=J>7J OEK 97D 9ED<?=KH;
OEK MEKB: B?A; JE I>7H; OEKH BE97J?ED M?J> 7FF| #< OEK I70 O;l JE J>; =BE87B |;JJ?D= J>; <’
Kl; 7D 7FF JOF?97BBO J>; 7FF M?BB 71A OEK ?< OEK M?1> JE I>7H; OEKH BE97J?ED M?J> J>?| F.
7D: H;C;C8;H OEKH 7DINEJ MEDTIA OEK 7=7?BKX7D 9>EEI; JE I>7H; OEKH BE97J?ED M?J> |IEC
7FFI 8KJ DEJ EJ>;HI ?< OEK IE M?I>

->7H?D= OEKH BE97J?ED M?J3> 7D 7FF <EH ;N7CFB; 7 C7F 7FF C;7DI J>; 7FF M?BB 8; 78B; JE :;J;
OEKH BE97J?ED 7D: ?D J>?1971; M?BB 8; 78B; JE I>EM OEKH BE97J?ED ED J>; C7F #<OEK 7H; E
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Figure 4.1 Cryptocurncy uses blockchain technology
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Figure 4.2 Legality of bitcoin by country or territofymage description]
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Figure 4.3 Bitcoin (BTC) trading price on Nasdgapage description]
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Figure 5.1 Use \&b Searh Strategies
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Figure 7.1 When you have a questionhiem, the awd will have many ideas and opinions on how to solve your
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I>EM?D= Kl 7:L;HJ?1?D= .>;l; 9ECF7D?;l 7H; ?DJ;H;1J;: ?D ADEM?D= 71 CK9> 71 FEII?8B; 78EKJ KI ;:
=:D:;H 7=; ?D9EC; ;J9 ?D EH:;H JE I>EM KI 7:L;HJ?I?D= 3JJ PEHEKH F7THJ?9KB7H :;CE=H7F>?9

>?1 9EBB;9J?ED E< EKH F;HIED7B ?D<EHC7J?ED 97D 8; ;?J>;H I;;D 71 ?DJHKI?L; EH 71 KI;<KB 1?D
7H; CEH; H;:B:L7DJ EH IEC;M>:H; ?D 8:JM::D .>:H; ?I ?D<EHC7J?ED M; 97D FKHFEI;:BO FKJ EDB?L
EJ>;HI 7D: J>;D J>;H; ?1 ?D<EHC7J?ED M; 97D ?D7:L;HJ;DJBO B;7L; 8;>7?D: M>;D M; :E J>?D=I IK9>
[;7H9> J>; M;8 EK M?BB M7DJ JE C7A; 7 9EDI9?EKI :;9?1?ED 71 JE >EM JE 87B7D9; OEKH EDB?D; F
M?J> OEKH FH?B7A07H; 7 DKC8;H E< <79JEHI J>7J ?CF79J OEKH EDB?D; FH?L790 7D: FH;I;D9;
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) /, <9A=381"<3@+-C
<9A=/< 9953/=

1 ;8 8HEMI;H 9EEA?;I 7H; 7 1IC7BB J;NJ <?B; J>7J H;9EH:1 ?D<EHC7J?7ED 78EKJ OEKH L?I1?J JE 7 M;
D;NJ J?C; OEK H;JKHD JE J>; M;8 1?J; J>; SHEMI;H H;7:1 J>; 9EEA?; <?B; -?C?B7H JE 7 <EHJKD,; 9E
8HEMI;H 9EEA?; 9EDJ7?DI 7 IC7BB 7CEKDJ E< J;NJEH 7 C;lI7=; <;M <79J1 78EKJ 9EEA?;|

V EEA?;| 7TH;DNC7B?97EKI J>,0P¥D4C OEKH 9ECFKJ;H B?A; C7/BM7H; FEJ;DJ?7BBO 9EKB:

V EEA?;I" FH?C7HO FKHFEI; ?1 9KIJEC?P7J?ED E< M;8 F7=;l J>; D;NJ J?C; OEK ?DJ;H79J M
H;JKHD JE J>; 1?J;

VvV EEA?;1 9703\ J;7B ?D<EHC7J?ED 78EKJ OEK J>;0 EDBO ADEM M>7J OEK :E ED J>; M;8I?
M>7J OEK J;BB J>;C

a EH;N7CFB; ?<ED 7 M;81?J; OEKBEEA 7J 7 M;8 F7=; |;BB?D=7 F7/HJ?9KB7H F77
I>E;l 7 9EEA?; 97D H;C;C8;H J>7J

a #<J>; M;8 1?3; 71Al <EH OEK JE JOF; OEKH D7C; EH 7 KI;HD7C; ?J 97D H;C;C8;H .
EEA?;I :EDJ >7L; J>; 78?B?JO JE BEEA 7J EJ>;H <?B;| ED OEKH 9ECFKJ;H JE JH(

<?=KH; EKJ M>7J OEKH D7C; ?I IE ?<J>; M;8 1?J; ADEMI OEKH D7C; OEK CKIJ >
JEB: J>; M;81?J; J>?1 ?D<EHC7J?ED

V EEA?;| 7TH; EDBO H;7: 80 J>: M:81?J; J>7J 9H:7J;: J>;:C IE ?D J>:EHO J=i=3D;HIB»
I>7H; ?D<EHC7J?ED 8:JM::D M:81?J;:1 M:81?J; ::L:BEF;HI <EKD: 7 9B;L;H M70 7HEKD: J>?I Y
J>?H: F7HJO 9EEA?:I

3<=>+8. &23<. +<>C 9953/=

V ?HIJ F7HJO 9EEA?;l 7H; 9H;7J;: 80 J>; M;81?J; OEK I,J EKJ JE L?I?J

V >?H: F7HJO 9EEA?;l 7H; 9H,;7J;: M>;D J>; M;81?J; OEK L?1?J J;CFEH7H?BO H;:?H;9Jl OEK .
9EEA?; JH79A?D= M;8I1?J,

a #< OEK L?1?J 7DEJ>;H M;8 1?J; J>7J KI;1 3>; I7C; J>?H: F7THJO 9EEA?; JH79A?D= M
J>;D ?D<EHC7J2EJ4 ;BO F7II;| <HEC ED; M;8 1?J; JE J>; B3 H>EM<EH
;N7CFB; 7D 7:L;HJ?I;,C;DJ <EH J>; 9BEJ>?D= OEK M;H; BEEA?D=7J 8KO?D=ED E
17J; I>EMI KF ?D 7D 7:L;HJ?1;C;DJ EBXH;®J M;81?J; J>7J OEK BEEA 7J

a .>?H: F7HJO JH79A?D= 9EEA?;l 7H; 9EDI?:;H;: 7 FH?L790 ?1IK; 7D: =EL;HDC;DJ

B;=?IB7J?ED >71 C7:; C7DO M;8I1?J;1 E8J7?D OEKH 9EDI;DJ 8;<EH; J>;0 Kl; 7 9EEA
ED 7 1?J; OEK L?1?J

a .>?H: F7HJO JH79A?D= 9EEA?;l 7H; ED J>; M70 EKJ .>; -7<7H? 7D: ?H;<EN M;8
S8HEMI;HI 137HJ;: 8BE9A?D=J>;C ?D 7D: J>; >HEC,; 8HEMI;H M?BB 7BIE F>71,
J>,C EKJ 80
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6/+<381 *9?< <9A=381 3=>9<C

1>;D OEK 8HEMI; J>; M;8 OEKH M;8 8HEMI;H A;;FI 9;HJ7?D ?D<EHC7J?ED

V 79>; .>; BHEMI;H 979>; A;;FI ?C7=;1 7D: J;NJ <HEC M;8 F7=;1 OEK >7L; H;9;DJBO L?1?J;:
#XFH?C7HO FKHFEI; ?1 JE C7A; OEKH M;8 SHEMI2POERIHH.?1?J 7 M;8 F7=; OEK >7L;
H;9;DJBO L?I1?J;: J>; SHEMI;H M?BB FKBB M;8 F7=; ?D<EHC7J?ED <HEC J>; 979>; H7J>;H
JE J>; M;81?J; JE =;J 20 <13;H JE H;JH?;L; ?D<EHC7J?ED <HEC J>; 979>; J>7D <HEC J>;
#DJ;HD;J IE >7L?D=7 979>; IF;;:| KF J>; 8HEMI?D= ;NF;H?;D9;

V "?IJEHQEKH 8HEMI;H >?IJEHO ?1 7 B?1J E< M;81?J;1 J>7J OEK >7L; L?1?J;: 1>;D OEK IJ7HJ
JOF?D=J>; 7::H;ll E< 7 M;81?J; OEK C70 I;; IK==;13?EDI 71 JE M>7J M;81?J; OEK C70 M7DJ
OEKH 8HEMI;H >?1JEHO ?1 FB70?D= 7 F/HJ ?D =;D;H7J3?D= J>;l; IK==;137EDI Y ?J 71IKC;| ?
>7L; 8;;D JE 7 1?J; ED9; OEK C70 M7DJ JE =E 879A 7=77?D

V EEA?;l | FH;L?EKIBO ?19KIll;: 7 9EEA?; ?1 7 1IC7BB J;NJ <?B; J>7J H;9EH:| 7D<EHC7J?ED
OEKH L?1?J JE 7 M;8 1?J; IK9> 71 OEKH KI;HD7C; 7D: EH F7=;| OEK BEEA;: 7J
)2 CA9?6. A+8>>9-6/+< T ,<9A=/< 23=>9<C

2EK C?=>J>7L; 8;;D KI?D=7 9ECFKJ;H EJ>;H J>7D OEKH EMID-EE BE8H7HO 7D: <EH FH?L790
H;7IEDI OEK C?=>J M7DJ JE 9B;7H OEKPEIAHEHJIED 9EKB: 8; ?< 7 M;8 F7=; OEK >7L;
FH;L?EKIBO L?1?J;.JBEY.?D= FHEFSBBM?D= J>; >?IJEHO C70 IEBL; J>7J FHES8B;C #D =;D;H7B ?<
>7L; OEKH EMD :;L?9; F>ED; J78B;J B7FJEF CEIJ FEBBJED9B;7H?D= J>;?H 8HEMI;H >?IJEHO

9A .9 -6/+<7 C ,<9A=/<23=>9<C
#D OEKH 8HEMI;H ;= ?H;<EN -7<7H? >HEC; :=; ;J9 J>;H; JOF?97BBO ?17 [I;JJ?D=I\ C;DK 7D:
I[EC:M>:H:; ?D J>7J C:.DK M?BB 8; J>; EFJ?ED JE 9B;7H. B=PBEH9?7<?9 |J;FI <EH OEKH

F7HJ?9KB7H S8HENH®> <EH J>; MEH:I [9B;7H 8HEMI;H >?1JEHO\ 7D: 7:: J>; D7C; E< OEKH 8HEMI;H
J>: I;7H9>

Figure 8.2 edge://settings/privacy

)2+>2+::/8=A2/87  C ,<9A=/< 23=>9<C 3=-6/+</.

:F:D:?D= ED OEKH S8HEMDEK C70 D;;: JE I:B;9J ;79> E< J>; J>H;; C7?D 7H;71 HAB:IC70
8; 9B;7H;: ?D 7 1?D=B; I1J;F "HI>7J JE ;NF;9J ?< OEK 9B;7H ;79> E< J>; 7H;7I
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V 79>; #< OEK >7L; 7 IBEM;H #DJ;HD;J 9EDD;9J?ED ?J C70 BEEA B?A; OEKH 8HEMI;H ?1 7
J>7D ?J Kl;: JE 8; KDJ?B J>; 979>; ?| H;8K?BJ

V "?IJEH&D?J?7BEK MEDT; J>; CEIJ H;B;L7DJ 7KJE9ECFB;J; IK==;1J?EDI E< I1?J;l OEK C70
M7DJ JE L?1?J 8KJ OEKH >?1IJEHO M?BB H;8K?B: ?JI;B< EL;H J?C;

V EEA?;l EH 7DO M;81?J;1 J>7J OEK >7: 9>EI;D [H;C;C8;H C;\ OEK M?BB B?A;BO D;;: JE FK.
OEKH KI,HD7C; 7=7?D J>; D;NJ J?C; OEK BE= ?DJE J>; 1?J; 7=7?D

"<3@+>/ 9./38) [/, <9A=/<=

-E M>7J ?< OEK MEKB: B?A; JE L?1?J 7 F7THI?9KB7H N;7DJ/ D= 7BEDN8I?J; 71 F7/HJ E< OEKH
SHEMI?D= >?1JBKOOEK :EDM7DJ JE 9B;7H OEKH ;DJ?H; 8HEMI?D=>?IJEHO *;H>7FI OEK 7H; ED (
BKD9> 8H;7A 7J MEHA 7D:MEDY J>; :;J77?Bl E< OEKH L?1?J JE 7D EDB?D; I>EFF?D= 1?J; H;9EH:;: 8(
8HEMI;H>; M70 JE 799ECFB?1> J>?1 ?I JE IM?J9> JE OERHRBHPENI; Y BHEMI?D= CE:; <?H;DJ
S8HEMI;HI >7L; IB?=>JBCH3J D7C;l <EH J>;?H FH?L7J; 8HEMI?D= CE:;

Table 8.1 Private Bowsing Labels

Browser Name for Private Browsing
?H;<EN *H?L7J;

>HEC; #D9E=D?JE

-7<7TH? *H?L7J;

= #D*H?L7J;

I:)D;H7BBO IF;7A?D= <EH ;79> E< J>;I; 8HEMI;HI BEEA <EH J>H;; :EJI J>H;; B?D;| EH 7 D;M M?D:ENV
D;7H J>; JEF H?=>J 9EHD;H E< J>; 3P B= ED J>?| M?BB EF;D 7 C;DK 7D: J>;D OEK 97D EF;D 7
D;M M?D:EM ?D 7 FH?L7J; 8HEMI?D= CE;

"<3@+>/ <9A=/<=

>; FH?L7J; SHEMI?D= CE:; ?D J>; FEFKB7H 8HEMI;HI FHEL?:;l IEC; ;NJH7 I;9KH?JO ?D J>7J OEKH
>?IJEHO ?1 DEJ I7L;: ED J>; 9ECFKJ;H OEK 7H; KI?DOBEM A H::H;ll ?1 1J?BB JH79A78B; M>?9>
97D 8; JH79;: Y M?J> IEGEHJI Y JE OEKH F>0I1?97B BE97J?ED #< OEK M7DJ 7D ;NJH7 B;L;B E< 7L
OEK 9EKB: :EMDBE?7: 7 IF;9?7B 8HEMI;H <EH J>?1 FKHAEH BKDH7L,; .>;I; SHEMI;HI DEJ EDBO

>7?:; OEKH >?1JBEB® C71A OEKH #* 7::H;11 7D: F>01?97B BE97J?ED <HEC J>; M;81?J;| OEK L?I?J 80
HEKJ?D= OEKH 8HEMI?D= J>HEK=> |;L;H7B I;HL;HI 8;<EH; ?J H;79>;| OEKH :;13?D7J?ED .>;I; 9EDLC
7BIE ;D9HOFJ;: JE ?D9H;71; 7TDEDOC?JO

("= (3<>?+6 "<3@+>/ [>A9<5=

-EC; F;EFB; KI; 7 0*( FHEL?:;H JE ;D>7D9; EDB?D; FH?I819@| ADEM J>; #* #DJ;HD;J *HEJEQEB
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7::H;Il E F,EFB; M>E L?1?J J>; M;81?J; D #* 7::H;11 >71 7D 71IE9?7J;: H;7B MEHB: BEBQBAVIED 2
L?21?3 7 M;812J; IKO>1A7J #1 'O #* H:ll  7D: 1;; OEKH #* 7::H;ll 71 M;BB 71 OEKH 7FFHEN?C7J;
BE97J?ED ED 7 C7F

0*(179J3 71 7D ?DJ;HC;:?7HO 8;IM;;D OEK 7D: J>; M;81?J; OEK L?1?J IE J>; M;81?J; I;;113#; 0*("
7:H;Il H7J>;H J>7D [;;?D= OEKH #* 7::H;ll -E ED9; OEKH 0*( 9EDD;9J?ED ?I ;1J78B?I>;: OEKH #DJ;
JH&R9 ;C;H;| M?J>EKJ 1?=DIl E< M>E OEK 7H; EH M>;H; OEK"H; 9EDD;9J?D= <HEC

#< OEK 7H; 9EDI?:;H?D= KI?D= 7 0*( <EH FH?L790 H;7IEDI 9>;9KIHEREH);C'DJ JE I;; ?7< J>;
FHEL?:;H A;;Fl BE=lI E< OEKH EDB?D; 79J?7L?J?;| #<J>;0 :E BEEA <EH 7DEJ>;H 0*(

'EIJ O*( I;HL?9;1 9>7H =; <EH J>;?H I;HL?9;| >EM;1>HH; 7H; IEC; <H;; 0*( I;HL?9;l J>;0 M?BB
I>EM 7:1 ?D OEKH 7FF

>; GK7B?JO 7D: FH?L790 FEB?9?;| E< 0*( FHEL?:;HI L7TH?Z/HE2:BO#DJ;HD;J <EH 9KHH;DJ
H;L?;MI ED O*( FHEL?:;HI 7D: :E IEC; H;l;7H9> 8;<EH; I;B;9J?D= ED;

&2/ +<5) [/, & 1$ &2/18398 $97>/<

Figure 8.3 The Surfacealy, Deep \&b & Dark Vb

>;:7THA M;8 C7A:I KF B:Il J>7D  E< J>; M:8 7D: 2| :;1?=D;: JE FHEL?:; 7TDEDOC?JO <EH KI:HI 7D:
M:812J: EMD:HI BK 97D/799:11 J>: :7HA M;8 M?J> 7 DEHC7B M:8 SHEEKBi;:: 7 IF:9?7B S8HEMI:H
Y.), .>)D?ED ,EKJ:H
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&?A; J>; #DJ;HD;J J>; 9EH; FH?D9?FB;l 8;3?D;JMEHA M;H; :;L;BEF;: 80 J>; /- ?B?J7HO
[)D?ED HEKJ?D=\ M7I :;1?=D;: JE FHEJ;9J C?B?J7HO ?DJ;BB?=;D9; 9ECCKD?97J?EDI EDB?D;

> THAM:;8 ?1 7 FEFKB7H FB7J<EHC <EH

V .>El; B?L?D= ?D 9EKDJH?;| M>;H; J>;0 <79; ?CFH?IEDC;DJ <EH 9H?J?9?P?D= J>;?H =EL;F
@EKHD7B?1J1 793?L?1J1 7D: DED =EL;HDC;DJ D;MI 7=;D97?;l

V /I;HI 8;>?D: =EL;HDC;DJ <?H;M7BBI M>E M?1> JE 7TDEDOCEKIBO 799;1l ?D<EHC7J?ED EJ>
J>7J FHEL?:;: 80 J>; 137J;

V 1>?1JB;8BEM;HI 7D: ?D<EHC7J?ED B;7A;HI <EH ;N7CFB; :M7H:-DEM:;D

V 9J?L?1JI 7D: H;LEBKJ?ED7H?;| B?A; J>; >79A?D==HEKF DEDOCEKI .>;:7HA M;8 I;HL;| 7
FB7J<EHC M>;H; 79J?L?1JESTXEHPD I;9H;J

V #BB;=7B 79J?L?J?;1 IK9> 71 :HK= FKH9>7I;| 1JEB;D 9H;:?J 97H:1 F?H7J;: CEL?;l 7D: CK9> CI

> ' THAM;8 97D 8; 7 :7D=;HEKI FB79; <EH J>; =,D;H7B ?DJ;HMPKIJH,O 7H; DEJ ?DLEBL;: ?D
7DO E< J>; ?BB;=7B 79J?L?J?;1 J3>7J EQ9KH J>;H; -;7H9> J>; #DJ;HD;J <EH CEH; ?D<EHC7J?ED 78I
FH;97KJ?EDI <EH J>; :7HA M;8 ?< OEK ?DJ;D: JE 799;11 ?J

2%9-3+6 /.3+"<3@+-C ==?/=

-E9?7B C;:?7 FB7J<EHCI IK9> 71 79;8EEA &?DA;#D ;J9 7H; M;81?J;1 M>;H; OEK 97D I>7H; :;J77BI
78EKJ OEKH B?<; EDB?D; M?3HATPB: EH J>; FK8B?9

)D; E< J>; I?7D=B; 8?==;13 ?IIK;| M?J> IE9?7B C;:?7 ?1 J>7J J>; :;<7KBJ FH?L790 1;JJ?D=I 7H; JOF?97E
8HE7: <HEC 7 FH?L790 F;HIF;9J?L;, OEK ;D: KF I>7H?D= CEH,; :;J77BI J>7D OEK ;NF;9J M?J> 7 8HE
7K:?;D9; J>7D OEK ;NF;9J

;J7?B1 J>7J OEK C7A; FK8B?9 97D 8; [I9H7F;:\ 9EBB;9J;: KI?D= IE<JM7H; J>7J I?CKB7J;1 7 >KC7D II
J>; M;8 M>?9> J>;D H;9EH:I J>?I ?D<EHC7J?ED <HEC J>;I; M;81?J;1 M?J>EKJ J>; D;;: JE >79A ?DJE
71J>; FH?L790 1;.JJ3?D=I ED BR,EF®®7B C;:?7 799EKDJI >7L; 97J;,=EH?P;: J>?1 :7J7 7| FK8B?9 H7J>;H
J>7D FH?L7J; .>; Kl; E< 7TKIJEC7J;: 9ECFKJ;H FHE=H7CI JE :E J>; I9H7F?D= 97,0y GEKBJIB<B7H
:7J7 ED C7DO KI;HI 8;?D= 7L7?B78B;

#D F,HIED7B :7J7 <HEC C?BB?ED &7?DA;:#D KI;HI 78EKJ b E< J>] SEGF \DO"
[I9H7F;\ 7D: C7:; <EH 17B; EDB?D;

BIE ?D 79;8EEA I7TM IQHTF;: :7J7 <HEC 78EKJ C?BB?ED KI;HI FEIJ;: ?D 7D EDB?D; <EHKC .>|
:7J7 ?D9BK:;: KI;HI <KBB D7C;l BE97J?ED ;C7?B 7::H;ll;1 7D: EJ>;H ?D<EHC7J?ED

#D EH:;H JE FHEJ;9J OEKH FEI?2O0B¥M F;HIED7B :;J77BI IE J>;0 7H; DEJ Kl;: 80 7 [87: 7T9JEH\ M?J>
C7B?9?EKI ?DJ;DJ OEK 97D

B?C?J J>; 7K:?;D9; E< OEKH FENJI ; = <H?;BAEBMBO>7D C7A?D= J>;C FK8B?9

V J7A; 7 BEEA 7J OEKH IE9?7B C;:?7 FB7J<EHC [1;,JJ?D=I\ 7D: B?C?J >EM CK9> E< OEKH ?D
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?1C7:; FK8B?9 EH I>7H;:
V 197B; 879A ED :;J7?BI ?D OEKH FHE<?B; EH ;N7CFB;
a OEK 97D B;7L; EKJ OEKH 8?HJ> :7J; EH OEK@RBRHBHE);7HED; F?;9; E< J>7J
?D<EHC7J?ED DEJ 8EJ>
a 8; 97H;<KB 78EKJ 7::?D=<7C?BO C;C8;HI 71 J>7J ?D<EHC7J?ED 9EKB: H;L;7B OE
CEJ>AC7?::D D7C; M>?9>?| E<J;:D KIl;: 71 7 I;9KH?JO GK;IJ?ED

a :E DEJ B?1J OEKH CE87B; F>ED; DKC8;HHFK8BPBED; DKC8;H ?1 E<J;D KI;:
?D JME <79JEH 7KJ>;DJ?97J?ED M>;D OEK BE= ?DJE M;81?J;l IK9> 7] OEKH 87DA
J>:H; 7H; M70I ?D M>?79> CE8?B; F>ED; J;NJ C:lI7=;1 97D 8; ?DJ;:H9;FJ::

18638/ "</=/8-/

Figure 8.4 It®a good idea to have agdessional online gsence.

| F7HJ E< J>; >?H?D= FHE9;ll <EH C7DO 9ECF7D?;l J>; "KC7D ,;IEKH9;I ", :;F7THIC;DJ E<J;D
IKHL;OI J>; EDB?D; FH;I;D9; E< FEJ;DJ?7B @E8 7FFB?97DJl .>;H; >7L; 8;;D DKC;HEKI ?DIJ7D9;l E<
97D:?:7J; <EH 7 @E8 DEJ &M=E<x @ES8 7<J;H J>;?H EDB?D; FH;I;D9; >71 8;;D I,THBK;B"

<EH OEK JE I;7H9> OEKH EMD D7C; KI?D= 7 I;7H9> ;D=7?D; 7D: I;; M>7J OEK 97D <?D: #D EH:;H JE
7 FHE<;II?’ED7B EDB?D; FH;I;D9; <EH I;7H9> ;D=?D;l JE <?D: OEK C70 M?I> JE 9EDI?:;H
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" 9<>09639=

-JK:;DJI ?D 9EBB;=; EH KD?L;HI?JO C70 9H;7J; 7D ;*EHI<EB?E :KH?D= J>; 9EKHI; E< J>;?H |IK: 7l
*EHI<EB?E ?1 7 9EBB;9J7ED E< MEHA ;L?:;D9; ?D 7D ;B;9JHED?9 <EHC7J J>7J I>EM97I;| B;7HD?|
799ECFB?I>C;DJI #J 97D 8;9EC; 7 JOF; E<;D>7D9;: HTIKCT EH ;N7CFB; ?DIJ;7: E< @KIJ I70?D= 1
MH?J; 9B;7HBO 7D: ADEM >EM JE KI; IE<IM7H; JE FHE:K9; 8HE9>KH;| J7A; 7 8HE9>KH; OEK >7L,; |
?D 9B7Il EH 7J OEKH @E8 7D: ?D9BK:; J>7J ?D OEKH ;*EHIXEBRE :@<QEK/ [EPEHJI<EB?E

I;7H9> J>; MEH:I [<H;; ;*EHJ<EB?E\ JE BE97J; IEC; M;81?J;1 J>7J M?BB 7BBEM OEK JE FK8B?I> ED;
9>7H;

%9-3+6 /.3+

#< OEK :ED#7L,; 7 IE9?7B C;:?7 FH;I;D9; FEJ;DJ?7B ;CFBEO;HI C70 MED:;H ?< OEKH J;9>DEBE=0 |
7H; B79A?D= ;L;D ?< OEK >7L; 9EDI9?EKIBO C7:; J>; 9>E?9; DEJ JE >7L; ED; <EH FH?L790 H;7IED

EDI?:;;H KI?D= 7 FHE<;II?ED7B D;JMEHA?D=1?J; IK9> 71 &?DA;#D EH EJ>;HI JE ;I378B?I>7D: C7?
FHE<;II?ED7B 9EDJ79JI 7D: ?J 97D 7BIE 8; 7 M70 JE ;?J>;H <?D: MEHA EH <KRH9>;HEBEKH 97H;;H
[&?DA;:#D JKIEH?7B\ JE B;7HD >EM JE ;D>7D9; OEKH EDB?D; FH;I;D9;

#< OEK KI; IE9?7B C;:?7 IK9> 71 79;8EEMEN;HEDI?:;H >7L?D= JME 799EKDJI ED; F;HIED7B ED;
FHE<;II?ED7B ,;I;HL; J>; F;HIED7B 799EKDJ <EH <7C?BO 7D: <H?;D:l 7D: A;;F J>; FH?L790 1;JJ?D-=
J>7J EDBO <7C?BO 7D: <H?;D:1 97D [;; J>BEIDEKH FHE<;I?ED7B 799EKDJI BEM;H FH?L790 [;JJ~
9EKB: 7TBBEM 7 CEH; FK8B?9 L?;M E< OEKH FEIJI M>?9> 9EKB: 8; 8;D;<?9?7B ?D <KJKH; @ES8 I;7F
A;;F 7BB OEKH FEIJI FHE<;II?ED7B 7D: MEHA H;B7J;: ED J>?1 799EKDJ

) /,=3>/=+8. 691=

1 EKB: OEK FH;<;H JE KI; 7 M;81?J; EH 8BE= JE FHE@;9J OEKH FHE<;II?ED7B ?C7=; H7J>;H J>7D k
C;:?7 >;H; 7H; C7DO <H;; I;HL?9;1 7L7?B78B; 7D: <EH 7 IC7BB <;; OEK 97D H;=?13;H 7D #DJ;HD;J :E
D7C; 7D: >EIJ OEKH M;8 17J; M?J>EKJ 7DO 7:L;HJ?1;,C;DJl

1.3+ >><3,?7>398=

V [-E9?7B C;:?7 71 7H3O- L?:M ?1B?9;DI;: KD;;H72 (- B?9:D9;
V= 1;J3?D=l FH?L790Q M?J> F:HC?II?ED <HEC '"?9HEIE<J

V [>-KH<79;1:8 sF1 :8 7HA1l ;8\80,7/D@?J>IE@<?;: 80 BEH? D%EH 7 CEH;
799KH7J; H;FH;1;DJ7J?ED ?1 B?9;DI;: KR2;;H 7~ B?9:D9;

V [[E9?7B C::?7 :7J7<BEBODD; ";:BCED: ?IB?9;DI;: KD:;;H72  ((
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C77?B >71 8;,9EC; 7D K8?GK?JEKI F7HJ E< CEIBZEFB;N; 7H; IEC; J>?D=I JE 9EDI?:;H JE C7A,
OEKH ;C7?7B 9ECCKD?97J?EDKCERL ;<

<97

*EFB; E<J;D >7L; CEH; J>7D ED; ;C7?B 799EKDJ FEII?8BO MEHA I19>EEB F;HIED7B 8KI?D;ll -;F7
799EKDJI 7BBEM OEK/IE’PH,C77B OEK I;D: 7D: H;9;?7L; |IE ?< OBKRTEDPCKBJ?FB; 799EKDJI 71A
OEKHI;B< ?< J>?1 MEKB: 8; 7 =EE: 9>E?9; <EH OEK #< IE |;7H9> J>; M;8 <EH [<H;; ;C77?B 799EKDJI
7H; C7DO FHEL?:;HI J>7J MMBBEK 7 <H;; ;C7?B 799EKDJ

#< OEKH F;HIED7B ;C7?B 799BKBER|D?ED7B ; = >EJ878; X 8;;H:H?DA?D=9>7CF?ED X
9EDI?:;H =;,J3?D= 7 I,9ED: 799EKDJ M?J> 7D ;C77B 7::H;Il OBME&BIBYYII;: JE FKJ ED OEKH
H;IKC; ; = <?HIJD7C; B71ID7C; X

>;;C77?B 7FF ED OEKH F>ED; J78B;J 9ECFKJ;H B?A;BO IKFFEHJI CKBJ?FB; ;A7 7B/$REKDJI |IE ?J
9>;9A 7BB OEKH 799EKDJI <HEC ED; 7FF 1>;D OEK H;FBO JE 7D ;C7?B ?J M?BB 8; <HEC OEKH 7
C;II7=; M71 EH?=?D7BBO |;DJ JE IE J>?I >;BFI A;;F3#RDRR|:Et>;D 137HI?D= JE 9ECFEI; 7 D;M

;C7?B J>EK=> OEK M?BB D;;: JE 9EDI9?EKIBO F?9A M>?9> ;C7?B 799EKDJ OEK M7DJ JE I;D: [ HE

&9

.</== 995=

1; 3>; [7::H;11 8EEA\ ?D OEKH ;C7?B IOIJ;C JE A;;F JH79A E< J>; F,EFB; OEK 9EHH;IFED: M?J> DIK}
OEK >7L; 7D ;DJHO <EH [IKHD7C;\ 71 M;BB 71 J>; [<?HIJ D7C;\ 1?D9; ?< OEK >7L; 9EDJ79JI D7C;:
,E8;H) OEK M7DJ JE ADEM M>?9> ED; JE F?9A

3=><3,7>398 3=>=

E OEK >7L; 7 =HEKF E< F;EFB; OEK ;C7?B HEKHB7/HBG-HEKF 7J MEHA EH IEC;J>?D= B?A; 7 IFEH.

J;7C DED FHE<2FJB™P7J?ED 9BK8 EH 8H?:=; =HEKF OEK 8;BED=JE H;7J; 7 :?1JH?8KJ?ED B?1J |
JOF; ?1 J>; D7C; E< J>; :?1JH?8KJ?ED B?1J J>;D J>; ;C7?B C:lI7=; M?BB 8; I:DJ JE 7BB J>; 7::H:ll;| ?D
B?1J #< OEK 7H; KI?D= 7 :?1JH?8KJ?ED B?1J C7A; 7 9EDI9?EKI 9>E?9; 78EKJ FKJHFABR2 /B! ?D ;?2J>;h
M>:H; ;L;HOED; M?BB I;; 7BB J>; EJ>;H ;C77?B 7::H;ll;1 J>; C;lI7=; ?1 8;?D=|;DJ JE EH FKJJ?D=?J ?D
[ \<?;B: M>;H; DE ED; M?BB |;; 7BB J>; EJ>;H ;C7?B 7::H;ll;| J>; C;lI7=; ?1 8;?D=1;DJ JE
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[9\?1 7D 788H;L?7J?ED <EH [ TH8ED EFO\ 79A ?D J>;:70I 8;,<EH; F>EJEQEF?;HI 7 F?;9; E< 97HS8E
F7F;H 8,IM;;D [>;;Jl EXF7F;H ?D 7 JOF;MH?J;H M71 J>; M70 7 9EFO E< J>; B;JJ;H C;lI7=; M71 C7:; #
JE:7Q%C77?B MEHB: [ 9\ ?I JOF?97BBO KIl;: JE B;J 7DEJ>;H F;HIED | ADEM 78EKJ J>; 9EDJ;DJI E<J
;C7?B >?1 :%HI <HEC J>;E\ <?;B: M>?9> ?| KIK7BBO 7::H;ll;: JE J>; F;HIED | J>7J M; M7DJ JE :E
IEC;J>?D= ;= 7DIM;H 7 GK;IJ?ED C7A,; 7D 7FFE?DJC;DJ ;J9 J>;;C77?B 7::H;ll M; FKJ ?D J>; [ 9\
<?;B: ?1 JOF?97BBO <EH J>; [?D<EHC7J?ED\ E< J>7J F;HIED DEJ <EH J>;?H 79J?ED

9.1 Addessing Email

[ 99\ ?I 7D 788H;L?7J?ED <EH B?D: 7TH8EGLCERPOEC;M>7J I?C?B7H JE J>; [ 9\ <?;B: M?J> ED;
?CFEHJ7DX;PKD9; Y L?1?87B?J0O E< J>; EJ>;H H;9?F?;DJI E< J>; C;II7=2<<E+E7BBCEH; J>7D

ED; ;C7?B 7::H;ll ?D ;?J>H J>E\EH J>;[ 9\ <?;B: ;L;HOED; H;9;?L?D=7 9EFO E< J>; ;C7?B 97D I;;
7BB J>; EJ>;H F;BEB7?B 7::H:ll;1 J>7J 7H; 7BIE H;9;?L?D= 7 9EFO

#< OEK FKJ 7D ;C77?B 7::H;11 ?D J>; [ 99\ <?;B: 7DO ;C7?B 7::H;ll;1 B?1J;: ?D ;?8X;BH$ 9\

<?;B: M?BB DEJ ADEM J>7J 7 9EFO E< J>; C;lI7=; M;DJ JE J>; F;HIED | ?D J>;[99\ <»B: >EM;L;H
F;HIED B?1J;: ?D J>; [ 99\ <?;B: M?BB [;; J>; ;C7?B 7::H;ll;1 B?1J;: ?BY¥M:[ 9\ <?;B:l 8KJ DEJ

7DO EJ>;H ;C7?B 7::H;ll;1 3>7J 7H; 7BIE ?D J>; [ 99\ <7?;B:

-EC;J?C;| OEK C?=>JM7DJ JE I;D: 7D ;C7?B JE 7 =HEKF E< F;EFB; 7D: :E ?J ?D IK9> 7 M70 IE J>7.
F;EFB; OEK 7H; ;C7?B?D3 B739> EJ>;H ;C7?B 7::H;ll 7D: 7BIE MED8;, 78B; JE [,;FBO BB\ JE
;L;HOED; EH ;N7CFB; 7 H;7BJEH |;D:?D= FHEF;HJO B?13?D=I JE J>;?H 9B?;DJI EH 7 8KI?D;ll I;D:?
IF;9?7B FHECEJ?ED JE ?JI 9B?;DJI ;J9 .>7?| 9EKB: 8; 799ECFB?I>;: 80 FKJJ?D= 7BB J>; ;C77B 7::H;
J>; =HEKF ?D J>; [ 99\ <?;B: 7D: FKJJ?D= OEKH EMD ;C7?B 7::HEI\ D;B>; Tl CEIJ ;C7?B
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FHE=H7CI H;GK?H; 7J B;71J ED; 7::H;ll ?B U%?[B: #J ?I 7?CFEB?J; EH [87: <EHC\ JE H;L;1B F;EFB;»
CT7?B 7::H:11:

JE EJ>H F,EFB; M?J>EKJ F;HC?II?ED #<7 7IAIQEKHBEHOEK 97D <EHM7HI AGK;IJ JE 8
M?J> J>; C;lI7=; [.>?1 F;HIED 7IA;: <EH OEKH ; C7?B 7::H;ll Z H;FBO ?< OEK M?I> "; JEE ?I CO <H?;C
7D: # JHKIJ >?C\

%7?,4/-> 38/=

5I19H?FJ?L; [IKB@;9J B?D;\ J>; ED; B?D; IKCC7HO E< OEKH ;C7?B 97D 8; F7THJ?9KB7HBO ?CFEH.
<<;9J7L; ;C7?B 9ECCKD?97J?EDI EDI?:;H J>; <EBBEM?D=

-EC;J?C:| F;.EFB; M?BB @KIJ 197D J>; B?1J E< ;C7?B ?D J>;?H ?D8EN ?:; J>:0 I;; J>; IKB@:;9J B?D:l
J>: 8E:O E< J>; ;C77?BI IE 7 :;I9H?FJ?L; IKB@:9J B?D; >;BFI F;EFB; :;9?:; ?< J>;0 I>EKB: EF;D J>; ;C7
H?=>J 7TM70 ;= JBTQI?D=97D9;:BB;: EH M7?J KDJ?B B7J;H ;= H;L?;M J>?| <EH EKH ;D: E< M;;£
C;:J?D=

#< OEK >7L; >7: 7D ;C7?7B ;N9>7D=; M?J> IEC;ED; 78EKJ ED; JEF?9 7D: J>;D OEK 9>7D=; JEF?9I ;[
OEK KF:7J; J>; IK8@;9J B?D;

>>+-27/8>=

2EK 97D 73J79> :E9KC;DJI F?9JKH;I IFH;7:1>;;J1Y ;11;:DJ?7BBO 7DO JOF; E< ;B;9JHED?9 <?B; JE Ol
C:l7=;1 ; 7TM7H; J3>7J :?<;H;DJ ;C7?B IO1J;Cl >7L;<2;DJ I?P; B?C?JI <EH J>;?H 7JJ79>C;DJIl |IE ?<
OEK 7H; FH;L;:DJ;: <HEC I:D:?D=78¥EKF E< <?B;| OEK C70 D::: JE :?J>:H I:D: 7 IC7BB;H =HEKF E<
<?B:l EH 9ECFH:;Il J>; I?P; E< |IEC; E< J>; <?B;| J>?1 ?I| 9ECCED M>:D |;D:?D= F?9JKH;I

>3:?/>>/+8. [=>"< +->3-/

>:H; 7H; 9;HJ7?D 9EDL;DJ?EDI M?J> H;IF;9J JE ;C7?B J>7J ;.DOEKH7=; X2FPHBPNID7DB<=; E<
C:l7=;l

V >EEI; 97H;<KBBO 8;JM;;D [,;FBO\ 7D: [,;FBO 7BB \ /DB;ll OEK J>?DA ;L;HOED; M>E H;9;?L;:
J>; EH?=?D7B ;C7?B D;;:l JE |;; OEKHEDRB® [,;FBO 7BB\ (E ED; M7DJI JE >7L; ;C7?B
?D J>;?H ?D8EN J>FHMBLYDJ JE J>,C EH J>;?H @ES8

V E9KIED ED; JEF?9 F;H ;C7?B #< OEK >7L; :?13?D9J J>?D=I| JE :?I9Kll M?J> |IEC;ED; 9EDI
I;D:?D=J>;C [;F7H7J; ;C7?Bl .>7J M7 J>;0 ADEM J>; 7DIM;H JE ED; J>?D= 8KJ DEJ J>;
EJ>;HI>;0 97D 7DIM;H ED; C;lI7=; H?=>J 7Md7@>;D MEHA ED J>; 7DIM;H JE J>; EJ>;H
C:l7=;

V #D9BK:; 7 I?=D7JKH; 8BESA #< J>; ;C7?B 799EKDJ OEK 7H; KI?D= 8;BED=| JE 7 9ECF7DO
9ECF7DO B?A;BO >71 7 1J7D:7H: EH IJOB; =K?:; <EH J>;?H 1?=D7JKH; 8BESA 9ECF7DO I%
8BEYSA KIK7BBO ?D9BK:;l

a FHIED?D7C;



42
a .>;?H FEI?J?ED ?D J>;, 9ECF7DO
a .>; F;HIEDT*9ECF7DO F>ED; DKC8;H ;NJ;DI?ED

F,HIED7B ;C77B I?=D7JKH; 8BE9A 9EKB: I?CFBO B?1J OEKH D7C; 7D: CE8?8s bHO>IKC8;H
CKBJ?FB; ;C7?B 7::H;ll;1 CEIJ ;C7?B 7FFI IKFFEHJI > RDR: A<D 7JKH;| <EH ;79> 799EKDJ

VvV ED"J-"). .OF?D=7D && *#.& & ..,-?19EDI?:;;H;: I>EKJ?D= 7D: :ED" J
EL;HKI; J>; ;N9B7C7J?ED FE?DJ

V *HEE<H;7: /IK7BBO 7DO C?IIF;BB;: MEH:I 7H; KD:;HB?D;: ?D H;:EREMLUKC; J>7J
8;97KI; J>;H; 7H; DE IF;BB?D= C?1J7A;1 J>7J ;L;HOJ>?D= =EJ JOF;: ?D 71 OEK ?DJ;D:;: EH
;N7CFB; 8EJ> J>; F>HT7I;| [FK8B?9 7DDEKD9;C;DJ\ 7D: [FK8?9 7TDDEKD9;C;DJ\ 7H; IF;BB;:
9EHH;9J8KYJ AB?A;BO OEK M7DJ;: J>; <?HIJ F>H7I; DEJ J>; I;9ED: ?D OEKH ;C77B

V 1 7J9> OEKH JED; #< OEK H;9;?L; 7D ;C7?B J>7J ?D<KH?7J;| OEK 9EDI?: EHWRJ?D= JE F
OEK CKIJ MH?J; J>; H;FBO H?=33;DMIa?J; ?2J 17L; ?J 7D: H; H;7: ?2J B7J;H 8;<EH; FH;l1?D=
[-;D:\ BIE 8; 97KJ?EKI M>;D KI?D=>KCEWHOS8; J>; EJ>;H F;HIED C?II;| J>; >KCERH
:D:l KF E<;D:;: 80 M>7J ?1 MH?J3J;D

V (EJ>?D= 7?1 9ED<?:;DIEMOEKB: C7THA 7D ;C7?B 71 9ED<?:;DJ?7B ?3ENM;N;HH;C;BO
710 JE <EHMT7H: 7D ;C7?B 7D1DEE#YD= JE IJEF IEC,ED; <HEC <EHM7H:?D= OEKH ;C77?B
IEC.ED; OEK :?:3?DJ;D: JE I;; 2J Y IE MH?J; 799EH:?D=BO
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Figure 9.2 Some unsolicited spam email

-F7C ?17 J;HC KI;: JE H;<;H JE @KDA ;C7?B 99EH:?2BZQ&M| M;81?J;

V 'EH; J>7D E<;C7?BI 7H; IF7C M>?79>;GK7J;l JE CEH; J>7D 8?BB?ED IF7C ;C7?7BI
8;?D=1;DJED 7 :7?BO 871?I

V .>; B7H109EDJ;DJ 97J;=EH?;l E< J>;I; C;lI7=;] 7TH;
a 7:L;HI?I?D= 8KO IEC;J>?D=
a 7:KBJ9EDJ;DJ FEHD :73?D=1?J;1 ;J9
a <?DrD9?7B D;MI BE7DI H;<KD:l H;M7H:I ;J9

V -97CI 7D: <H7K: 799EKDJ <EH 78EKJ  E<7BB IF7C ;C7?BI 7D: F>?1>?D=;C7?Bl ?:;DJ?JC

J><J E<X F,HIED7B ?D<EHC7J?ED 9H;:?J 97H: ?D<EHC7J?ED ;J9 CT7A; KF 7TFFHEN?C7J;t
197C ;C77?BI

EHIF7C;C7?B J>7J ?1 I?CFBO KDM7DJ;: 7:L;HJI?1?DE DR H7C &;=?I1B7J?ED -& 7D: J>;

/- 7 EDJHEBB?D=J>; 1I7KBJ E< (ED -EB?97?J;: *EHDE=H7F>0 7D: '7HA;J?D= 9J (-*

H;GK?H;| KDIEB?9?J;: 9ECC;H9?7B ; C77B C;lI7=;1 JE 8; B78;B;: 7D: JE ?D9BK:; EFJ EKJ ?DIJHK9J?E
J>; ;D;HY F>0I1797B 7::H;11 JE >;BF FHEJ;9J F;EFB; <HEC H;9;?L?D= ;CJ’B dBJO-EED/B7MI

H;GK?H; ;C7?B I;D:;HI JE =;J F;HC?II?ED <HEC J>; EMD;H E< 7D ;C7?B 7::H;ll FH?EH JE 7DO
9ECCKD?97J?ED
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2EK 97D KiI; J>; [/DIK8I9H?8;\ B?DA ?D 9ECC;H9?7B ;C7?B JE A;;F OEKH ;C7?B C7D7=,78B; #< OEK
1?7=D;: KF <EH 7 D;MIB;I3E?9; E<ED I7B; ?J;Cl ;J9 [KDIK8I9H?8;\ <HEC 7DO I;HL?9;| OEK 7H; DE
BED=;H KI?D=Y J>;H; I>EKB: 8; 7D KDIK8I9H?BEB2DA’ PJ?; ;D: E< J>; ;C77B ?D J>; <?D; FH?DJ

(EJ; J>7J[197C\;C7?BI M?BB B?A;BO DEJ FHEL?:; 7 H;7B KDIK8I9H?8; B?DA 7D: C70 JHO 7D: JH?
FHEL?:?D= F;HIED7B ?D<EHC7J?ED EH ?DIJ7BB?D= C7BM7H; M>;D OEK JHO JE KDIK8I9H?8; Y :E
KDIK8I9H?8; B?DA ?D 197C ;C7?BI

"23=2381 7+36=

Figure 9.3 A commoreguest in phishing emails

[F>?1>?D=\;C7?B ?I 7D ;C77?B |;,DJ JE OEK M?J> J>; ?DJ;DJ E< JH?9A?D= OEK ?DJE 9B?9A?D=7 C
:EMDBE7:?D= C7BM7H; EH I>7H?D= |;,DI?J?L; ?D<EHC7J?ED *>?I>?D= 97D 7BIE E99KH L?7 7 J;NJ
IEQ?7B C;:?7 FEIJ EH 7 F>ED; 97BB .>; 197CC;H ?1 JOF?97BBO 7<J;H ;?J>f/OMEH:17ZMJ?JO
EH OEKH CED;0O

-EC; F>?1>?D=;C7?BI 7H, ;710 JE ?:;DJ?<0O J>;0 7FF;7H JE 9EC; <HEC 7 8KIXIl QBO:ED"
>7L; FEEH =H7CC7H EH IF;BB?D= 8KJ EJ>;HI 97D BEEA CEH; B;=?J?C7J;

; 97KJ?EKI E< 7DO G;lI7=; J>7J

V "71 7D K&;DJ H;GK;1J ; = 9ED<?HC OEKH F7IIMEH: EH OEK M?BB BEI; 799;!l JE OEKH 799

V -701 J>;,07L; DEJ?9;: IEC; IKIF?9?7EKI 793?7L?JO EH BE= ?D 7JJ;CFJI 7D: M7DJ OEK JE 9B
B?DA ?D J>?1 C;lI7=; 7D: FHEL?:; OEKH KI;HD7C; 7D: F7IIMEH: (EJ; IEC; E<J>;l; C;lI7=;1
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97D 8; B;=?J?C7J, 7D: C70 71A OEK JE 9B?9A ED 7 B?DA JE 9ED<?HC J>7J J>; 7937L?JO N
J>; B;=?J?C7J; C;lI7=;1 M?BB (). 71A OEK <EH OEKH KI;HD7C; 7D: F7IIMEH: J>;0 M?BB @K
OEK JE 9B?9A ED 7 B?DA #<<EH IEC; H;7IED OEK D;;: JE =E JBMI8P?QEEPIO

7B?DA ?D 7D ;C7?B JE =;J JE J>; M;81?J; ?J C70 J7A; OEK JE 7 BEEA 7 B?A; 1?J; KI; 7 8EI
EH M;8 I;7H9> ?DIJ;7:

VvV B77Cl J>;H|"Y FHE8B;C M?J> OEKH 799EKDJ EH OEKH F70C;DJ ?D<EHC7J?ED 7D: M7D.
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Figure 10.1 Cloud Computing
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Figure 11.1 Staying Qganized
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Figure 11.2 Calendar/ime Management

E OEK M7DJ JE 8; H;C?D:;: E<7D ?CFEHJ7DJ 7TFFE?DJC;DJ EH ;L;DJ 9EC?D= KF E OEK M7DJ JE
C7D7=; OEKH :7?BO 79J?L?3?; 97B;D:7H 7FF 97RJAIPLDA OEK 9H;7J; ?D OEKH 948;B;7H
7H; IEC; 7::?J?ED7B EFJ?EDI OEK 97D I;J

V I:IJH;C?D:;;HI >EEIl; 7 J?C; JE =.J H;C?D:;: 8;:<EH; OEKH :L;:DJ IJ7HJI -EC; 97B;D:7HI 7TBBEN
CKBJ?FB; H;C?D:;HI <EH 7D :L:DJ EH :N7CFB; =:J H;:C?D:;: 78EKJ OEKH ::DJ?1J 7FFE?DJ
J>: 70 8:<EH:; 7D: J>:D 7=7?D >EKH 8;<EH; J>; TFFE?DJC:DJ

V -;D: 7D ?DL?J7J?ED H; OEK 9H;7J?D=7 97B;D:7H ;L;DJ J>7J EJ>;H F,EFB; 7H; =E?D=JE 7
M;BB #<IE 9H;7J; J>; ;L;DJ 7:: 7BB J>; ;;J7?Bl J?C; BE97J?ED IF;977B DEJ;| 7D:J>DI;C
7D ?DL?J7J7ED JE EJ>;HI BB J>;0 >7L; JE :E ?| ;;9B?D; EH 799;FJ 7D: ?<J>;0 799;FJ 7BE
;L;DJ :;J7?BI 7H; 7TKIJEC7J?97BBO 7::;: JE J>;?H 97B;D:7H

V D78B; H;9KHH;D9; E OEK >7L; 7D ;L;DJ J>7J H;9KHI ED 7 I;.J 19>;:KB; IK9> 717D 7DD?L;HI
EH 8?HJ>:70 :79> &HAHD :N:H9?l; 9B711 J>7J >7FF;DI ED J>; I7C; :70 7D: J?C; ;L;HO
M;;A #<IE I;J KF [H;9KHH;D9;\ M>;D OEK ;DJ;H J>; :;J7?Bl 7D: J>; 97B;D:7H M?BB
7KJIEC7J?97BBO 9H:7J; J>; <KJKH:; :L;:DJI <EH OEK

V ->7H; M?J> EJ>:HI H; OEK 9H;7J?D=7 B?1J E< 97B;D:7H ;:DJH?;| EJ>;H F,EFB; C?=>J <?D:
<EH ;N7CFB; :7J;1 J?C;1 7D: BE97J?EDI E< =7C;| <EH 7 IFEHJI J;7C OEK 8;BED= JE #< IE
9EDI?:;H 1;1J3?D=KF 7 I;F7H7J; 97B;D:7H J>7J @KIJ >71 OEKH IFEHJI =7C;1 ?D ?J 7D: J>;D (
I>7H; J>?1 97B;D:7H H7J>:H J>7D I>7H?D= ;79> =7C; 97B;D:7H :DJHO M?J> 7BB J>; C;C8:}
OEKH IFEHJI J;7C

V ->EM OEKH 8KIO <H;; J?C; H; EJ>;HI JHO?D=JE C7A; 7D 7TFFE?DJC;BEKM?J> OEK 2
97B;D:7H C70 IKFFEHJ I>EM?D=:70Il 7D: J?C;| OEK >7L; 8EEA;: ;L;DJl IE EJ>;HI 97D I;;
M>;D OEK 7H; <H;; .>?I <;7JKH; ?I 9ECCEDBO KI;: ?D 8KI?D;ll;| M>;H; ;CFBEO;;I 7H;
?DLEBL;: ?D C;;J?D=1 71 F7HJ E< J>;?H MEHA :70



Staying Organized 53

98>+-> +8+1/7/8>

Figure 11.3 Contact
management: name,
address, phone, email,
etc.

EDJ79J C7D7=;C;DJ IE<IJM7H; 7BBEMI OEK JE A;;F 7 B?1J E< F;EFB; OEK ADEM 7D: H;9EH: ?D<EH
78EKJ J>;C IK9> 71

V (7C;

V Hl

V *>ED; DKC8;H |

V C7?B 7:H:ll ;I

V #HJ>.70

V (EJ;l

V D: CK9> CEH,;

)D9; OEK >7L; H;9EH:;: J>?1 ?D<EHC7J?ED <EH J>; ?CFEHJ7DJ F;EFB; ?D OEKH B?<; OEK 9EKB:

V 7BB &EEA KF J>; F;HIED OEK M7DJ JE F>ED; ?D OEKH 9EDJ79JI 7D: JEK9> J>; F>ED; Dk
OEK M7DJ JE 97BB BJ;HKI7J;BB?9; 9ECC7D: JE J;BB OEKH IC7HJF>ED; JE C7A; J>; 97BB
;= ED 7D ?*>ED; 170 [";0 -?H? 97BB $7D; -C?J>\

V C7?B E OEKH <H?;D:I >7L; 9ECFB?97J;. ;C7?B 7::H;II;1 J>7d78KB3IJE H;C;C8;H ::
J>;C JE OEKH 9EDJ79JI 7D: ;71?BO H;JH?;L; J>;?H ;C7?B 7::H;ll 7D: I;D: J>;C 7 C;lI7=;

V I;J ?H;9J?EDI H7L;B?C; #< OEK H;9EH: J>; IJH;;J 7::H;ll;| E< OEKH 9EDJ79JI OEKH
IC7HIF>ED; 97D FBEJ L7TH?EKI HEKJ;| <HEC OEKH 9KHH;DJ BE97J?ED JE J>; 7::H;ll ?D Gl
=?L?D= OEK 7D ;13?C7J;: J?C,; JE =;J J>;H; KI?BH FR8B?9 JH7DI?J EH M7BA?D= .>; C7F
<;7JKH; ED OEKH IC7HJF>ED; 97D FHEL?:; 13;F 80 1J;F ?DIJHKOJ?EDI 71 OEK FHEY;;: 7BEL
HEKJ;
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Figure 11.4 T-Do Lists

E OEK D;;: 7 B?1J JE A;;F JH79A E< J>?D=I OEK MEKB: B?A; JE 799BCHBAAJEZPOCEDJ> EH
IEC;J?C,; ?D <KJKH; M>;D OEK >7L; J?C; ,KD EKJ E<IEC;J>?D= 7D: OEK D;;: JE 8KO CEH; E<?J 7J
IJEH; H;7J; CKBJ?FB; B?1JI JE >;BF OEK H;C;C8;H M>7J D;;:l OEKH 7J3J;DJ?ED

O>/=

Figure 11.5 Notes Apps

'E;;HD B?<; ?1 <KBB E< :;J7?BI 7D: H;C;C8;H?D=;L;HO :;J7?B 97D 8; 7 9>7BB;D=; /I; 7D 7FF IK9> 7I

FFB; (EJ;l 'EE=B; %;;F "?9HEIE<J )KIJBEEA (EJ;| L;HDEJ; EH J>; C7DO EJ>;HI 7L7?B78B; JE >;BF
OEK H:C;C8;H J>; :;d77?BI ":H; 7H; IEC; ?:;71

V *KHO>7I;1 .7A; 7 F?9JKH; E< J>; H;9;?FJ 7D: C7A; IEC; DEJ;| 78EKJ >EM BED= J>; M7THH7D.

o 7 F?9JKH; E< J>; J>?D= OEK 8EK=>J |>EKB: ?J;L;H 8; BEIJ EH IJEB;D #<?J>717 [;H?7E
DKCS8;HIJ7A; 7 F?9JKH; E< J>7J JEE

V )DB?D; ED<?HC7J?ED 7?: OEK @KIJ 8KO IEC;J>?D=ED J>; #DJ;HD;J EH C7A; 7 H;I;HL7J"
1>,D J>; 9ED<?HC7J?ED I9H;;D 7FF;7HI J7A; 7 19H;;DI>EJ 7D: FKJ J>?| ?C7=; ?D OEKH DE,
H7J>;H J>7D FH?DJ?D= BB MEH/ HIKH; >EM JE J7A; 7 I19H;;DI>EJ [;7H9> J>; M;8 <EH
?D<EHC7J?ED ED >EM JE :E ?J ED OEKH F7HJ?9KB7H F>ED; J78B;J 9ECFKJ;H

V ;;FEB79;C;DJ ;J7?Bl E OEK >7L; IEC;J>?D= B?A; 7 ICEA; 7B7HC EH ;B;9JHED?9 :;L?9; J>7J



Staying Organized 55

D;::187JJ:H?:1 9>7D=;: :L;HO IE E<J;D E;l ?J >7L; KDKIK7BBO I?P;: 87JJ;H?:| '7TA; 7 DEJ;
71 JE J>; JOF; E< 87J3»HBNM C7DAD: >EM E<J;D OEK D;:: JE 9>7D=; J>;C 7D: Kl; OEKH
97B;D:7H JE H;C?D: OEKHIBER?JE 9>7D=; J>7J 87J3KHD79; <?BA7H;H <?B, 1%

JE MEHA H?J; 7 I>EHJ IKCC7HO E< J>; CEIJ ?CFEHJ7DJ 1J;FI 7D: H;9EH: 7DO 1;JJ?D=1 OE
9>El; |17DEJ>H ;N7CFB; M>7J <;7JKH;l 7D: B?C?JI 9EC; M?J> OEKH CES8?B; F>ED; FB7D
H;7J; 7 IKCC7HO E< J>; CEIJ ?CFEHJ7DJ :;J77BI

V #CFEHJ7DJ E9KC;DJI E OEK ADEM OEKHBPEDS8t DKC8;H 7D: ;NF?HO :7H; DEK
L799?D7J;: <EH )0# Y M>D M>;H; M>?9> L799?D; -J7HJ 7 DEJ; <EH ;79> E< OEKH
?CFEHJ7DJ :E9KC;DJI 7D: J7A; 7 F?9JKH; M?J> OEKH :;L?9; 7D: 7:: ?J JE J>; DEJ,

V /I;H #1 *7IIMEH:I "EF;<KBBO OEK >7L<MDJ F7IIMEH:I <EN;12:DJ M;81?J;1 CEH,;
ED J>?IB7J;H %;;F JH79A E< OEKH BE=?D ?D<EHC7J?ED <EH 7BB J>; M;81?J;| OEKKI;
I7<;=K7H: M>E 97D 799;Il OEKH DEJ;|

2EK M?BB M7DJ JE 17<;=K7H: 799;ll JE OEKH [DEJ;\\ I>EKB: OEKH F>ED; J78B;J EH 9ECFKJ;H ;L;H
[JEB;D 99:ll JE F;HIED7B ?D<EHC7J?ED ?D OEKH DEJ;| 9EKB: B;7: JE ?:;:DJ?JO J>;<J ?D J>; MHEL
EDI?:;H J>; <EBBEM?D=

V ;L?9; *7IIMEH: #:;7BBO'BB OEKH ;B;9JHED?9 :;L?9;| F>ED; J78B;J 9ECFKJ;H I>EKB: H;G
7 F71IMEH: 8;<EH; J>;0 97D 8; Kl;: 7D: I>EKB: 8; I;J JE 7KJE BE9A ?; H;GK?H; J>; F7IIMEH
8; H; ;DJ;H;: 7<J;H 7 9;HI7?D J?C; F;H?E: ;B7FI;| #< OEKH :;L?9; ?I IJERIIMTIEK :ED”
IEC.ED; BEEA?D=7J 7BB OEKH F;HIED7B :;J7?BI 9EDJ7?D;: ED J>; :;L?9;

V (EJ; FF*7IIMEH: .>; 7FF OEK 7H; KI?D= JE H;9EH: OEKH DEJ;| C7O >7L; 7D EFJ?ED JE 71/
<EH 7 F7IIMEH: ;L;HO J?C; OEKKI; ?J 7B7D9; OEKH I7<;=K7H: C;7IKH;| M?J> J>; JOF; E<
?D<EHC7J?ED OEK 7H; A;;F?D= ?D OEKH DEJ;| 7FF

V (EJ; DOHOFRJ?ED ;HJ7?D DEJ;l 7FFI 1IK9> 71 L;HDEJ; 7BBEM OEK JE ;D9HOFJ J>; I;DI?J?
FEHJ?ED E< OEKH DEJ; EH ;N7CFB; ?< OEK 7H; C7TA?D=7 DEJ; 78EKJ OEKH 87DA 799E
C?=>J B;7L; J>; 87DA D7C; >EKHI 7D: M;81?J; KD;D9HOFJ;: 71 3>?1 ?D<EHC7J?ED ?1 JOF?
ED J>; M;8 8KJ;D9HOFJ OEKH 799;11 97H: DKC8;H 7D: F7IIMEH:

V )8<KI97J?ED )8<KI97J?ED ?1 J>; 79J7ED E< C7A?D= IEC;J>?D= E8IEKH; KD9B;7H
KD?DJ;BB?=7?8B; #< DEJ; ;DOHOFJ?ED ?| DEJ 7L7?B78B; MH?J?D= 7D E8<KI97J;: L;HI?EL
F7IIMEH: MEKB: 8; >;BF<KB ?< IEC;ED; ;L;H =77D;: KD7KJ>EH?P;: 799;!l JE OEKH DEJ;I J>
MEKB: DEJ 8; ?CC,;:?7J;BO E8L?EKI JE J>;C M>7J OEKH F7IIMEH: ?I EH ;N7CFB; ?< OEKI
F7IIMEH: ?1 [ KDJ ;JJO \ 8KJ ?D OEKH DEJ; OEK MH?J; [ \J>?1 C70 8;

;DEK=> ?D<EHC7J?ED JE H;C?D: OEK M>7J J>; F7IIMEH: 79JK78E10;2IJ §KKHEBIEZI?ED
<EH IEC;ED; ;Bl; JE =K;Il M>7J OEKH F7IIMEH: ?I

+ @7<3>/= 9957+<5=

M;8 BHEMI;H ; = ?H;<EN >HEC,; -7<7H? :=, 8EEAC7HA IEC;J?C;| 97BB;: 7 <7LEH?J; ?17
<;7JKH; Kl;: JE I7L; 7 M;81?07*:H;ll <EH <KJKH; H;<;H;D9; EEACT7HAI 7H; ;IF;9?7BBO KI&KB <EH 1
F7=;1 M?J> BED= 7::H;ll;l EH <EH 799;11?D= 7 IF;9?<?9 F7THJ E< 7 M;81?J; ?; EJ>H J>7D J>; >EC;F7:
J>7J C70 J7A; CKBJ?FB; CEKI; 9B?9AI JE D7L?=7J; JE
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EEAC7HAI 97D I7L; OEK J?C; 799;11?D= OEKH <7LEKH?J; M;8 F7=;| 7D: C7A; ?J ;71?;H JE =,J JE J>;
FB79;

"7DO M;8 8HEMI;HI IKFFEHJ 1>7H?D= OEKH 8EEAC7HAI 79HEIl OEKH :;L?9;1 7IIKC?D= OEK BE=?LC
8HEMI;H ED ;79> :;L?9; M?J> 7 KI;HD7C; 7D: F7IIMEH:

96./< 3</->9<C +8+1/7/8>

EB:;HI 7BIE 97BB;: :?H;9JEH?;| 97D 8; Kl;: 71 7 M7&/EREFD= OEKH 9ECFKJ;H <?B;l .>; 9ED9;FJ ?I
[?C?B7H JE H;7B MEHB: F>0I1?97B <?B;| <EH ;R7CFK2BHTEE :EQJEHI EH :;DJ?1JI MEKB: A;;F

ED J>;?H F7J?;:DJI 79> F7J?;DJ >71 7 <?BD<EBBHH;B;L7DJ F7F;H DEJ;I J;1J H;IKBJI ;J9 =;J IJEH;:
?D 7 <EB:;BH ;L;HO D;M F7J?;DJ 7 <?B; <EB:;H ?1 9H;7J;: 7D: ED ;79> IK8I;GK;DJ L?I?J ?D<EHC7J~
78EKJ J>; F7J2tD21?J ?1 <?B;: ?D J>;?H <EB::H

ECFKJ;HI >7L; 7 I?C?B7H <EB:;H :?H;9JEHO C7D7=;C;DJIOIJ;C 7D: Kl; J>; 9ED9;FJ E< 7 IK8<EB:;|
7BIE 97BB;: 7 IK8:?H;9JEHO JE <KHJ>;H H:ZPDPY37HD E< J>; <?B;l |IK8<EB:;H IK8:?H;9JEHO ?I
ED; J>7J ?18;D;7J>7 <EB:;H EH :?H;9JEHO EH NTOBE)EKF¥VL; <EB:;HI <EH F>EJEI CKI?9

7D: :E9KC;DJI

V EH OEKH F>EJEI OEK C?=>J M7DJ JE >7L; IK8 <EB:;HI <EH ;79> O;7H

V EH OEKH CKI?9 OEK C?=>J M7DJ JE >7L; IK8 <EB:;HI 80 7HJ?1J 7D: 7DEJ>:H B:L:B E< IK
8:D:;7J> J>; 7THJ?1J <EH J>; 7TB8KC

V EH:E9KC;DJI OEK C?=>J M7DJ IK8 <EB:;HI <EH I9>EEB MEHA 7BEKRBKED BBi;2J;
7::?2J?7ED7B IK8 <EB:;HI 8;D;7J> ;79> E< J>;l; IK8 <EB:;HI JE C7A; <KHJ>;H H;<?D;C;DJI <EF
;N7CFB; 8;D;7J> J>; I9>EEB IK8 <EB:;H OEK C?=>J M7DJ IK8<EB:;HI <EH ;79> 9EKHI; OEK
J7A;D EH FB7D JE J7A; 7D: 8;D;7J>J>; F;HIED7B IREKEB?:#+J M7DJ IK8<EB:;HI <EH
@ES8 7FFB?97J?EDI FKH9>7I; H;9;?FJI J7N;l ;J9

>, FH?C7HO FKHFEI; E< KI?D= <EB:;HI 7D: IK8<EB-HDAREOBKH <?B;l 7D: C7A; ?J ;71?;H JE <?D:
7 1F;9?7<?9 <?B; M>;D OEK D;;: JE

>; D7C?D= E< <?B;l 7D: <EB:;HI I>EKB: 8; ;;I9H?FJ?L; E< M>7J J>;0 9EDJ7?D 71 ?J M?BB C7A; ?J ;1
BE97J; ?D<EHC7J?ED ?D J>; <KJKH;

#< OEK 7H; ;L;H :EMDBE7:?D=7 <?B; ; = 7 F?9JKH; 7JJ79>;: JE 7D ;C7?B 7D: J>; J>; :EMDBE7: >7I
9HOFJ?9 D7C; ;= #! $* :ED" J>:12J7J; JE 9>7D=; J>; D7C; JE IEC;J>?D= CEH; :;I9H?FJ?L;
= BB;D ?HJ>70  $*

(EJ; ?D 7::?J?ED JE D7L?=7J?D= J>HEK=> OEKH <EB:;HI 7D: IK8 <EB:;HI JE BE97J; ?D<EHC7J?ED
KIK7BBO 7 [-;7H9>\ <;7JKH; M>?79> M?BB 7BBEM OEK JE |;7H9> <EH A;OMEH:I |E 7=7?D D7C?D=C
5 1I9H?FJ?L;BO M?BB C7A; BE97J?D= ?D<EHC7J?EDAKIZBEL?;HN7CFB; J>; F?9JKH; [ BB;D
?HJ>:70 \9EKB: 8; <EKD: 80 |;7H9>?D= <EH [ BB;D\ ; = 7BB <?B;| <EB:;HI M?J> J>; MEH: [ BB;D
[BB;D ?HJ>:70\ ; = F?9JKH;l E< BB;D 7J 7DO E< >?I 8?HJ>:70I
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V[.E E &?1J-9:D; 0;9JEBO0?:;E*B71J0@I B?9;DI;: KD:;H72 - B?9:D9;

V [_7:DP7 ;LEBKJ?ED 97B\BQ@H7JJ>?;K $7C;l ?1 B?9;DI;: KD:[EHI?ED E<J>; |(/
I:D:H7B *K8B?9 &?9;Dl;

V [_7:DP7 =DEC; 9EDJ7980D '7JJ>?;K $7C;| ?1 B?9;DI;: KD:|[EHI?ED E<J>;!(/!;D:H7B
*K8B?9 &79:Dl,

V [_7:DP7 =DEC; 1J?9A0 DEJ;| 7TRRE)I7JI>?;K $7C;| ?1 B?9;DI;: KD:[EHI?ED E< J>;
I(/1;:D;H7B *K8B?9 &?9:;DI;
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https://videoplasty.com/
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https://commons.wikimedia.org/wiki/File:Faenza-evolution-calendar.svg
https://www.gnu.org/copyleft/gpl-3.0.html
https://www.gnu.org/copyleft/gpl-3.0.html
https://commons.wikimedia.org/wiki/File:Faenza-gnome-contacts.svg
https://www.gnu.org/copyleft/gpl-3.0.html
https://www.gnu.org/copyleft/gpl-3.0.html
https://commons.wikimedia.org/wiki/File:Faenza-gnome-sticky-notes-applet.svg
https://www.gnu.org/copyleft/gpl-3.0.html
https://www.gnu.org/copyleft/gpl-3.0.html
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1,;81?J;1 M>;H; OEK >7L; 7D 799EKDJ JOF?97BBO H;GK?H; 7 C?D?CKC E< F?;9;| E< ?D<EHC7J?EL
BE= ?DJE OEKH 799EKD& KKHH:;DJ?<?97J?ED 7D: 7 F7IIMEH:

2EKH KI;:# ?1 E<J;D OEKH ;C77B 7::H;ll EJ>;H J?C;l ?J ?1 J>; 799EKDJ DKC8;H EH 97H: DKC8;H
7TIIE9?7J;: M?J> J>; 7T99EKDJ

2EKH F7IIMEH: ?1 IEC;J>?D= OEK 9H,7J; 7D: I>EKB: 8; IEC;d29RBJI%EH EJ>;HI JE =K;II IE ?J
I>EKB: DEJ 8; 871;: ED 7DO ?D<EHC7J?ED IEC;ED; 9EKB: <?D: EKJ 78EKJ OEK ED 79;8EEA &7?7DA;
EJ>H IEQ?7B C;:?7 M;81?J;1 EH ;N7CFB; OEKH 82HBHTEEKIP7C; OEKH FID7C; OEKH
<7LEKH?J; IFEHJI J;7C ;J9 MEKB: 7BB 8; *)), 9>E?9;| <EH 7 F7IIMEH:

+-5 /.=l =" +==A90<.= +>+ +=/=

>;H; 7H; C7DO FK8B?9BO 799;11?78B; :7J787I;| ED J>; M;8 B24J?13- KTHMEH:1 J>7J >7L; 8;;D
>T79A;: "T9AHI C70 FK8B?I> J>;l; :7J787I;1 <EH 7 L7H?;JO E< H;7IEDI IEC; E< M>?79> ?D9BK:;
V JE ?BBKIJH7J; >EM M;7A J>; ;9KH?JO M71 ED J3SBEHKIDIONI;Cl J>7J M71 >79A;:
V 7 H7DIEC M7I1 :;;C7D:;: JE A;;F J>; >79A I;9H;J 7D: ?J N'AD?:
V J>;:7J7871; M71 ED J>; :7THA M;8 7D: ?J M71 CEL;: JE J>; FK8B?9 M;8 |IE J>7J KI;HI MEKB: 8;
7M7H; J>7J J>;?H BE=?D 9H;:;DJ?7BI >7L; 8;;D 9ECFHEC?I;:

>H; ?17 1;HL?9; 97BBML; # ;D *MD;: \ M>?9> 7BBEMI OEK JE I;7H9> 79HEIl CKBJ?FB; :7J7
8H;79>;1 JE I;; ?< OEKH ;C77B 7::H;ll EH F>ED; DKC8;H >7I 8;;D 9ECFHEC?I;:

>; 9H;7JEHI E< J>?1 M;8 1?J; KI; J>; MEH: [FMD:\ M>?9> ?| Kl;: 80 F;EFB; M>E FB70O L?:;E =7C;I
1>;D ED; FB70;H 9ECFB;J;BO 7DD?>?B7J;0¥EERHH?I I7?: JE >7L; 8;;D *1( ?; EMD;:
8:7J.:D <73
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Figure 12.1 Ohttps://haveibeenpwned.com/O

EH FFB; ;;L?9;1 J>;H; ?1 7 D;M <;7JKH; 8K?BJ ?DJE ?)- 7D: B7J;H L;HI?EDI J>7J CED?JEHI OEKH
F7IIMEH:1 7D: DEJ?<?;| OEK ?< J>;0 7H; JEE M;7A ?< OEK 7H; H;KI?D=J>;C EH ?<J>;0 I>EM KF ?|
:7J7 B;7Al E 799;11 I>?1 <;7JKH; =E JE [-;J3?D=I\J>;D [*7IIMEH:I\ J>;D [-;9KH?JO

,9ECC;D:7J?EDI\

+81/<=90" +==A9<. $/?=/

[ 7: 79JEHIN\ 7D: >79A;HI BEEA 7J J>; ;C7?B 7::H;1I;1 7D: F7TIIMEH:1 J>7J >7L; 8;;D :KCF;: EDB?D;

7<J:H 8;?D= 1JEB;D <HEC ED; M:81?J; 7D: J>:D 9>:9A JE I;; M>;J>:H J>; I7C; 9H:::DJ?7Bl M?BB MEHA
7DEJ>;H M;81?J; .>?I ESBL?EKIBO ?1 7 I;9KH?JO ?1IK; ?< OEKH HIXIEHIMEH: 7H; 8;?D= KI;:

7J 7 <?D7D9?7B ?DIJ?JKJI?ED EH 7DO M;81?J; M>;H; OEK >7L; 7 9H;:?J 97H: ED <?B;

BIE ?D 7 :?1IJKH87?D= ;N7CFB; E< M>7J ;BIl; 97D >7FF;D [87: 79JEHI\ H;KIl;: >79A;: BE=?D 9H;:;DJ?7E
=7?D 799;ll JE 7 <7CIRA@97C M>?9> >7:7 8K?BJ ?D ?DJ;HO9EC ?D J>;?H O;7H BB: :7K=>J;H
8,;HEEC 7D: FB70;: J>; IEKD:JH79A <HEC 7 FEHD <?BC EL;H ?DJ;HOEC

) /45" +==A9<.=

DO E< J>; <EBBEM?D= 97D 9EDJH?8KJ; JE >7L?D=7 M;7A F7IIMEH: ?; ED; J>7J ?1,;71?BO =K;lI;: E
;71?7BO 9H79A;: KI?D= F7IIMEH: 9H79A?D= IE<IJM7H,;
V .EEI>EHJ DO F7IIMEH: B;lIl 3>7D 9>7H79J;HI ?I =;D;H7BBO 9EDI?:;H;: JEE I>EHJ

V <7KBJ *7IIMEH: -EC; ;;L?9;l ; = M?H;B;Il HEKJ;HI M;897Cl 9EC; M?J> 7 <79JEHO :;<7KBJ
F7IIMEH: J>7J ?1 J>; I17C; ED ;L;HO :;L?9; I>?FF;: <HEC J>; JDDVEMEB; Il HEKJ;HI ?J
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M71 9ECCED JE [;; J>; MEH: [7:C?D\ Kl;: <EH 8EJ> J>#KFB: F7IIMEH: .>7?I
F7IIMEH: ?I C;7DJ JE 8; 9>7D=;: 80 J>; F;HIED M>E 8KOI J>; :;L?9; 8KJ L;HO E<J;D ?J ?I DE
IE J>; <79JEHO :;<7KBJ F7IIMEH: MEKB: 7BBEM 799;lI

V ECCED 1 EH:I ?D J>; :?9J?EDRMHIEF;H D7C;I MEH:I 871;: ED J>; KI;HD7C;

V "7T9A;:/[lH #1 *7TIMEH:1 7J7871;1 D7BOP?D= >79A;: :7J787I; O?;B:l SECCEDBO
Kl;: F7IIMEH:I .>; /D?J;: %?D=:EC%* (7J?ED7B O8;H -;9KH?JO ;DJH; 9ECF?B;: 7 B?1J E< J>;
CEIJ 9ECCEDBO Kl;: F7IIMEH:I ?D <HEC C?BB?ED F7IIMEH:I B;7A;: ?D :7J7 8H;79>;l
J>7J O;7H

Table 12.1 Most Common Passwords of 2019

Rank Password

GM;HJO

F7IIMEH:

789

F7IIMEH:

>; DKC8;H ?D J>; 78EL; B?1J [ \M7IKI;: 71 7 F7IMEH: TFFHEN?C7J;BO C?BB?ED J?C;l

299=381 %><981+==A9<.=

. E;DIKH; 7 IJHED= F7IIMEH: 9EDI?:;H J>; <EBBEM?D=

V B;D=J> J>; BED=;H J>; 8;JJ;H

V 7 C?N E<B;JJ;HI KFF;H 7D: BEM;H 971; DKCS8;HI 7D: IOC8EBI
V DE J?;1 JE OEKH F;HIED7B ?D<EHC7J?ED

V DE H;F;7J7?D= B;JJ;HI EH DKCS8;HI 7D:

VvV ?:;,7BBO DE :?9J7ED7HO MEH:I

2EK 97D KI; J>"EM -:9KH; #1 'O *7IIMEH:\ JEEB 7J I;9KH28AQE 9>;9A J>; IJH;D=J> E< OEKH
F7IIMEH:I
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'=381 + "+==A09<. +8+1/<

"7D7=?D=F7IIMEH:1 ?1 7 :?B;CC7:;81;9KH?JO FHE<;II?ED7BI M?BB ;D9EKH7=; OEKIH;BdL; 7 :?<
F7IIMEH: <EH ;L;HO M:8 1?J; OEK BE= ?DJE >EM;EKEK H;C;C8;H 7BB J>:k:1?J F7IIMEH:I
M?J>EKJ MH?J?D= J>;C 7BB :EMD M>?9> MEKB: 7BIE DEJ 8; H;9ECC;D:;: KDB;ll J>?| ?D<EHC7J?E
:DOHOFRJ;: EH >7?::;D

*7IIMEH: C7D7=;HI 7H; C;7DJ JE IEBL; J>?| FHEBER,;EDBO D;;: JE H;C;C8;H ED; F7IIMEH: J>;

ED; JE 799;ll 3>; F7IIMEH: C7D7=;H 7D:J>; F7TIIMEH: C7D7=;H J7A;l 97H; E<9H;7J?D= KD?GK; 7D:
9ECFB;N F7IIMEH:1 J>7J MEKB: 8?9%8J JE 9H79A 7D: <?BB?D= ?D J>; TFFHEFH?7J; F7IIMEH: <EH
M;81?J;1 J>7J OEK >7L; 799EKDJI M?J>

>; ED; 97KJ?ED 78EKJ KI?D= 7 F7IIMEH: C7D7=;H ?1 3>7J ?< |IEC;ED; =7?DI 799;1l JE OEKH F7IIME}
C7D7=H 7FF J>;D J>;0 >7L; 799;ll JE 7BB E< OEKH BE=?D 9H;:;DJ?7BI <EH ;L;HO M;81?J; J>; F71IM
C7D7=;H ?I Kl;: <EH

0>'=381 +" +==A9<. +8+1/<

#< OEK 7H; KDO9EC<EHJ78B; KI?D= 7 F/IIMEH: EZDIF8:D7KI; 7BB OEKH F7IIMEH:1 M?BB 8;
799;1178B; JI>HEK=>?J 7D: OEK 7H; DEJ FH;F7H;: JE 9H,;7J; KD?GK; F7IIMEK; KBHMBB?JH; :?<
OEK BE= ?DJE J>;D 9EDI?:;H >7L?D= 7J B; A&JH,BINF7PRMEH:1 H7J>;H J>7D KI?D= J>; |7C;
F7IIMEH: ED ;L;HO M;81?J; J 7 C?D?CKC >7k;k2BJ F7IIMEH:I <EH

V C7?B 99;ll JE OEKH ;C7?B 799EKDBK78BBO J>; CEIJ ?CFEHJ7DJ F7IIMEH: OEK >7L; 7D:
J>?1 I>EKB: 8; 7 [JHED= F7IIMEH: 7D: J>?| F7IIMEH: I>EKB: DEJ 8; Kl;: 7DOM>;H; ;Bl; .>;
H;7IED <EH J>?1 ?1 J>7J OEKH ;C7?B 799EKDJ ?| FEJ;DJ?7BBO L;HO FEM;H<KB 71 CEIJ E.
=?L; OEK J>; EFJ?ED JE H;|3EJSEH-7IIMEH: 80 ;C7?B?D= OEKHI;B< 7 B?DA J>7J 97D 8; K
JE 9>7D=; J>; F7IIMEH: 7D: 799;11 3>; 799EKDJ -E ?< IEC;ED; =7?DI 9EDJHEB E< OEKH ;C7
799EKDJ J>;D FEJ;DJ?7BBO J>;0 >7L; J>; 78?B?JO JE H;I;J F7IIMEH:I 7D: J7A; 9EDJHEB E
EJ>;H 799EKDJI

VvV ?D7D9?7B7DI793?EDI EH 7DO M;8 1?J; OEK KI; J>7J ?DLEBL;| OEKH CED;O ?; OEKH 87
OEK M7DJ 7 IJHED= F7IIMEH: JE A;;F 87: 79JEHI EKJ BIE ?<OEK >7L; 7 9H;:?J 97H: ED <
M?J3> 7 F7THI?9KB7H C;H@:8123"? ; OEKH CED;O ?1 ?DLEBL,;: ;DIKH; OEK >7L; 7D
7FFHEFH?7J3;BO IJHED= F7IIMEH:

V L;HOJ>?D= BIl; EH 7BB J>El;: EJ>:H M:8 1?J;1 3>7J ::B?L;H OEKH D;MI 7D: EJ>:H I;HL?9:| J>
OEK :ED'F70 <B&:D 7 >79A;: F7TIIMEH: M>?B; ?D9EDL;D?;DJ 7J BI7D:ME®EIJ?D=
OEK 7DO CED¥Q OEK 7H; =E?D= JE H:KI; F7IIMEH:I :E ?J M>:H; ?J 9EKB: 97KI; J>; B;71J
7CT=;

<9A=/<=E %@ " +==A9<.=

'‘ElJ CE:;;HD M;8 8HEMI;HI >HEC; 7?7H;<EN -7<7H? :=; ;J9 7BBEM J>; 8HEMI;H JE H;C;C8;H
F7IIMEH:I #< OEK M7DJ JE I;; ?< OEKH 9EEHIKMI{EH ?1 I7L?D= F7IIMEH:1 7D: M>?9> F7IIMEH:| ?J
>7117L;: JOF?97BBO OEK MEKB: =E ?DJE J>; 8HEMI;H C;DK J>H;; :EJI EH J>H;; B?D;l D;7H J>; JEF
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9EHD;H E< J>; 8HEMI;H M7IDEM;D ;?J>;H BEEA <EH 7 [*7IIMEH:I\ C;DK 9>E?9; EH 7 [-;JJ?D=I\
C;DK 9>E?9; 7D: J>;D BEEA <EH J>; [*7IIMEH:I\ 9>E?9; #< OEK D;;: 711?1J7D9; BE97J?D= J>; F7IIME
C;DK 9>E?9; <EH OEKH IF;9?<?9 §8KENItFHHO9> J>; #DJ;HD;J <EH [>EM JE L?;M F7IIMEH:1 ?D X\ 7D:
FKJ OEKH 8HEMI;H D7C; 7<J;H J>; MEH: [?D\

#< OEK 7H; BEEA?D= ED OEKH IC7HJF>ED; EH J78B;J JOF?97BBO J>; [*7IIMEH:I\ 7H; ?D J>; EF;H’
[-;JJ?D=N\H7J>;H J>7D ?D J>; 8HEMI;H

. HO ?J DBMEA 7J J>; I7L;: F7IIMEH:I ED OEKH :;L?9; -?D9; OEK 97D BEEA 7J OEKH F7IIMEH:I J>;l
IEC,;ED; M>E >7I1 IJEB;D OEKH 9ECFKJ;H EH E8J77D;: H;CEJ; 799;ll JE ?J 9EKB: FEJ;DJ?7BBO :E J

2EK M?BB M7DJ JE M;?=> J>; H?IAl E<IEC;ED; 799;lI?D= OEKH 8HEMI;H F7IIMEH:I L;HIKI J>; 9EDL
E< KI?D= 8HEMI;H F7IIMEH:| M>;D :;9?7:?D= ?< OEK M7DJ JE KI; J>?I <;7JKH,;

BIE J7A; ?DJE 9EDI?:;;H7J?ED M>;J>;H OEKH :;L?9; >71 8;;D I,J KF JE 7IA OEK <EH 7 F7IIMEH: EH
F7I9E:; 7<J;H 7 9;HJI7?D F;H?E: E< ?D#FIIERITH; KI?D= I7L;: F7IIMEH:I ?D OEKH §HEKW;H
5, L?9; I>EKB: :;<?D?J;BO >7L; J>?| 7TKJE BE9A <;7JKH; JKHD;: ED

397/><3-=

?EC,JH?9I IK9> 7| <?D=HFH?DJ H;9E=D?J?ED 7D: <79?7B H;9E=D?J?ED 7H; DEM 7L7?B78B; 7| EF
B7J;H CE:;B ICTHIF>ED;!| 7D: EJ>;H :;L?9;l

Figure 12.2 Biometric Fingerprint Scanner

-EC; 7FFI ED OEKH IC7THIF>EDHER:; 78?B?JO JE BE= ?DJE J>; 7FF ;= 7 87DA 80 KI?D= 8?EC;JH?
; = OEKH <?D=;HFH?DJ ; 7TM7H; E<M>7J ?| >7FF;D?D=>;H; OEK 7H; DEJ 79JK7BBO BE==?D= ?I
KI?D= OEKH <?D=;HFH?DJ M>7J OEK 7H; :E?D= ?| KI?D= OEKH <?D=;HFH?DJ JE 7TKJ>EH?P; J>; I(
OEKH 87DA F7IIMEH: JE J>; 8/DA 7TFF M>?9> M?BB J>;D BE= ?DJE OEKH 87DA 799EKDJ -E ?< OE
F7IIMEH: ED OEKH 87DA 799EKDJ KI?D= 8?EC;JHZBA;B#23 F7IIMEH: 7DO IJHED=;H
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&A9 +->9< ?>2/8>3-+>398

Figure 12.3 A typical 2 factor authentication EF
login sceen

1 ?J> IJME <79JEH 7KJ>;DJ?97J?ED OEK D;;: JE 7KJ>;DJ?97J; JME J>?D=I JE 8; 78B; JE BE= ?DJE
OEKH KI;HD7C; 7D: F7IIMEH: ?1 ED; E< J>;l; 7KJ>;DJ?97J?EDI J>; [;,9ED: 7KJ>;DJ?97J?ED <79JEH ~
JOF?97BBO 7 I1?D=B; KI; JE :?=?J9E:; .>?I9E:; JOF?97BBO 9EKB: 8; I;DJ JE OEK ;?J>;H 80

VvV J;NJ C;lI7=; I;DJ JE OEKH CES8?B; F>ED;

V D 7KJEC7J;: LE?9; F>ED; 97BB JE ;?J>;H OEKH B7D:B?D; EH OEKH CE87?B; F>ED;

V D ;C7?B JE OEKH ;C7?B 7::H;ll ED <?B;
(EJ; ;79> J?C; OEK BE= ?D OEK M?BB =;J 7 KD?GK; JE :?=?J9E:; IE OEK D;;: JE 7BM70I KI; J>; C
H;9;DJ 9E:; J>7J ?1 I;DJ JE OEK ::?J?ED%BBE:;| KIK7BBO ;NF?H; 7<J;H 7 I>EHJ F;H?E: E<J?C; IE ?

OEK 1J;F 7TM70 <HEC OEKH :;L?9; 8;<EH; OEK <?D?|> BE==?D=?D OEK M?BB B?A;BO D;;: JE H;Gk
9E:; M>;D OEK H;JKHD JE OEKH :;L?9;



User-ID / Password Management 65

1.3+ >><3,?7>398=

V >JJFI >7L:;?8;;.DFMD;: 9E@O .HEO "KDJ >71 8;;D :;1?=D7J;: JE J>; FK8B?9 :EC7?D

V [-EBKJ?EDI <EH -E9?;JO ?EC;JH?91Y H:;7J?L; ECCEDBQ(BBAFEH7J?ED E<
C:H?977?1 B?9;Dl;: KD:;H7 2 B?9:D9;

V [_<79JEH 7KJ>;DJ?97J?ED BE=?D I9H:;:D E< BGCERTEBE7D?I1 B?9;DI;: KD:;H7 _
2 - B?9:D9;
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https://creativecommons.org/licenses/by-sa/4.0/deed.en
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8-<C:>398

DO9HOFJ?ED ?1 J>; FHE9;ll E< >?:?D= J>; 9EDJ;DJI E< ?D<EHC7J?ED M>?9> ?| F7THJ?9KB7HBO ?C
I;D: 7D: H;9;?L,; ?D<EHC7J?ED ;= F7IIMEH:l 9H;:?J 97H: ?D<EHC7J?ED EJ>;H F;HIED7B ?D<EHC7
ED OEKH 9ECFKJ?D= :;L?9;l

D9HOFJ?ED IJH;D=J>?I C;7IKH;: 2D 82J1 ;= 82) 82] 82) 82J ;J9 =HB2H
DKC8;HJ>; IJHED=;H J>; ;D9HOFJ?ED KHH;DJBO  82J ;D9HOFJI?ED ?I 9EDI?:;H?MEEIE ? ; :2<
;9HOFJ M?J>EKJ 7 A;0

| 7D ;N7CFB; [:FDGLK<N\?17 I?CFB; <EHC E< ;D9HOFJ?D= J>; MEH: [9ECFKJ;H\ 80 I>?<J?D= ;79>
JE J>; D;NJ ED; ?D J>; 7BF>78;J ?; [9\ 8;9EC;I [\ [E\8;9EC;I [F\ ;J9

> :?7=H7C 8;BEM 1>?<JI ;79> B;JJ;H JE J>; H?=>J ?; [T\ 8,9EC;I [\ [\ 8;9EC;I [}\ ;J9 7D:
:D9HOFJI [>;BBE\ 7| [A>EEH\

Figure 13.1 Sample encryption algorithm

#D J>; 78EL; JME ;N7CFB;l J>; ;DO9HOFJ?ED MEKB: 8; 9EDI?:;H;: L;HO M;7A 71 ?J 9EKB: 8; :;9HOFJ;
:NJH;C;BO ;71?BO 80 7 9ECFKJ;H FHE=H7C

67
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Figure 13.2 Https \Absite with Security

1>;D OEK 7H; KI?D= 7 M;8 8HEMI;H ED J>; #DJ;HD;J ?:;7BBO OEK EDBO :;7B M?J> ;D9HOFJ;: M;8 I
J>7J IEC;ED; ?DJ;H9;FJ?D= J>; 9ECCKD?97J?EDI 8;JM;;D OEK 7D: J>IW 8280 9BRF>;H J>;l;
9ECCKD?97J?EDI

"EM :E OEK J;BB ?< J>; M;8I1?J; KI;| ;DOHOFJ?ED &EEA 7J J>; 7::H;ll 87H ?D J>; MUIS\BHEMI;H

J>; M;81?J; 7::H;ll 7FF;7HI ; =MMMO7FE?B7DEKST>; 1?J; KI;I ;DOHOFJ;: 9ECCKD?97J?ED OEK M?BE
;?2J>:H I;; [>JIFI \ 8;,<EH; J>; M;81?2J; 7::H;ll 7D: EH 1;; J>; ?C7=; E< 7 BE9A;: F7:BE9A #< J>;1?2J; ?I
KD;D9HOFJ;: OEK M?BB I;; ;?2J>;H [>JJF \8;<EH; J>; M;81?J; 7::H;ll 7D: EH I;; J>; ?C7=; E< 7D
KDBE9A;: F7:BE9A ECC;H9; 1?J;1 87DAI H;J7?B;HI ;J9 >7L, JOF?97BBO 7BM70I KI;: ;DO9HOFJ?E
FHEJ;9J <?D7D9?7B JH7DI79J?EDI>HENILIHIH;D: JE >7L?D= 7BB M;81?J;I KI; ;DO9HOFJ?ED

#D 7::?J?ED JE ;D9HOFJ?D= #DJ;HD;J 9ECCKD?97J?EDI |EC; F;EFB; 9>EEI; JE ;DOHOFJ J>; F;HIEL
[JEH;: ED J>;?H :;L?9;1 .>?1 ?I ;;1?H78B; <EH ;CFBEO;;| MEHA?D= M?3> [;DI?J?L; 9ECF7DO ?D<EHC
I>EKB: J>;?H ;;L?9; ;L;H 8; IJEB;D >EM;D$HOFJ?ED 97D 7BIE 8; Kl;: 80 9H?C?D7BI 7D: J;HHEH?1JI .
C71A J>;?H 79J3?L237;1 11K9> J>;H; ?1 7 :;87J; ?D C7DO =EL;HDC;DJI 7THEKD: J>; MEHB: 71 JE M>;J>
;DOHOFJ?ED I>EKB: 8; 7BBEM;: <EH KI; 80 FH?L7J; 9?J?P;DI 7D: M>;J>;H [879A:EEHI\ ?; 7 M70 ?
I>EKB: 8; C7D:7J;: JE 711?13 B7M ;D<EH9;C;DJ

1>:D JH7L;B?D= 8; 7TM7H:; J>ZHTX] OEKDJH?:| >7k;I?BJ B7MI H:=KB7J?EDI M?J> H:IF;9J JE J>;
78?B?JO E< =EL;HDC;DJ 8EH::H 7=;DJI JE :;C7D: ::9HOFJ?ED A:Ol JE :D9HOFJ;: ?D<EHC7J?ED 7I
F71IMEH:I JE IE9?7B C;:?7 799EKDJI ED ;B;9JHED?9 :;L?9:1 J>7J F;EFB: 7H; 8H?D=?D= 71 J>;0 9HEI
8EH::H
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"?,63- --[==" 938>=

Figure 13.3 is fee wifi secua?

#< OEK >7L; ;L;H 8;;D ?D K9QE<EF >EJ;B BES8BE EJ>;H BE97J?ED M>H<JH,QHE<P? ? 8§;
9E=D?P7DJ E< J>; JOF?EXIEDD;9J?ED ;D9HOFJ;: EH KD;D9HOFJ;&;812DFDEZ: @KIJ J>; JOF;
E<79J?7L?J3?;1 OEK 7H; :E?D= ED OEKH :;L?9; 799EH:?D=BO

/ID;D9HOFRJ;: 17 ? D;JMEHAI :EDM¥;GK?H; 7 F7IIMEH: JE @E?D J>;C D9HOFJ;: D;JMEHAI M?BB >7L;
F7IIMEH:

D9HOFRJ;: FK8B?9 D;JMEHAI J>EIl; M?J> 7 F7IIMEH: 7H; FH;<;HH;: 71 7DO F;HIED7B ?D<EHC7J?EI
H;L;7B M>?7B; 9EDD;9J;: MEKB: 8; KDH;7:78B; 80 IEC;ED; ?DJ;H9;FJ?D4 OEREK[D?97I?EDI

M?J> J>; 9ELISEFT HEKJ; HPC?B7HBO JE 7 M;8 SHEM|HOEK :?IFB70 7 B?1J E< 7L7?B78B; 1
D;JMEHAI OEK I>EKB: I;; 7 9BEIl;: F7:BE9A 8;1?:; J>; D;JMEHAI J>7J 7H; ;D9HOFJ;:

#< OEK 7H; 9EDD;9J;: JR 7?1D;JMEHA M?J>EKJ ;DO9HOFJ?ED 8; 7TM7H; J>7J 7BB 9ECCKD?97J?EDI
OEKH :;L?9; 7D: J>; SE4>EFM HEKJ;H 9EKB: 8; H;7: 80 EJ>;HI JOFPS7BBBIPW>E MEKB: 8;

?DJ;H;1J;: ?D :E?D= J>7?| #<J>?17?1J>; JOF; E<9EDD;9J?ED OEK >7L; 1J?9A JE H;7:?D=J>; D;MI 7D
9>:9A?D= M;7J>MD: 9EDI?:;H DEJ :E?D= 7D0OJ>?D= M>;H; OEK 7H; JH7DIC?JJ?D= F;HIED7B ?D<EH
;= ;C7?B 87DA?D= K&;HF7IIMEH:I ;J9

>:H; >7L; 8;;D ?IEB7J;: ?DIJ7D9;l E< >79A;HI F7THA?D=?D 7 >EJ;B F7THA?D=BEJ 7D: 9H;7J?D= 7D
KD;D9HORJ;:A ? >EJIFEJ KI?D=J>; 5HI®& ?D J>; --# J>;, D7C; OEK [;; <EH J>21?

D;JMEHA >?I C7A;1 ?J 7FF;7H JE 7DO >EJ;B =K;1J J>7J J>;0 7H; 9EDD;9J?[r= IBBKI; 3B B30

J>:0 7H; 9EDD;9J;: JE J>; >79AH ? .>;=E7B ?| JE |1J;7B BE=?D 9H;:;DJ?7BI 7D: EJ>;H ?D<EHC7J?E
:D78B; ?:;:DJ?JO J>;<J #< OEK ;L;H I;;aNMBDIIMEHAI M?3> L;HO 1?7C?B7H D7C;| 7D: ED; ?1 ;D9HOFJ;:
7D: ED; ?I DEJ 7BM70I1 9EDD:9J JE J>; :DYROFJI>IAED; J>7J H;GK?H:l 7 F7IIMEH:

[.3+ >><3,7>398=

V [ 7:17H 9?F>H D9E:; 7D: ;9E:;\ 80';?B7D? 9EDB?DB?9;DI;: KD:;H72 -
B?9:D9;



https://commons.wikimedia.org/wiki/File:Caesar_cipher_Encode_and_Decode.PNG
https://commons.wikimedia.org/w/index.php?title=User:Meilani.conley&action=edit&redlink=1
https://creativecommons.org/licenses/by-sa/4.0/deed.en
https://creativecommons.org/licenses/by-sa/4.0/deed.en
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V [#DJ;HD\M8O 78?E &7D7H? ?1 B?9;DI;: KD:H7 -  B?9:D9;

V[H:1 ? ?2Q ?.DMEHA 8KJ # F?9A;: KF J>; <H;; M?<? D;:NJ»8Q BDARMA?DI ?I
B?9;DI;: KD:;H7 2 B?9:D9;



https://commons.wikimedia.org/wiki/File:Internet2.jpg
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97/ /[>A9<5=

$9?7>/<=

"7DO F;EFB; >7L; #DJ;HD;J I;HL?9; 7J >EC,; 7D: J>;?H #DJ;HD;J -;HL?9; *HEL?:;H #-* KIK7BBO FHEL
HEKJ;HM?J2 P BJ>EK=>J>;H; 7H; C7DO J>?D=I JE 9EDI?:;H M?J> |;9KH?D= OEKH >EC; D;JMEHA
E< J>; CEIJ ?CFEHJ7DJ 7H; ;D78B?D= ;D9HOFJ?ED 7D: >7L?D= 7 KD?GK; F7IIMEH: JE 799;!l OEKHK
1;1J3?D=I (EJ; J>; F7IIMEH: JE 799;ll OEKH HEB&I?B=I ?| B?A;BO 7D: I>EKB: &,H713J <HEC J>;
F7IIMEH: JE @E?D OEKHIJMEHA

Figure 14.1 Enable Encryption on WIFduter

"7L?D=;D9HOFJ?ED ED OEKH?>EM;IMEHA ?1 7?CFEHJ7DJ <EH H;7IEDI M;~L; :?19KIl;: 78EL; 7D:
ED9; ?J ?1 JKHD;: ED KIK7BEDRJ7BB;: JKHD;: ED M; BB7?DJ IEC; KD7KJ>EH?P;: F;HIED JE 8§;
78B; JE JKHD2XPH39; J>; 7CFEHJ7D9; E< >7L?D=7 =EE: F7IIMEH: ED OBKH:7BIKK;];HK9> 71
;DOHOFJ?ED 97D 8; JKHD;: ED?[E>; HERBHD<?=KH7J?ED

-EC; HEKJ;HI 9EC; M?J> 7D KD?GK; F7IIMEH: 9ED<?=KH;: 80 J>; #-tECEMHAKB;HI 71 M;BB 71

C7DO EJ>;H :;L?9;1 3>7J 9EDD;9J JE J>; #DJ;HD;J IK9> 71 IC7HJ :EEHS8;BBI 97C;H7I ;J9 9EC; M?J>
<7TKBJ F7IIMEH: J>7J ?1 J>; 17C; <EH ;L;HO :;L?9; J>, C7TDK<79JKH;H C7A;l .>?1 F7IIMEH: ?1 B?1J;: ?
J>; ;;L?9;1 KI;H C7DK7B 7D: J>; MEH: [7:C?D\ ?1 7 9ECCED 9>E?9; #< OEKH :;L?9; >717 IJ7D:7H:
C7DK<79JKHEHIIMEH: OEK I>EKB: 9>7D=; ?J 1J>7?1 7?17 F7IIMEH: J>7J OEK M?BB DEJ KI; E<J;D 8
IKH; JE H;9EH: J>; 9>7D=;: F7IIMEH: ?D 7 BE=?97B 7D: I,9KH; FB79; #< OEK M;H; =?L;D 7 KI;H C7D¥
OEKH :;L?9; BE97J; M>;H; ?D J>; :E9KC;DJ7J?ED J>; :;<7KBJ F7IIMEH: ?1 B?1J;: 7D: C7A; 7 DEJ,; J>;
78EKJ OEKH D;M F7IIMEH:

71
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)296/ 97/)33 9 @<+1/

#D C7DO >EC;l 7 1?D=B; HEKJ;H M?BB FIRER??=D¥B JE 7BB F7HJI E< J>; >E€;>ECQ B HH
>EC;| 7F7HJIC;DJI M?J> 9ED9H;J; 9EDIJHKO9J?ED I|EC;J?QII3=PI’'B ?| M;7A ?D 9;HJ7?D F7HJI E<
J>; >EC; >; M;7A 1?=D7B 97D 8; |IJH;D=J>;D;: 80 ;?J>H 7

V ,7D=; NJ;D:;H #< AJ®KIJ ED; HEEC ?D J>; >EC; M?J> 7 M;7A 1?=D7B 7D ;NJ;D:;H C70 8; J>
M70 JE =E #J;NJ;D:l J>; ;N?1J7D2 D;JMEHA I8 7?31l ;NF;DI?L; EFJ?ED J>7D 7 C;I>
D;JMEHA M>79> M?BB ?DLEBL; H;FB79?7D= J>; ;N?1J?D= HEKJ;H

V1> (GIMEHA >?1?1 D;M;H 7D: JOF?97BBO CEH; ;NF;DI?L; J;9>DEBE=0 J>7J 97D FHEL?:;
M>EB; >EC; ? ? 9EL;H7=; KI?D= EH CEH; DE:;| #J FHEL?:;| 7 CEH; I;7CB7l 1
9EDD;9J7ED M>;D CEL?D=<HEC HEEC JE HEEC 7D: <7IJ;H IF;;:l

#< OEK I;7H9> J>; #DJ;HD;J OEK M?BB 8; 78B; JE <?D: C7DO D;M| 7THJ7BB IF9HGF [NFD= |
JE C;I> D;JMEHAI 7D: OEK 97D :E IEC; 7::?J?ED7B H;l;7H9> JE :;J;HC?D; M>7J J>; 8;1J IEBKJ?ED M
8; <EH OEKH F7HJ?9KB7H 971,

3</A+66=

?H;M7BBI 7H; >7H:M7H; 7D: EH IE<IM7H; J>7J ?DIF;9J1 J><2D3BHO?DFHMBIE 7D: EKI E< 7
D;JMEHA EH 9ECFXKJI K ;I 7 I;.J E< HKB;l J>7J 97D 8; 9ED<?=KH;: 7D: ?J ?| ;;1?=D;: JE 8BE9A C7B?9%
9ECCKD?97J?EDI JE OEKH 9ECFKJ;H

2EKH >EC; HEKJ;H >7H:M7H; B?A;BO FHEL?:;I IEC; <?H;M7BB 97F78?B?J?;l

?2J?ED7BBD; 1 ?D:EMI 7D: '79 EF;H7J?D= 101J;CI >7L; 8K?BJ ?D IE<IM7H; <7ZHDNAIREBI 1

?H;M7BB 9EC;| JKHD;: ED 80 :;<7KBJ >EWOI);F71 ?Jl <?H;M7BB JKHB8EB<<7KBJ #D =;D;H7B

?2J% =EE: ?:;7 JE >7L; 7 IE<IM7H; <?H;M7BB JKHD;: ED ;IF;9?7BBO ?< OEK >7L; 7 B7TFJEF OEK 9EL
FK8B?91 ?

(EJ; 7 <?H;M7BB ?I C;7DJ JE 711?13 ?D FH;L;DJ?D= OEKH 9ECFKJ;H <HEC 8;?D= ?D<;9J;: M?J> C7B

'E;IDNJ FHEL?:; 7DO 711?137D9; ?D 197DD?D= EH H;CEL?D= C7BM7H; J>7J ?1 7BH;7:0 ED OEKH 9EC
J>7J OEK D;;: 7DJ? L?HKI 7DJ? C7BM7H; IE<IM7H,;

[>A9<5 | @3-/= 97/ ?>97+>398

#D?J?7BED F;EFBI>EC; D;JMEHAI >7: @KIJ 7 <;M 9EDD;9J;: :;L?9;l ; = 7 9ECFKJ;H 7D: F;H>7F1 7
FH?DJ;H J>?1>719>7D=;: :H7C7J?97BBO ?D H;9;DJ O;7HI

%7+<> | @3-/=

1 7J3>J3>; 7:L,DJ E<>EC; TKIEC7I?ED C7DO CEH,; :;;L?9;I D;;: JE 9EDD;9J JE EKH >EC; D;JMEHA
. OF?97BBO J>;lI; [IC7HJ\ ;;L?9;l MEHA @KIJ B?A; J>;?H H;=KB7H 9EKDJ;HF7HJI ;= 7 IC7HJ B?=>J
MEHAI B?A; 7 H;=KB7H B?=>J IM?J9> OEK 97D F>0I?97BBO FH;ll J>; IM?J9> JEKIKHD J>; B?=>] EI
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J>:0 7BIE >7L; IC7THJ <;7JKH;l ; = OEK 97D FHE=H7C J>; IM?J9> JE JKHB B¢+l =D BRAEK
EH KlI; OEKH 9ECFKJ?D=:;L?9; JE JKHD J>; B2>3HBO/BHIEE; ;N7CFB;| E<IC7HJ :;L?9;l
M?J> |IEC; <;7JKH;1 J>7J J>:I; :;L?9:1 C70O >7L;

V 0?:;E EEHS;BBI -EC;ED; H?D=I OEKH :EEH8;BB 7D: OEK =;J 7 DEJ?<?97J?ED ED OEKH
IC7THIF>ED; EX 97D I;; M>E ?1 1J7D:?D= 7J OEKHEEHWBA JE J>; F;HIED ;L;D ?< OEK
7H;D*>EC; .>;I; L?:;E :EEHS8;BBI 97D :EK8B; 71 7 I;9KH?JO 101J;C J7A?D=7 F?9JKH; E<
7DOED; M>E 9EC;| ?D H7D=; E< J>; :HEREBE"

V -C7HJ &E9AI -;J 9E:;l <EH J>; A;OF7: IE 7 A;O ?I DE BED=;H H;GK?H;<;H3J;92xI
<EH :2#H;DJ F,EFB; 7D: OEK 97D JH79A M>E ?| KDBESA7D:= Nt=; [EEHO :E ?J 7DJ
JE H;CEL; IEC;EDL’Y99:1l JE OEKH >EC; J>:D @KIJ :;:B;J; J>;?H 799;1l BBE12;: OEK B;<J
>EC; 7D: <EHEJ JE BE9A J>; :EEH Y 1J7HJ J>; IC7HJ BE9A 7FF ED OEKH F>ED; 7D: BE9A J>
H;CEJ;B&E OEK <EH) JE BE9A OEKH :EEH <H;GK;DJBO Y J>;D I;J ?J JE 7TKJEC7J?97BBO B
9:HJ7?D J?C; F;H?E: >7| ;:B7FI;:

V -C7HJ .0l 0 ?:;E IJH;7C?D=1;HL?9;l IK9> 71 (;J<B?N FHEL?:; ED :;C7D: 799;ll JE CEL?;l
:E9KC;DJ7H?;l ;J9 IC7HJ .0 M?BB >7L; 7FFI JE 799;ll 9ECCED IJH;7C?D= |;HL?9;l 7D:
7BIE 7BBEM OEK JE 9EDD;9J OEKH F>ED; EH 9ECFKJ;H JE J>; .0 IE OEK 97D L?;M OEKH
9ECFKJ;H I9H;;D ED J>=Bi7a 19H;.;D

V -C7HJ &?=>J?D= -C7HJ M7BB B?=>J IM?J9>;| MEHA B?A; 7 DEHC7B B?=>J IM?J9> 8KJ 97
ED EH €KI?D= OEKH 9ECFKJ?D= :;L?9; 7D: 7BIE 97D 8; FHE=H7CC;: JE TKIJEC7J?97BBO .
B?=>JI ED EXEO;HJ7?D J?C;| E< J>Cr®lJ B?=>J 8KB8I 7H; I?6RBTHEK B;7L; J>; EB:

B?=>J IM?J9> 7BM70I1 JKHD;: ED 7D: JKHD J>; IC7THJ 8KB&HHKZD.JBE</FF EH 7
[;9ED:7HO IM?J9>

V -C7HJ .>;HCEIJ7JI E OEK B?A,; JE 9EEB OEKH >EC; :EMD @KIJ 8;<EH; 8;: 7D: MEKB: B?A
M7HC KF @KIJ 8;<EH; OEK =;J KF ?D J>; CEHD?D=Y J>;D ?DIJ7BB 7 IC7HJ J>;HCEIJ7J
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Figure 14.2 Smart Thermostat

V -C7HJ -CEA; B7HCI 7JJ;HO BEM ?D OEKH ICEA; ;J;9JEH Y J>;D =0 7 C;lI7=; I;DJ JE OEKF
F>ED; H;C?D:?D= OEK JE 9>7D=; ?J ?: ED; E< OEKH ICEA; :;J;9)EHI=EJANJ
C:I7=; M?2J> J>; ;J77BI

V -C7HJ FFB?7D9;l #1 OEKH M71>;H EH :HO:;H <?D?1>;: M?J> OEKH 9BEJ>;1 Y J>;D =;J 7 J;NJ
C:II7=; H;C?D:?D= OEK JE J7A; EKJ OEKH 9BEJ>;| 8;<EH; J>;0 =;J MH?DAB::

V -C7HJ -F;7A;HI M?J> C?9HEF>ED;| JBRI¥YDJ JE KIl; OEKH F>ED; EH OEKH M7J9> JE 9EDJH
OEKH >EC; 7TKJEC7J?ED J>;D =?L; ?J 7 LE?9; 9ECC7D: ?DI1J;7: [ DIM;H J>; F>ED;\ M>;D ?J
H?D=1 EH @KIJ JE [-;J J>; J?C;H <EH C?DKJ;I\ 7H; @KIJ JME E< C7DO FEII?8?B?J7?;l

=>; 78EL; B?1J ?1 @KIJ 7 I7CFB; E< IEC; E< J>; IC7HJ ;;L?9;1 J>7J 7H; 7L7?B78B;

+==7+<5 [> 97/ ?>97+>398 -9=C=>/7=

"EC,; TKIECT7J?ED >71 8;;D 7THEKD: <EH C7DO O;7HI €ZMQ ;AHBO 101J;Cl M;H; E<J;D L;HO
;NF;DI?L; 1?J>J>; ?DIHE:K9J?ED E< J>; C711 C7HA;J 101J;Cl >EC; 7TKJEC7J?ED FH?9;l >7L; :HEFF;

IK81J7DJ?7BBO
-EC; E< J>; CEH; :EC?D7DJ 9ECF7D?;l M?J> >EC; 7TKJEC7J?ED ;9EIOIJ;Cl 7D: 9EHH;IFED:?D= LE?"
711?137DJI 7H,

V FFB; "EC;%?J -?H?

V IEE=B; "EC; 11?137DJ ",O |EE=B;

V C7PED B;N7 B;N7
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>;1;;,9EIOI1J;Cl >7L; 9EHH;IFED:?D= 7FFI <EH OEKH IC7HJF>ED; 71 M;BB 71 LE?9; 711?137DJI -E ?<C
>7L; OEKH 8;:HEEC B?=>J ED 7 IC7THJ B?=>J IM?J9> X=,DJBHHOEK 9EKB: ;?J>;H

V IE JE J>; B?=>J IM?J9> 7D: JKHDEN E<
V IE JE J>; 7TFF ED OEKH IC7HJF>ED; EH IC7THIM7J9>< D, MDD E€H
V #lIK; 7 LE?9; 9ECC7D: ; = [-?H? JKKD¥E<S;:HEEC B?=>J\

1>;D OEK FKH9>71; 7 IC7HJ :;L?9; IK9> 717 L?:;E :EEHS8;BB IC7HJ BE9SA ;J9 H;C;C8;H JE 9>;9A
M>?9> ;9EIOIJ;CI ?J M?BB MEHA M?J> -EC; :;L?9;l M?BB MEHA M?J> 7BB E< J>; I01J;CI B?1J;: 78E
EJ>;HI EDBO MEHA M?J> EH E<J>EI; ;9EIOIJ;CI

%/-?<3>C 98=3./«>398=

)D; E< J>; 9EDL;D?;D9;1 E< 7 IC7THJI >EC; ?1 3>7J ?J 97D 8; I;,J KF JE 8; 799;ll;: H;CEJ;BO 93; OEK :ED
D;;: JE 8; ?D OEKH >EC; JE 9EDJHEB ?J -E ?< OEK 7H; 1?3J?D=:EMD JE :?DD;H 7J 7 H;IJ7KH7DJ 7
MED:;H ?< OEK H;C;C8;H;: JE BESA OEKHHED;':EEFD 7FF ED OEKH IC7THJF>ED; 97D 8; Kl;: JE

I;; ?< J>; :EEH ?I KDBEO9A;: 7D: ?<IE OEK 97D BE9A ?J M?J>EKJ D;;:?D= JE B;7L; OEKH H;IJ7KH7D
9EDL;D?;D9; H;CEJ; 799;ll 7BIE C;7DI OEK M7DJ JE =?L; 9EDI?:;H7J?ED JE 7 DKC8;H E< J>?D=| JI
OEKH >EC; 7TKJEC7J?ED IOIJ;C I;.9KH; EDI?:;H J>; <EBBEM?D=

V ;<7KBJ *7IIMEH: #< 7DO E< OEKH >EC; 7TKJEC7J?ED :;L?9;l 9EC; M?J> 7 [:;<7KBJ\ F7IIME}
ED; I;1J 7J J>; <79JEHO 7ID*2J7C: F7IIMEH: <EH :L;HO ::L?9; C7A:;IKH; OEK 9>7D=;
J>?1 F7IIMEH:

V -JHED=*7IIMEH: EDXI; J>; I7C; F7IIMEH: OEK KI; <EH 7BB OEKH 799EKDJIKID: :ED"
IEC;J>?D=J>7J ?1;71?BO =K;IIEK2M7DJ JE A;;F >79A;HI EKJ E< OEKH >EC; 7TKJEC7J?ED
5 L?9;1 ;1F;9?7BBO ?CFEHJ7DJ ?< OEK >7L; >EC; 7KJEC7J?ED 97C;H71 ?DI?:; OEKH >EKI,

V %;;F ?HCM7H; /F:7J3;: EH ;79> E< OEKH IC7HJ :;;L?9;l ?< OEK |;; ED J>; 9EHH;IFED:?D= 7F
J>7J 7 <?HCM7H; KF:7J; ?1 7L7?B78B; 8; IKH; JE ?DIJ7BB ?J ?J C70 8; 7D KF:7J; J>7J <?N
[;9KH?JO LKBD;H78?B?JO

V EDI?;;H7 D:1? ? ((JMEHA #< OEKH HEKJ;H 7BBEMI OEK JE KJHKBJME?:?<
D;JMEHAI 9EDI?:;H 1,JJ?D= ED; KF <EH OEKH 9ECFKJ?D=:;L?9;| F>ED; J78B;J 9ECFKJ;H
[;9ED: D;JMEHA <EH 7BB J>; >EC; 7TKJEC7J?ED :;L?9;| JE 9EDD;9J JE -;F7H7J?D= OEKH >
TKIEC7J?ED :;L?9;1 ED 7 I;F7H7J; D;JMEHA <HEC OEKH 9ECFKJ?D= :;L?9;| M?BB ?D9H;7I;
[;9KH?JO

V 79A=HEKD: &?1J;D?D= #< OEK 97D =?L; 7 9ECC7D: JE OEKH |CAHEDIFEFAJHASB;J
M?J>EKJ FKI>?D= 7 8KJJED JE 7937L7J; J>; LE?9; 711?137DJ J>;D OEKH :;L?9; >718;;D I;,J |
7BM70I B?1J;D JE M>7J OEK 170 J>7?I <;7JKH; 97D 7BIE 8 3fKHEY, ZELBM7OI
B?1J3;D?D= J>; :;;L?9; M7?2JI <EH OEK JE 170 J>; 793?L7J?ED MEH: ;= J>; LE?9; 7II?1J7DJ C
IK9> 71 -?H? EH !EE=B; EH B;N7 7D:J>;D J>; ;;L?9; 71IKC;l J>; D;NJ MEH:I OEK |70 M?BB &
IEC; IEHJ E<9ECC7D: ?J 97D ;N;9KJ;

#< OEK M7DJ JE J;1J ?< J>7?1 <;7JKH; ?1 ;D78B;: JHO 170?D= IEC;J>?D= B?A; [ B;N7 M>7JJ?C; ?1?J

79A=HEKD: B?1J;D?D= 97D 8; 9EDI?:;H;: 7 I,9KH?JO ?IIK; 71 IEC;J?C;| BE=I E< ;L;HOJ>?D=J>7J M7I
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M?J3>?D J>; ;;L?208%13;D?D= H7D=; 7H; A;FJ <EH J>; FKHFEI; E< ?D9H;71?D= J>; 799KH790 E< J>; LE
H;9E=D?J?ED 9ECC7D:I >EMi®;H; >7L; 8;;D ?DIJ7D9;l E< B7M ;D<EH9;C;DJ 7D: ?DJ;BB?=;D9;
7=,D97?;1 H;GK;13?D= 799;ll JE IF;9?7<?9 FHBER;"

[.3+ >><3,7>398=

V [H:; #C7=:1 HEKJ:HM?<? 1?B>EK:JJ; M? <? 9EDD:9J?ED D:JMEHA ?9ED ?DJ;HD;J J;9>L
1?=D M?H:B:ll 1?=D7B >EC: 9EDD:9J 7:IB 9ECCKD?97J?ED ?D<EHC7J?ED 8HE7:971J
IFEJ L:IB M7L; :B:9JHED?9 7DJ:DD7 ::1?=D BE=E <EDJ =H7F>?9l 9B?F 7HJ I0OC8EB
Y CE>7C::>7lI7ID Y Y H:: IJE9A F>EJEILY *N":H:\ 80 CE>7C;:6>7117D ?I
B?9:DI;: KD:;H7  B?9:D9;

V [_-C7HJ .>;HCEIJ7J Q .>; IC7HJ J>;HCEISTHIH=D; E< J>:X Q B?88 %;D "7TMA?DI ?I
B?9:DI;: KD:H7 2 (- B?9:D9;
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ECFKJ;H FHE<;II?ED7BI >7L; 7 170?D= 78EKJ 9ECFKJ;H >7H:M7H; [#J ?| DEJY@HKH?ED E< ]?<
>7H:M7H; M?BB <7?B ?J ?I 7 GK;IJ?ED E< ]M>;D" ?J M?BB <7?BYCFBEENTDRFIEFHED9J] OEKH
737 M>?9> C70 8; £29KBJ EH ?CFEII?8B; JE H;FB79; <HEC 9ECCED H?IAl

Figure 15.1 Remember to do your Backup!

79AKF H;<;HI JE J>; FHEY;Il E< C7A?D=7 9EFO E< :7J7 ED OEKH 9ECFKJ?D= :;L?9; ?D 97I; OEK BI
799;11 JE J>?1 737

2EKH :;L?9t"?D<EHC7J?ED 9EKB: 8; 7J H?IA 8;97KI; 7DO E< J>; <EBBEM?D=

V .>;<J EH BEII
V ,9>7D?97B <7?BKH; ?; OEKH >7H: :H?L; EH IJEH7=; >7TH:M7H; <7?BI
V 7J71JHEF>; ; = OEKH >EC; 8KHDI :EMD ?I <BEE:;: ;J9

»IJEH?D= H;<;HI JE J>; FHEY;ll E< FKJJ?D= OEKH 879AKF :7J7 879A ED 7 9ECFKJ?D= :;L?9;
2EKH 9ECFKJ?D=:;L?9; 9EDJ77?DI 7 DKC8;H E< 97J;=EH?;| E< :7J7

V .>; EF;H7J?D=101J;C ;= 2D:EMI '79)- ?)- D:HE?: ;J9
V *HE=H7CI FFI ;= =7C;| MEH: FHES;IIBFH;7:1>;;J ;J9
V 2EKH F;HIED7B :7J7 M>?9> 97D KIK7BBO 8; =HEKF;: 80
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a ?B;l
a *>EJEI L7?:EI
a 'KI?9

#XJOF?97B J>7J OEKH F;HIED7B :7J7 ?1 J>; CEIJ L7BK78B; JE OEK ; = 7 F?9JKH,; J>7J DE ED; ;BlI,
E< H7J>H J>7D J>; EF;H7J?D=1013;C 7D: FHE=H7CI 7D: 7FFI 71J>;l; 97D CEH; ;71?BO 8; H;FB79;:

. E 9H;7J; OEKH 879AKFI OEK 9EKB: K,

V .>; EF;H7J?D=101J;C ED OEKH :;;L?9; ?DEMI ?)- ;J9 EH
V 79AKF IE<IM7H; J>7J 9EC;I M?J> 7D ;NJ;HD7B IJEH7=; ;;L?9; ;= 7 FEHJ78B; >7H: :H?L; E
V 9BEK: 87I;: 879AKF I[;HL?9; I;7H9> J>; #DJ;HD;J <EH [9BEK: 879AKF H;L?;M\

1>;D ?J 9EC;l JE 879A?D= KF OEKH 9ECFKJ?D= :;;L?9; J>;H; 7H; IEC; EFJ?EDI JE 9EDI?:;;H

97:6/>/ 9< +>+186C +-57:

1>;J>;H OEK :;9?:; JE 879AKF OEKH ;DJ?H; :;L?9; EH @KIJ OEKH F;HIED7B :7J7 ;79> 7TFFHE79> >7I
7:L7DJ7=;1 7D: :?217:L7DJ7=;l

97:6/>/ +-5?: =97/>37/=-+66/. +8 7+1/ ,+-57?:
L7DJ7=;l

V *HE:K9;1 7 1J;F H;1JEH; FHES; Il M>79> C;7DI ?J M?BB 8; <71J;H JE H;IJEH; OEKH :;L?9; J>7
CKBJ?FB; IJ;F H;1JEH,;

V 1 EHAI 8;13 M>;D H;IJEH?D= JE 879A JE J>; I7C; 9ECFKJ;H EH I7C; 9ECFKJ;H CE:;B
?17:L7DJ7=;]

V . 7A;1 CEH; IJEHT=; IF79; J>7D 7 :7J7 EDBO 879AKF

V . 7A;1 BED=;H JE HKD 7 9ECFB;J; 879AKF

+>+186C +-5?: =97/>37/= -+66/. F6/ 096./< ,+-57?:
L7DJI7=;|

V ,;GK?H;l B;Il IJEH7=; IF79; J>7D 7 9ECFB;J; 879AKF
V . 7A;1 B;I1 J?C; JE 879A KF 71 J>;H; ?1 B;ll JE 879AKF

V #1 7 8,JJ;H 9>E?9; ?< OEK 7H; H;IJEH?D= JE 7 D;M;AREEPXMADJ JE EL;HMH?J; J>;
D;M;H 9SECFKJHEF;H7J?D= 101J;C
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?17:L7DJ7=;l

V ->EKB: OEK D;;: JE H;1JEH; J>; EF;H7J?D=1013;C 7D: FHE=H7CI 7D: 7FFI J>?1 7?1 :ED; 717
I;F7H7J; 13;F 7D: J>;D OEK H;IJEH; OEKH :7J7 7<J;HM7H:I

%>9«l/ 9-+>398=

)D9; OEK >7L; 9H,;7J;: OEKH 879AKF M>;J>;H ?J 8; 9ECFB;J; EH :7J7 EDBO OEK D;;: JE J>?DA 78E
BE97J?ED E< J>?1 879AKF EH ;N7CFB; ?<J>; 879AKF ?1 ED J>; I7C; F?;9; E<>7H:M7H; 71 J>; EH?-
;= OEKH 9ECFKJ;H >7H: :H?L; ?<J>?1:H?L; M;H; JE 8; IJEB;D EH :;IJHEO;: OEK MEKB: BEI; 8EJ>
EH?=?D7B 7D: OEKH 879AKF | 1K9> M; M7DJ JE J>?DA 78EKJ EJ>;H IJEH7=; BE97J?EDI IK9> 7I

V :?2<<;H;DJ ED I?J; IJEH7=; :;L?9; EH ;N7CFB; 7D ;NJ;HD7B >7H: :H?L; =?L;| OEK 7DEJ>;H
9EFO E< OEKH :7J7 ED 7 I;F7H7J; :;L?9; #<J>; <?HIJ :;L?9; ?I BEIJ EH :;IJHEO;: OEK >7L; 7
[:F7H7J; :71?BO 799:11?8B; :;L?9; M?J> M>?9> OEK 97DHEKIJBH>EM;L;H |J?BB
IKI9;FJ?8B; JE 97J7IJHEF>; 717 <?H; EH <BEE: FEJ;DJ?7BBO :;IJHEOI 8EH> J>;I; :;L?9;l .
C?J?=77J; J>; H?IA E< 97J71JHEF>; M; 9D | FHOAKF

V)<< 1?J; >;H; 7H; 7 <;M M701 OEK 9EKB: ?CFB;€;DJ;BY9AKFEK 9EKB: 879AKF JE 7D
:NJ;HD7B >7H: :H?L; 7D: J>:D IJEH; J>?1 >7H: :H?L; 7J J>; >EC; E< 7 <7C?BO C;C8:H J>7J
E;IDNJ B?L; M?J> OEK .>; EJ>;H M70 OEK 9EKB: 9H{2J; BDIAKF ?| JE Kl; 7 9BEK:

871;: IJEH7=; EH 879AKF I;HL?9;

+-57?: [=>"<  +->3-/

>;H; 7H; DKC8;H E< J>?D=| OEK 97D :E ;DIKH; =EE: 879AKF 7D: H;IJEH; FHE9;:KH;l

15.2 Schedule Backups

V -9>;:KB; OEKH 79AKF .>; CEIJ 9ECCEDBO EL;HBEEA;: IJ;F ?1 JE 19>;:KB; 7 H;=KB7H 879Ak
#< OEK >7L; IE<IM7H; EH 7 9BEK: I;HL?9; OEK 97D FHE878BO I;J KF 7 H;=KB7H 879AKF I¢
OEK 7H; :E?D= C7DK7B 879AKFI FKJ 7 H;9KHH?D=;DJHO ?D OEKH 97B;D:7H 71 7 H;,C?D;
9ED:K9J J>; 879AKF

V >EEI; 7-9>;:KB; *EFB; C7A; 9>7D=;l JE J>;?H :7J7 KIkRBJ H7J;IEKH 879AKF D;;:l
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JE HKD H;=KB7HBO<IDKIBO <H;GK;DJIBO JE 97FJKH; J>; KF:7J;1 7D: 9>7D=;| JE OEKH
>?1 C?=>J 8; D?=>JBO ?< OEK HKD 7 8KI?D;ll 7D: =;D;H7J; :7J7 ;L;HO :70 M;;ABO EH CEI
?< OEK >7L; :7J7 J>7J :B;,@¥YD=; J>7J E<J;D F;H>7FI OEKH CKI?9 9EBB;9J?ED

V ;13 .>; 79AKF . HO H;IJEH?D= <HEC OEKH 879AKF @KIJ JE C7A; IKH; J>; 879AKF ?I ME}
?J I>EKB:

V &78;B EKH 79AKFI | 879AKFI 7H; JOF?97BBO IEC;J>?D= OEK :E 7D: J>RIf-KJ 7M70
?CFEHJ7DJ JE B78;B OEKH 879AKF ;NJ;HD7B :H?L; EH 879AKF C;CEHO IJ?9A #D9BK:; J>
879AKF M71 C7:; 7D: M>?9> 9ECFKJ?D= :;LPREPI?< OEK >7L; CEH; J>7D ED,; :;L?9;

[.3+ >><3,7>398=

V [ 79AKF \ 8O7HAKI . 79A:F?1 B?9;DI;: KD;;H7 2  ( B?9:D9;
V [ 7B;D:7H *(! \ 80 /DADEMD KJ>EH ?I B?9;DI;: KD:R27 _( B?9:D9;
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36/ "<38>/< %2+<381

#< OEK >7L; JME EH CEH; 9ECFKJ;HI ;= 7 ;IAJEF 7D: B7TFJEF EH JME :;IAJEFI ;J9 ?J 2| FEII?8B;
I>7H; <?B;1 7D: ;;L?9;| ;= 7 FH?DJ;H 7CED= OEKH 9ECFKJ;HI .>;H; 7H; 7 DKC8;H E< M70I J>?| 9E}

799ECFB?I>;:

V /1?D= OEKH >EC; D;JMEHA 7D: 9ED<?=KH?RB:BEKFIL EH '79)- ED OEKH 9ECFKJ;HI
JE ;D78B; <?B; FH?DJ;H I>7H?D=

V /I; 9BEK: 871;: IJEH7=; JE I>7H; <?B;l
V /I; GIMEHA JJ79>;: -JEH7=; (- JE I>7H; <?B;l
V /I; D;JMEHA H;7:0 :;L?9;l ;= 7 FH?DJ#¥@7DD;H

97/ />A9<5

2EKH <?B;I M?7BB H;l?:; ED ED; E< OEKH 9ECFKJ;HI 7D: EJ>;H 9ECFKJ;HI ED OEKH >EC; D;JMEHA
F;HC?II?ED JE 799;11 J>;,C -?C?B7HB®Y; IKO9> 717 FH?DJ;H M?BB 8; 9EDD;9J;: JE ED; E< OEKH
9ECFKJ;HI 7D: EJ>;H 9ECFKJ;HI ED OEKH D;JMEHA M?BB 8; 78B; JE 799;11 J>7?I :;L?9; M>?B; 9EDD
OEKH >EC; D;JMEHA .>?11>7H?D= 97D 7BB 8; :ED; J>HEK=> |;JJ?D=I ?D OEKH EF;H7J?D=101J;C |
?1 DE 7::?3J?ED7B >7H:M7H; EH IE<IM7H; JE EKIHIEYI;7219> J>; M;8 <EH JKJEH?7BI ED >EM JE
9ED<?=KH?D:EMI 7D: EH C79)- JE I>7H; <?B;| 7D: FH?DJ;HI >ENHL;;FH; IEC; I;9KH?JO ?1IK;]

JE 8; C?D:<KB E< 1>;D OEK I;,J KF <?B; I>7H?D= ;DIKH; OEK 7H; EDBO I>7H?D= <?7B;| M>;D 9EDD;!
JHKIJ;: D;JMEHA ['EC;\ EH BHA\ DEJ 7 [*K8B?9\ D;JMEHA IK9> |;18H<1? ?

69?. +=/. %>9< +1/

>;H; 7H; 7 C7DO 9ECF7D?;1 J>7J FHEL?:; 9BEK: 871;: <?B; IJEH7=; IEC; OEK C70 >7L; >;7H: E<
V IEE=B; H?L,
V '"?9HEIE<J )D; H?L,
V FFB; ? BEK:

V C7PED BEK: H?L,;
V HEF8EN

D: J>;H; 7H; C7DO EJ>;HI BCEIJ 7BB FHEL?:;HI >7L; 7 871; 7CEKDJ E< |IJEH7=; I J>7J 9EC;|
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<H;; JE KI; 7D: J>;D OEK 7H; 78B; JE FKH9>7I; 7::?J?ED7B IJEH7=; ?7< OEK D;;: ?2J ?B;I IJEH;: ?D J>
JOF?97BBO 97D 8; 799;ll;: 80 7DO E< OEKH 9ECFKJ?D=:;L?9;! ; 37/8SBEQHKCFHIF>ED,;

[>A9<5 >>+-2/. %>9< +1/ Y

(GIMEHA JJ79>;: -JEH7=; (- ?1 @KIJ 71 ?J IEKD:1 23?1 7 IJEH7=; :;L?9; ?; 7 >7H: :H?L; 9EDD;9J;:
JE OEKH >EC; BE?P&<D; JMEHA J>7J OEK 97D KI; JE 1JEH; <?B;l ; = F?9JKH;l CKI?9 :7J7 ;J9 J>7J
MEKB: 8; 799;1178B; JE 7DO 9ECFKJ;H 7BIE 7JJ79>;: JE J>?1 D;JMEHA ECCED (- :;L?9;l H7D=; <HE
7D ?D;NF;DI?L; ;NJ;HD7B >7H: :H?L; C7DO ?D9BK:; ( - <;7JKH;l JE 7 CEH; HE8KIJ ( - 101J;C M?J>
CKBJ?FB; :H?L;l ; =?D 7 8KI?BRAE<( - :;L?9;1 97D 8; KI;: <EH 9;DJH7B?P;: IJEH7=; 7D: EH <7?B;
879AKF

36/ 7+1/ +-57:

9ECCED H;7IED JE FKH9>7I; 7 (- :H?L; ?I <EH 879A?D= KF IE<JM7H; 7D: EH :7J7 ED J>; 9ECFKJ;H
?D J>; >EKI;>EB: EHEX .>; 879AKF 97D 8; 19>;:KB;: JE >7FF;D 7KJEC7J?97BBO ; = ;L;HO D?=>J 7.
C?:D?=>J

+:+-3>C

1>;D FKH9>71?D=7 ( - :;L?9; OEK M?BB M7DJ JE C7A, IKH; ?J >71 ;DEK=> |[JEH7=; <EH OEKH :7J7 ;
F?9JKH;l CKI?9 :E9KC;DJI L?:;El ;J9 <EH 7BB J>; 9ECFKJ;HI ?D J>; >EKI;>EB: (- :;L?9; 97F79?JC
E<J;D B?1J;: ?D J;H780J;1 . . J;H780J; ?I;GK7B JE I =?=780J;l

$/.78.+8-C ?76>3:6/ <3@ /=

-EC; (- :;L?9;1 M?BB >7L; 7 I?D=B; IJEH7=; :;L?9; ; = >7H: :H?L; EJ>;HI 9EC; M?J> CKBJ?FB; >7H:
?1A :H?L;1 9ED<?=KH;: <EH , # ,;:KD:7DJ HH70 E< #D;NF;DI?L; ?IAl BJ>EK=>,6# :;L?9;l 7H;
CEH; ;NF;DI?L; J>;0 FHEL?:; 7 M70 E< FHEJ;9J?D= OEKH :7J7 ?D J>; ;L;DJ E< 7 >7TRPJIH?L, <7?BKH
DED, # :;L?9; CEIJ9EDIKC;H :;;L?9;l 7H; DED ,# ?<J>,;:;;L?9; <7?BIJ>;:7J7 ED J>; ;;L?9; ?I
B?A;BO BEIJ 7D: OEK M?BB D;;: JE H;BO ED 7 879AKF JE H;IJEH; OEKH :7J7 7D: J>; H;IJEH; FHEO;
IEC; J?C; #D 7 ,# :;L?9; ;79> F?;9; E<:7J7 ?1 879A;: KF 79HEII CKBJ?FB; >7H: :H?L;| 7D: ?< ED; E<
J>; :H?L;1 M;H; JE <7?B OEK MEKB: DEJ BEI; 7DO :7J7 71J>; :7J7 >71 CKBARABESBEP?CEBO
H;FB79; J>; ;;<;9J?L, :H?L; 7D: DEJ D;;: JE MEHHO 78EKJ H;IJEH?D= 7DO :7J7
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Figure 16.1 A RAID device uses multipleddnives

$/79>/ --/==

-EC; (- :;L?9;1 97D 8; 9EDD;9J;: JE OEKH >EC; EHR9; D;JMEHA 7D: ?D 7::?J?ED JE IJEH?D= OEKH
<?B;I BE97BBO 97D 8; 9ED<?=KH;: <EH H;CEJ; 799;ll ?; L?7 J>; #DJ;HD;J <HEC BE97J?EDI EKJI?:
>EC; EH E29; 1>7B; J>?1 <;7JKH; 7::1 9EDL;D?;D9; ?J 7BIE 7::1 FEJ;DJ?7B [;9KH?JO H?IAl <EH OEK

[JHED= F7IIMEH: ;IF;9?77BBO ED; OEK >7L; DEJ KI;: ED 7DO EJ>;H M;81?J; M?BB 8; ?CFEHJ7DJ 7
71 ;DIKH?D= OEKH EF;H7J?D=I01J;C 7D: ( - ;;L?9; <?HCM7H; 7H; KF:7J;: M?J> J>; B7J;1J L;HI?EDI E-
J>;?H IE<IM7H,;

[>A9<5 $/+.C /| @3-/=

(GIMEHA ,;7:0 ;L?9;1 IK9> 717 FH?DJ;H >7L; J>; 8K?BJ ?D 9ECFED;DJI M?H;: 7D: EH M?H;B;ll J>7.
7BBEM J>;C JE 8; 9EDD;9J;: JE 7 D;JMEHA M7?J> J>; ?:;7 J>7J EJ>;H :;L?9;1 97D 8; 9EDD;9J;: JE J>;C
:?H;9JB0OJ>; 9EI1J E< C7A?D=:;;L?9;| D;JMEHA H;7:0 >7| :HEFF;: IK81J70B?YBBOQH FH?DJ;HI
DEM >7L; J>?1 <;7JKH; 8K?BJ ?D .>?1 JOF?97BBO C;7DI 7DO 9ECFKJ;H J78B;J F>ED; 9EKB: 799;l
5L?9; ;= FH?DJ 7IIKC?D= OEK >7L; :ED; J>; 7TFFHEFH?7J; I;,JKF FHE9;:KH;l (EJ J>7J C7DO O;7HI
FH?DJ;HI M;H; JOF?97BBO 9EDD;9J;: M?J> 7 978B; JAY. 9ECHFKI; B>; FH?DJ;H M?J> EJ>;H
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FH?DJ;H I>7H?D= ?I CK9> B;ll FEFKB7H DEM M?J> J>; ?D9H;71; ?D D;JMEHA H;7:0 :;L?9;l

[.3+ >><3,7>398=

VI[.# \80:D/I;H 8KHD:JJ?I B?9;DI;: KD:;;H72 - B?9:D9;



https://commons.wikimedia.org/wiki/File:RAID_1.svg
https://en.wikipedia.org/wiki/User:Cburnett
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$/795/ /== ("=

$/79>/ --/==

#D 8EJ> J>;49; 7D: >EC; ;DL?HEDC;DJ OEK C70 D;;: JE H;CEJ;BO 799;11 7 QEPKI,EEJ;
799;11 J>; 9ECFKJ;H EH D;JMEHA OEK 7H; 799;11?D= J>?DAIl OEK 7H; 7J @EKHEEEKEH E<
M>;D ?D <79J OEK 7H; IEC;M>;H; ;Bl; M>?9> 9EKB: 8; 7DOM>;H; <&ECHEF;. 884D J>; |JH;;J
JE 7 :"%H;DJ 9EKDJHO OEK 7H; JH7L;B?D= ?D

#D J>; &R9; ;DL?HEDC;DJ J>; 9ECF7DO OEK MEHA <EH C70 >7L; 9;HJ7?D IE<IJM7H; EH <?B;l J>7.
EDBO 799;ll <HEC 7 9ECFKJ;H J>7J ?1 9EDD;9Js2E DxJHBMEHA .>?1 >;BFI A;;F J>;I; <?B;| 7D:
IE<IM7H; CEH; I;9KH; 71 J>;0 7H; DEJ :?H;9JBO 799;1178B; JE J>; #DJ;HDCI7BENEIERB; MEHA

<HEC >EC; J>;0 D;;: 7 M70 JE H;CEJ;BO 799;1l J>; 9ECF7DO D;JMEHA

#D 7 1?C?B7H 1?JK7J?ED OEK C70 >7L; <?B;l EH IE<IJM7H; ED OEKH >EC; D;JMEHA J>7J OEK M7L
H;CEJ;BO

)D; EJ>;H 9?HI9KCIJ7D9; M>;H; H;CEJ; 799;ll ?I KI;<KB ?I >;BF?D= 7DEJ>;H F;HIED IEBL; 7 FHES8B;C
J>;?H Q9ECFKW#;D OEK 9707>01?97BBO =E JE J>; BE97J?ED M>;H; J>?I FHE8B;C7J?9 9ECFKJ;H ?
Z OEK 9EKB: KI; H;CEJ; 799;1I # >7L; Kl;: J>?1 JE 711?13 CO F7H;DJI M?J3> J>;?H 9ECFKJ;H ?< J>;0 >7
C;II7=; ED J>;?H I9H;;D J>;0 78|RM; M>7J JE :E M?J> EH 7H; JHO?D= JE :E IEC;J>?D= 8KJ ?J ?ID*
MEHA?D= <EH J>;C
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(3<>?+6 "<3@+>/ />A9<5= ("=

Figure 17.1 Some VPN @viders

0*( 0 ?HJK7B *H?L7J; (JMEHA 7BBEMI OEK JE 9H;7J; 7D ;D9HOFJ;: 9EDD;9J?ED JE 7DEJ>;H B
J>: #DJ;HD:;J

1>:D OEKH ::L?9; 9ECCKD?97J:| M?J> 7 9ECFKJ:HIBEHAEECFKJ:H I:HL:H ADEMI OEKH 7FFHEN?C7J;
BE97J?ED ?< OEK M7DJ JE I;; M>7J ?D<EHC7J?ED J>; I;HL;H I;;1 I;7H9> ED J>; MEH:I [1>7J ?1 CO #
7::H:IN7D: L?1?J ED; E< J>;1; M;:81?J;1

1>;D OEK KI; 7 0*( J>; 0*( 7931 71 7D ?DJ;HC;:?7HI& ?DIJ;7: E< OEKH :;L?9; 9ECCKD?97J?D=
:?H;9JBO M?J> 7 9ECFKJ;H QGHKH :;L?9; 9ECCKD?97J;| M?J> OEKH 0*( 9EDD;9J?ED .>; 0*( J>;D
9ECCKD?97J;1 M?J3> J>; ;;1?H;: 9ECFKJ;H I;HL;H ED OEKH 8;>7B< .>; 9ECFKJ;H [;HL;H 97D EDBO [;;
5;L?9; J>7J ?1 :?H;9IBO 9ECCKD?97J?D= M?J>?J IE ?J I;;1 J>; 0*( 7D: DEJ OEKH :;L?9; 7D: 71IE9?7.
9EDD;9J7ED :;J7?BI

0*(1 7H; 9ECCEDBO KI;: ?D J>; <EBBEM?D= 9?H9KCIJ7D9;l

V 1739>?D=,E=H7F>797BBO ,;IJH?9J;: .0 'EL?;l

a -JH;7C?D=C;:?7 .0 CEL?;l ?1 E<J;D B?9;DI;: <EH L?;M?D= ?D IEC; 9EKDJH?;l
8KJ DEJ 7L7?B78B; ?D EEKKI7® ;DO9EKDJ;H J>?I M>;D OEK L797J?ED ?D 7 9EKDJ
EJ>;H J>7D J>; 9EKDJHO OEK B?L; ?D 1>7B; ED L797J?ED ?< OEK =E JE 9EDD;¢
J>; .0 137J?EDI OEK IJH;7C M>?B; 7J >EC; OEK C70 H;9;?L; 7 C;lII7=; 170?D= J>7J
J>?1 9EDJ;DJ ?I DEJ 7L7?B78B; EKJI?:; E< J>ESHUDIHOEK M7J9> OEKH
<7LEKH?J; IFEHJI J;7C EH 9EDJ?DK; M7J9>?D=J>7J I;H?;| OEK IJ7HJ;: ED (;J<B?
0*(C70 8; J>; 7DIM;H EH ;N7CFB; ?<OEK 7H; 7 7D7:?7D ED L797J?ED ?D
“N?9E OEK MEKB: IJ7HJ 7 0*( 9EDD;9J?ED JE 7 7D7:?7D 0*( 7D: J>;D 9EDD;9J
JE OEKH 7D7:?7D 1JH;7C?D= .0 BF>;, 7FF ?J M?BB 7FF;7H OEK 7H; ?D 7D7:7
(EJ; IEC; 1JH;7C?D= I;HL?9;1 :;3;93 9;HJI7?D 0*( FHEL?:;HI 7D: OEK M?BB 13?BB DE
8; 78B; JE L?;M J>; 9EDJ;DJ OEK M7DJ

V ::?D= D9HOFJ?ED JE /D;D9HOFJ;: ECCKD?97J?EDI
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a #< OEK 7H; KI?D=7 FK&B?3>>EJIFEJ ?; ED; M>;H; OEK :?: DEJ D;;: JE ;DJ;H 7
F7IIMEH: 7D: 9ECCKD?97J?D= M?J> 7 M;8 1?J; J>7J :E;| DEJ KI; ;DOHOFJ?ED ?; .
F7:BE9A IOC8EB ?D OEKH 8HEMI;H 7::H;ll 87H ?I KDBE9A;: J>;D KI?D=7 0*( ?1 7
M70 E< ;D9HOFJ?D= OEKH 9ECCKD?97J?EDPED FKE&EFA?D= J>;C CEH,;

FH?L7J,;

V '7TA?D= 2EKH #DJ;HD;J 9J?L?J3?;| 'EH; *H?L7J,
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Figure 18.1 Bluetooth log
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OEKH M?H;B;1l ;7H8K:1 M?J> 8EJ> OEKH F>ED; 7D: 9ECFKJ;H EH J78B;J



Bluetooth 91

9 @6 67/>99>2 '=/=

:3./73- 98>+-> & <+-381

Figure 18.2 App-based COVID contact tracing

EDJ79J JH79?D= ?1 J>; FHE9;ll E< ?:;DJ?<0?D= F,;EFB; M>E >7L; >7: 9BEI, 9EDJ79J M?J> 7D ?D<;9
?D:?L?:K7B ;= )O# . H7:?J?ED7BBOH;B?;: ED J>;, C;CEHO E< 7D ?D<;9J;: F;HIED JE J;BB FK8E
>,7BJ> ER9?7BI 78EKJ J>;?H CEL;C;DJI 7D: J>; F,EFB; J>,0 C70 >7L; 9EC,; ?DJE 9BEI; 9EDJ79J M?.
BK;JEEJ> ?I DEM 8;?D=KI;: 71 7 C; 7Dl E< JH79A?D= EJ>;H CE87?B; F>ED;| J>7J 9EC; M?J>?D H7D=
OEKH CE87?B; F>ED; :KH?D= F7D:;C?9I .>?1 IEHJ E< :7J7 97D 8; KI;<KB <EH ¥FR8EF'E] 2JBJ> E<



92
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. H79;E=;J>H 7FF :;1?=D M7I1 C;7DJ JE 7BB;L?7J; FH?L790 9ED9;HDI

V *HIED7B :;J77BI ;= J>; KI;HI D7C; M71 DEJ 9EBB;9J;:

V #D<EHC7J?ED ED 9BEI; 9EDJ79J1 M71 H;9EH:;: KI?D=7 J;,CFEH7HO :?=?J7B # M>?79> EDE
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-?D=7FEH; >71 C7:; J>; J;9>DEBE=O0 8;>?D: J>; 7FF [EF;D IEKHO;\ 7D: HiFEHJI J>7J EJ>H 9EKDJH?
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D:HE?: 7D: ?*>ED:l
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Figure 18.3 Tacking wristband

JJ>; IJ7THI E< J>; )0# F7D:;C?9 J>; 70C7D #IB7D:1 9BEI;: ?JI 8EH:;HI 7D: 7<J;H 78EKJ CEDJ>I
E<9BEI;: 8EH:;HI 7D: :?1;71; JH7DIC?II?ED FH;L;DJ?ED C;7IKH;l ; = 9KH<;MI C71Al ?D FK8B?9 ;J9
J>; 70C7D =EL;HDC;DJ M71 78B; JE ;B?C?D7J; 9ECCKD?JO JH7DIC?II?ED E< )0# M?J>?D J>; J>H
70C7D #I1B7D:I 1J>; 8EH:;HI ?D9H;C;DJ7BBO 7D: IBEMBO EF;D;: J>; =EL;HDC;DJ H;GK?H;: 7BB
?DI9EC?D= JH7L;BB;HI JE GK7H7DJ?D; ?D 7 <79?B?JO EH J>;?H EMD >EC; 7D: Kl;: 7 9EC8?D7J?EI
BK;JEEJ> J;9>DEBE=0 JE ;DIKH; F;EFB; :?: DEJ B;7L; J>,?H GK7H7DJ?D; BE97J?ED :KH?D= J>; GK
F,H?E: .>?1 M71 799ECFB?I>;: 80 BESA?D=7 BK;JEEJ> ;D78B;: 8H79;B,MH2ZBIEAB;F7?H?D=

J>; 8H79;B;J JE 7 =EL;HDC;DJ ?IIK;: I*- ;D78B;: CE8?7B; F>ED; #< J>; F;HIED M;7H?D=J>; 8H79;B;J
CEL;: JEE <7H <HEC J>; F>ED; EH ?< J>; CE87B; F>ED; CEL;: JEE <7H <HEC J>; GK7H7DJ?D; BE9"
7B7HCI MEKB: 8; 79J?L7J;: 7D: =EL;HDE€DPE3I DEJ?<?;: J J>;;D: E<J>; GK7H7DJ?D; F;H?E:
7IIKC?D=7 D;=7J7?L; )0# J;IJ J>; BK;JEEJ> 8H79;B;J M7 SKJ[E<F;EFB; 9EKB: =E 78EKJ J>;?H
8KI?D;ll M?J>EKJ J>; H;GK?H;C;DJ JE IE9?7BBO :?1J7D9; EH M;7H 7 C71A 71 9ECCKD?JO JH7DIC?I
8;;D ;B?C?D7J;: .>;H; M;H; 7 DKC8;H E< EJ>;H 1J;FI 7D: 9>;9Al ?D J>?1 FHES;Il 7D: J>; FHES;II;|
FHEL;: L;HO9J?L; M?J> BK;JEEJ> J;9>DEBE=0 FB70?D=7 C7T@EH HEB; ?D J>?1 IJH7J;=0
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Figure 18.4 Bluetooth tracking tag attached to keys

BK;JEEJ> JH79A?D=J7=I 7H; IC7BB J7=| @B IHFDEKH A;O0l OEKH M7BB;J OEKH IK?J97I; OEKH
8?79098B; ;J9 .>;0 7BBEM OEK JE KI; OEKH F>ED; JE BE97J; J>; J7= 7D<PN;?JE ABB 7<
ADEMD BK;JEEJ> JH79A;HI 7H; C728807J; -B?C -J?9A;H 7D: CEH; H;9;DJBO 80 FFB,;

?H.7=I

>, JH79A?D=J7=?JI;BX!"IOBE87B *EI?J?ED?D= -OI1J;C ;D78B;: J>; J7= 9EDD;9JI JE OEKH CE87?B,;
F>ED; M>?9>>7I|!*- JE ADEM ?JI BE97J?ED .>?1 7BBEMI J>; BK;JEEJ> J7=JE KI; @KIJ 7 IC7BB 7(

9>7D=; J>; J7= EH 9>7D=; J>; 87JJ;HO ?D J>; J7= ?<?J M7I1 ;;1?=D;: M?J> 7 H;FB79;78B; 87JJ;HO

-E ?< At BK;JEEJ>9EDD;9J?ED H7D=; 78EKJ <;;J C;JH;l J>7J C7A;l1 3>?1 J;9>DEBE=0O MEHA
M>7J >7FF;DI M>;D J>; J7= ?| EKJ E< H7D=; E< OEKHBB>ER?%D;: JE 9EDD;9J JE (2

CE87?B; F>ED; J>7J >71 J>; JH79A?D= J7= 7FF ?DIJ7BB;: 7D: J>7J 7FF EDOSEBIBH-FEDED"
;11;DJ?7BBO H;FEHJI J>; BE97J?ED E< OEKH J7=JE OEK .>; |7C; J>?D= ?| >7FF;D?D= ED OEKH CE
?J A;;FI JH79A E< OEKH J7=I 7D: I>EMI OEK J>;?H BE97J?EDI 7D: 7BIE H;FEHJI J>; BE97J?EDI E<
F,EFBY7=I J>?1 7BB >7FF;DI ?D J>; 879A=HEKD: OEKIMEKB-IBO 8; 7TM7H; J>7J J>7?| ?| =E?D=
ED
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