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Figure 1.1 The operating system sits 
between the hardware and user. 
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Figure 1.2 Canon camera updating firmware. 
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Figure 2.2 Malware pretending to be antivirus 
software. 
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Figure 3.1 Geolocation utilizes satellites or cell towers for positioning 
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Table 4.1 Traditional eTransfer vs. Cryptocurrency Transfer 

Traditional eTransfer Cryptocurr ency Transfer 

Who knows 
about the 
transfer? 

*;HIED���7D:�J>;?H�87DA��

*;HIED���7D:�J>;?H�87DA��

*;HIED���7D:�*;HIED���7D:�J>;�9HOFJE9KHH;D9O�
�;�=��8?J9E?D��[8BE9A9>7?D\��

Ar e the true 
identities of 
Person 1 and 
2 known? 

2;I	�8O�J>;�87DAI�?DLEBL;:�� (EJ�D;9;II7H?BO	�J>;O�9EKB:�8;�7DEDOCEKI��

Who keeps the 
records of the 
transaction? 

.>;�87DAI�?DLEBL;:�� .>;�[8BE9A9>7?D\��

Ar e these 
records 
private or 
public? 

*H?L7J;� *K8B?9��9;HJ7?D�:;J7?BI���

Ar e there fees 
to transfer the 
funds? 

-EC;J?C;I�J>;H;�7H;�87DA�<;;I	�;IF;9?7BBO�<EH�
?DJ;HD7J?ED7B�JH7DI79J?EDI��

2;I	�<;;I�L7HO	�8KJ�7H;�HEK=>BO�9ECF7H78B;�JE�
JH7:?J?ED7B�87DA�<;;I��

How fast does 
the transfer 
happen? 

1 ?J>?D�OEKH�>EC;�9EKDJHO�J>;�JH7DI<;H�?I�
KIK7BBO�<7IJ��>EM;L;H	�?<�9HEII?D=�
?DJ;HD7J?ED7B�8EH:;HI�J>;�JH7DI<;H�KIK7BBO�
J7A;I�7�DKC8;H�E<�:7OI��

�KHH;DJBO	�7L;H7=?D=��
��C?DKJ;I�H;=7H:B;II�
E<�M>;J>;H�J>;�JH7DI79J?ED�?I�:EC;IJ?9�EH�
?DJ;HD7J?ED7B��#D�IEC;�97I;I	�JH7DI79J?EDI�97D�
J7A;�:7OI��

#D�8BE9A9>7?D	�J>;�H;9EH:I�7H;�H;<;HH;:�JE�7I�8BE9AI	�7D:�J>;�8BE9AI�7H;�9>7?D;:��EH�B?DA;:��JE=;J>;H�
KI?D=�9HOFJE=H7F>?9�C;J>E:I�M>?9>�7H;�:;I?=D;:�JE�;DIKH;�J>;�H;9EH:�A;;F?D=�?I�I;9KH;	�L;H?<?78B;�7D:�
F;HC7D;DJ���::?J?ED7BBO	�J>;�H;9EH:�A;;F?D=�?I�:;9;DJH7B?P;:�7D:�:?IJH?8KJ;:�79HEII�7�DKC8;H�E<�
:?<<;H;DJ�9ECFKJ;H�IOIJ;CI��DE:;I��JE�79>?;L;�J>;I;�=E7BI��
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Figure 4.1 Cryptocurrency uses blockchain technology. 
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Figure 4.2 Legality of bitcoin by country or territory. [Image description] 
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Figure 4.3 Bitcoin (BTC) trading price on Nasdaq [Image description] 
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Figure 5.1 Use Web Search Strategies 
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Figure 7.1 When you have a question/problem, the crowd will have many ideas and opinions on how to solve your 
problem. 
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Figure 7.2 Beware of fake reviews 
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Figure 8.3 The Surface Web, Deep Web & Dark Web 
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Figure 8.4 ItÕs a good idea to have a professional online presence. 
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.>;�;C7?B�7FF�ED�OEKH�F>ED;�J78B;J�9ECFKJ;H�B?A;BO�IKFFEHJI�CKBJ?FB;�;C7?B�799EKDJI	�IE�?J^I�;7IO�JE�
9>;9A�7BB�OEKH�799EKDJI�<HEC�ED;�7FF��1>;D�OEK�H;FBO�JE�7D�;C7?B	�?J�M?BB�8;�<HEC�OEKH�799EKDJ�J>7J�J>;�
C;II7=;�M7I�EH?=?D7BBO�I;DJ�JE	�IE�J>?I�>;BFI�A;;F�J>?D=I�EH=7D?P;:��1>;D�IJ7HJ?D=�JE�9ECFEI;�7�D;M�
;C7?B�J>EK=>	�OEK�M?BB�D;;:�JE�9EDI9?EKIBO�F?9A�M>?9>�;C7?B�799EKDJ�OEK�M7DJ�JE�I;D:�[ HEC\��

&9��

�..</==��995=�

/I;�J>;�[7::H;II�8EEA\�?D�OEKH�;C7?B�IOIJ;C�JE�A;;F�JH79A�E<�J>;�F;EFB;�OEK�9EHH;IFED:�M?J>���DIKH;�
OEK�>7L;�7D�;DJHO�<EH�[IKHD7C;\�7I�M;BB�7I�J>;�[<?HIJ�D7C;\	�I?D9;�?<�OEK�>7L;���9EDJ79JI�D7C;:�
,E8;HJ	�OEK�M7DJ�JE�ADEM�M>?9>�ED;�JE�F?9A��

�3=><3,?>398��3=>=�

�E�OEK�>7L;�7�=HEKF�E<�F;EFB;�OEK�;C7?B�H;=KB7HBO	�F;H>7FI�7�=HEKF�7J�MEHA	�EH�IEC;J>?D=�B?A;�7�IFEHJI�
J;7C	�DED
FHE<?J�EH=7D?P7J?ED	�9BK8�EH�8H?:=;�=HEKF�OEK�8;BED=�JE���H;7J;�7�:?IJH?8KJ?ED�B?IJ	�IE�7BB�OEK�
JOF;�?I�J>;�D7C;�E<�J>;�:?IJH?8KJ?ED�B?IJ	�J>;D�J>;�;C7?B�C;II7=;�M?BB�8;�I;DJ�JE�7BB�J>;�7::H;II;I�?D�J>;�
B?IJ��#<�OEK�7H;�KI?D=�7�:?IJH?8KJ?ED�B?IJ	�C7A;�7�9EDI9?EKI�9>E?9;�78EKJ�FKJJ?D=�?J�?D�;?J>;H�J>;�[.E�\�<?;B:�
�M>;H;�;L;HOED;�M?BB�I;;�7BB�J>;�EJ>;H�;C7?B�7::H;II;I�J>;�C;II7=;�?I�8;?D=�I;DJ�JE��EH�FKJJ?D=�?J�?D�J>;�
[����\�<?;B:��M>;H;�DE�ED;�M?BB�I;;�7BB�J>;�EJ>;H�;C7?B�7::H;II;I�J>;�C;II7=;�?I�8;?D=�I;DJ�JE��
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[�9\�?I�7D�788H;L?7J?ED�<EH�[�7H8ED��EFO\���79A�?D�J>;�:7OI�8;<EH;�F>EJE9EF?;HI	�7�F?;9;�E<�97H8ED�
F7F;H�8;JM;;D���I>;;JI�E<�F7F;H�?D�7�JOF;MH?J;H�M7I�J>;�M7O�7�9EFO�E<�J>;�B;JJ;H�C;II7=;�M7I�C7:;��#D�
JE:7O^I�;C7?B�MEHB:	�[�9\�?I�JOF?97BBO�KI;:�JE�B;J�7DEJ>;H�F;HIED�I��ADEM�78EKJ�J>;�9EDJ;DJI�E<�J>;�
;C7?B��.>?I�:?<<;HI�<HEC�J>;�[.E�\�<?;B:	�M>?9>�?I�KIK7BBO�7::H;II;:�JE�J>;�F;HIED�I��J>7J�M;�M7DJ�JE�:E�
IEC;J>?D=��;�=��7DIM;H�7�GK;IJ?ED	�C7A;�7D�7FFE?DJC;DJ	�;J9��	�J>;�;C7?B�7::H;II�M;�FKJ�?D�J>;�[�9\�
<?;B:�?I�JOF?97BBO�<EH�J>;�[?D<EHC7J?ED\�E<�J>7J�F;HIED��DEJ�<EH�J>;?H�79J?ED���

9.1 Addressing Email 

�--��

[�99\�?I�7D�788H;L?7J?ED�<EH��B?D:��7H8ED��EFO	�7D:�?I�IEC;M>7J�I?C?B7H�JE�J>;�[�9\�<?;B:	�M?J>�ED;�
?CFEHJ7DJ�:?<<;H;D9;�Y�L?I?8?B?JO�E<�J>;�EJ>;H�H;9?F?;DJI�E<�J>;�C;II7=;��(EHC7BBO	�?<�J>;H;�?I�CEH;�J>7D�
ED;�;C7?B�7::H;II�?D�;?J>;H�J>;�[.E�\�EH�J>;�[�9�\�<?;B:	�;L;HOED;�H;9;?L?D=�7�9EFO�E<�J>;�;C7?B�97D�I;;�
7BB�J>;�EJ>;H�F;EFB;^I�;C7?B�7::H;II;I�J>7J�7H;�7BIE�H;9;?L?D=�7�9EFO��

#<�OEK�FKJ�7D�;C7?B�7::H;II�?D�J>;�[�99\�<?;B:	�7DO�;C7?B�7::H;II;I�B?IJ;:�?D�;?J>;H�J>;�[.E�\�EH�[�9�\�
<?;B:�M?BB�DEJ�ADEM�J>7J�7�9EFO�E<�J>;�C;II7=;�M;DJ�JE�J>;�F;HIED�I��?D�J>;�[�99�\�<?;B:��>EM;L;H	�J>;�
F;HIED�B?IJ;:�?D�J>;�[�99�\�<?;B:�M?BB�I;;�J>;�;C7?B�7::H;II;I�B?IJ;:�?D�J>;�[.E�\�7D:�[�9�\�<?;B:I	�8KJ�DEJ�
7DO�EJ>;H�;C7?B�7::H;II;I�J>7J�7H;�7BIE�?D�J>;�[�99�\�<?;B:��

-EC;J?C;I	�OEK�C?=>J�M7DJ�JE�I;D:�7D�;C7?B�JE�7�=HEKF�E<�F;EFB;	�7D:�:E�?J�?D�IK9>�7�M7O�IE�J>7J�J>;�
F;EFB;�OEK�7H;�;C7?B?D=�97D^J�I;;�;79>�EJ>;ĤI�;C7?B�7::H;II	�7D:�7BIE�MED^J�8;�78B;�JE�[,;FBO��BB\�JE�
;L;HOED;�� EH�;N7CFB;	�7�H;7BJEH�I;D:?D=�FHEF;HJO�B?IJ?D=I�JE�J>;?H�9B?;DJI	�EH�7�8KI?D;II�I;D:?D=�EKJ�7�
IF;9?7B�FHECEJ?ED�JE�?JI�9B?;DJI	�;J9��.>?I�9EKB:�8;�799ECFB?I>;:�8O�FKJJ?D=�7BB�J>;�;C7?B�7::H;II;I�E<�
J>;�=HEKF�?D�J>;�[�99�\�<?;B:	�7D:�FKJJ?D=�OEKH�EMD�;C7?B�7::H;II�?D�J>;�[.E�\�<?;B:��7I�CEIJ�;C7?B�
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FHE=H7CI�H;GK?H;�7J�B;7IJ�ED;�7::H;II�?D�J>;�[.E�\�<?;B:���#J�?I�?CFEB?J;�EH�[87:�<EHC\�JE�H;L;7B�F;EFB;^I�
;
C7?B�7::H;II;I�

JE�EJ>;H�F;EFB;	�M?J>EKJ�F;HC?II?ED��#<�7��7IA�OEK�<EH�8�^I�;
7::H;II	�OEK�97D�<EHM7H:�7�^I�H;GK;IJ�JE�8��
M?J>�J>;�C;II7=;�[.>?I�F;HIED�7IA;:�<EH�OEKH�;
C7?B�7::H;II�Z�H;FBO�?<�OEK�M?I>��";�JEE�?I�CO�<H?;D:�
7D:�#�JHKIJ�>?C�\��

%?,4/->��38/=�

��:;I9H?FJ?L;�[IK8@;9J�B?D;\��J>;�ED;�B?D;�IKCC7HO�E<�OEKH�;C7?B��97D�8;�F7HJ?9KB7HBO�?CFEHJ7DJ�<EH�
;<<;9J?L;�;C7?B�9ECCKD?97J?EDI���EDI?:;H�J>;�<EBBEM?D=��

-EC;J?C;I�F;EFB;�M?BB�@KIJ�I97D�J>;�B?IJ�E<�;C7?B�?D�J>;?H�?D8EN��?�;��J>;O�I;;�J>;�IK8@;9J�B?D;I	�8KJ�DEJ�
J>;�8E:O�E<�J>;�;C7?BI��IE�7�:;I9H?FJ?L;�IK8@;9J�B?D;�>;BFI�F;EFB;�:;9?:;�?<�J>;O�I>EKB:�EF;D�J>;�;C7?B�
H?=>J�7M7O��;�=��JE:7O^I�C;;J?D=�97D9;BB;:�	�EH�M7?J�KDJ?B�B7J;H��;�=��H;L?;M�J>?I�<EH�EKH�;D:�E<�M;;A�
C;;J?D=���

#<�OEK�>7L;�>7:�7D�;C7?B�;N9>7D=;�M?J>�IEC;ED;�78EKJ�ED;�JEF?9	�7D:�J>;D�OEK�9>7D=;�JEF?9I	�;DIKH;�
OEK�KF:7J;�J>;�IK8@;9J�B?D;��

�>>+-27/8>=�

2EK�97D�7JJ79>�:E9KC;DJI	�F?9JKH;I	�IFH;7:I>;;JI�Y�;II;DJ?7BBO�7DO�JOF;�E<�;B;9JHED?9�<?B;�JE�OEKH�;C7?B�
C;II7=;I���;�7M7H;�J>7J�:?<<;H;DJ�;C7?B�IOIJ;CI�>7L;�:?<<;H;DJ�I?P;�B?C?JI�<EH�J>;?H�7JJ79>C;DJI	�IE�?<�
OEK�7H;�FH;L;DJ;:�<HEC�I;D:?D=�7�B7H=;�=HEKF�E<�<?B;I	�OEK�C7O�D;;:�JE�;?J>;H�I;D:�7�IC7BB;H�=HEKF�E<�
<?B;I	�EH�9ECFH;II�J>;�I?P;�E<�IEC;�E<�J>;�<?B;I��J>?I�?I�9ECCED�M>;D�I;D:?D=�F?9JKH;I���

�>3;?/>>/�+8.��/=>�"< +->3-/�

.>;H;�7H;�9;HJ7?D�9EDL;DJ?EDI�M?J>�H;IF;9J�JE�;C7?B�J>7J�;D9EKH7=;�J>;�FEB?J;�7D:�;<<?9?;DJ�;N9>7D=;�E<�
C;II7=;I��

V� �>EEI;�97H;<KBBO�8;JM;;D�[,;FBO\�7D:�[,;FBO�7BB�\�/DB;II�OEK�J>?DA�;L;HOED;�M>E�H;9;?L;:�
J>;�EH?=?D7B�;C7?B�D;;:I�JE�I;;�OEKH�H;FBO	�:ED Ĵ�KI;�[,;FBO�7BB\��(E�ED;�M7DJI�JE�>7L;�;C7?B�
?D�J>;?H�?D8EN�J>7J�?ID^J�H;B;L7DJ�JE�J>;C�EH�J>;?H�@E8��

V�  E9KI�ED�ED;�JEF?9�F;H�;C7?B��#<�OEK�>7L;���:?IJ?D9J�J>?D=I�JE�:?I9KII�M?J>�IEC;ED;	�9EDI?:;H�
I;D:?D=�J>;C���I;F7H7J;�;C7?BI��.>7J�M7O	�?<�J>;O�ADEM�J>;�7DIM;H�JE�ED;�J>?D=�8KJ�DEJ�J>;�
EJ>;H	�J>;O�97D�7DIM;H�ED;�C;II7=;�H?=>J�7M7O	�7D:�J>;D�MEHA�ED�J>;�7DIM;H�JE�J>;�EJ>;H�
C;II7=;��

V�#D9BK:;�7�I?=D7JKH;�8BE9A��#<�J>;�;C7?B�799EKDJ�OEK�7H;�KI?D=�8;BED=I�JE�7�9ECF7DO	�J>;�
9ECF7DO�B?A;BO�>7I�7�IJ7D:7H:�EH�IJOB;�=K?:;�<EH�J>;?H�I?=D7JKH;�8BE9A����9ECF7DO�I?=D7JKH;�
8BE9A�KIK7BBO�?D9BK:;I��

a� ��F;HIED Î�D7C;�
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a� .>;?H�FEI?J?ED�?D�J>;�9ECF7DO�

a� .>;�F;HIEDÎ�9ECF7DO�F>ED;�DKC8;H���;NJ;DI?ED�

��F;HIED7B�;C7?B�I?=D7JKH;�8BE9A�9EKB:�I?CFBO�B?IJ�OEKH�D7C;�7D:�CE8?B;�F>ED;�DKC8;H��#<�OEK�>7L;�
CKBJ?FB;�;C7?B�7::H;II;I	�CEIJ�;C7?B�7FFI�IKFFEHJ�>7L?D=�:?<<;H;DJ�I?=D7JKH;I�<EH�;79>�799EKDJ��

V� �ED^J�-")/. ��. OF?D=�?D��&&���*#.�&�&�..�,-�?I�9EDI?:;H;:�I>EKJ?D=	�7D:�:ED^ J�
EL;HKI;�J>;�;N9B7C7J?ED�FE?DJ������

V�*HEE<H;7:��/IK7BBO�7DO�C?IIF;BB;:�MEH:I�7H;�KD:;HB?D;:�?D�H;:��>EM;L;H	�:ED Ĵ�7IIKC;�J>7J�
8;97KI;�J>;H;�7H;�DE�IF;BB?D=�C?IJ7A;I�J>7J�;L;HOJ>?D=�=EJ�JOF;:�?D�7I�OEK�?DJ;D:;:�� EH�
;N7CFB;�8EJ>�J>;�F>H7I;I�[FK8B?9�7DDEKD9;C;DJ\�7D:�[FK8?9�7DDEKD9;C;DJ\�7H;�IF;BB;:�
9EHH;9JBO	�8KJ�?J^I�B?A;BO�OEK�M7DJ;:�J>;�<?HIJ�F>H7I;	�DEJ�J>;�I;9ED:	�?D�OEKH�;C7?B��

V�1 7J9>�OEKH�JED;��#<�OEK�H;9;?L;�7D�;C7?B�J>7J�?D<KH?7J;I�OEK	�9EDI?:;H�M7?J?D=�JE�H;FBO	�EH�?<�
OEK�CKIJ�MH?J;�J>;�H;FBO�H?=>J�7M7O	�J>;D�MH?J;�?J	�I7L;�?J	�7D:�H;
H;7:�?J�B7J;H�8;<EH;�FH;II?D=�
[-;D:\���BIE	�8;�97KJ?EKI�M>;D�KI?D=�>KCEH	�C7O8;�J>;�EJ>;H�F;HIED�C?II;I�J>;�>KCEKH	�7D:�
;D:I�KF�E<<;D:;:�8O�M>7J�?I�MH?JJ;D��

V�(EJ>?D=�?I�9ED<?:;DJ?7B��2EK�9EKB:�C7HA�7D�;C7?B�7I�9ED<?:;DJ?7B��>EM;L;H	�?J�?I�;NJH;C;BO�
;7IO�JE�<EHM7H:�7D�;C7?B	�7D:�J>;H;^I�DEJ>?D=�JE�IJEF�IEC;ED;�<HEC�<EHM7H:?D=�OEKH�;C7?B�JE�
IEC;ED;�OEK�:?:DĴ�?DJ;D:�JE�I;;�?J�Y�IE�MH?J;�799EH:?D=BO��
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Figure 9.2 Some unsolicited spam email 

-F7C�?I�7�J;HC�KI;:�JE�H;<;H�JE�@KDA�;C7?B���99EH:?D=�JE�J>;�-F7C&7MI�M;8I?J;��

V� 'EH;�J>7D����E<�;C7?BI�7H;�IF7C	�M>?9>�;GK7J;I�JE�CEH;�J>7D���8?BB?ED�IF7C�;C7?BI�
8;?D=�I;DJ�ED�7�:7?BO�87I?I��

V� .>;���B7H=;IJ�9EDJ;DJ�97J;=EH?;I�E<�J>;I;�C;II7=;I�7H;��

a� ����7:L;HJ?I?D=��8KO�IEC;J>?D=��

a� ����7:KBJ�9EDJ;DJ��FEHD	�:7J?D=�I?J;I	�;J9���

a� ����<?D7D9?7B��D;MI	�BE7DI	�H;<KD:I	�H;M7H:I	�;J9���

V�-97CI�7D:�<H7K:�799EKDJ�<EH�78EKJ������E<�7BB�IF7C�;C7?BI	�7D:�F>?I>?D=�;C7?BI��?:;DJ?JO�
J>;<J�E<�F;HIED7B�?D<EHC7J?ED	�9H;:?J�97H:�?D<EHC7J?ED	�;J9���C7A;�KF�7FFHEN?C7J;BO�`�E<�J>;�
I97C�;C7?BI��

 EH�IF7C�;C7?B�J>7J�?I�I?CFBO�KDM7DJ;:�7:L;HJ?I?D=	��7D7:7^I��DJ?
-F7C�&;=?IB7J?ED����-&��7D:�J>;�
/-� Î��EDJHEBB?D=�J>;��II7KBJ�E<�(ED
-EB?9?J;:�*EHDE=H7F>O�7D:�'7HA;J?D=��9J����(
-*�'��9J��
H;GK?H;I�KDIEB?9?J;:�9ECC;H9?7B�;
C7?B�C;II7=;I�JE�8;�B78;B;:�7D:�JE�?D9BK:;�EFJ
EKJ�?DIJHK9J?EDI�7D:�
J>;�I;D:;H Î�F>OI?97B�7::H;II�JE�>;BF�FHEJ;9J�F;EFB;�<HEC�H;9;?L?D=�;C7?B�J>;O�:ED^J�M7DJ��-EC;�B7MI�
H;GK?H;�;C7?B�I;D:;HI�JE�=;J�F;HC?II?ED�<HEC�J>;�EMD;H�E<�7D�;C7?B�7::H;II�FH?EH�JE�7DO�
9ECCKD?97J?ED��
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2EK�97D�KI;�J>;�[/DIK8I9H?8;\�B?DA�?D�9ECC;H9?7B�;C7?B�JE�A;;F�OEKH�;C7?B�C7D7=;78B;��#<�OEK�>7L;�
I?=D;:�KF�<EH�7�D;MIB;JJ;H	�DEJ?9;�E<�ED
I7B;�?J;CI�;J9�	�[KDIK8I9H?8;\�<HEC�7DO�I;HL?9;I�OEK�7H;�DE�
BED=;H�KI?D=�Y�J>;H;�I>EKB:�8;�7D�KDIK8I9H?8;�B?DA	�?J^I�E<J;D�7J�J>;�;D:�E<�J>;�;C7?B�?D�J>;�<?D;�FH?DJ��
(EJ;	�J>7J�[I97C\�;C7?BI�M?BB�B?A;BO�DEJ�FHEL?:;�7�H;7B�KDIK8I9H?8;�B?DA	�7D:�C7O�JHO�7D:�JH?9A�OEK�?DJE�
FHEL?:?D=�F;HIED7B�?D<EHC7J?ED�EH�?DIJ7BB?D=�C7BM7H;�M>;D�OEK�JHO�JE�KDIK8I9H?8;�Y�:E�DEJ�KI;�J>;�
KDIK8I9H?8;�B?DA�?D�I97C�;C7?BI��

"23=2381��7+36=�

Figure 9.3 A common request in phishing emails 

��[F>?I>?D=\�;C7?B�?I�7D�;C7?B�I;DJ�JE�OEK�M?J>�J>;�?DJ;DJ�E<�JH?9A?D=�OEK�?DJE�9B?9A?D=�7�C7B?9?EKI�B?DA	�
:EMDBE7:?D=�C7BM7H;	�EH�I>7H?D=�I;DI?J?L;�?D<EHC7J?ED��*>?I>?D=�97D�7BIE�E99KH�L?7�7�J;NJ�C;II7=;	�7�
IE9?7B�C;:?7�FEIJ	�EH�7�F>ED;�97BB��.>;�I97CC;H�?I�JOF?97BBO�7<J;H�;?J>;H�OEKH��?:;DJ?JO	�F7IIMEH:I�7D:�
EH�OEKH�CED;O��

-EC;�F>?I>?D=�;C7?BI�7H;�;7IO�JE�?:;DJ?<O��J>;O�7FF;7H�JE�9EC;�<HEC�7�8KI?D;II�OEK�:ED^J�KI;	�J>;O�
>7L;�FEEH�=H7CC7H�EH�IF;BB?D=�	�8KJ�EJ>;HI�97D�BEEA�CEH;�B;=?J?C7J;��

�;�97KJ?EKI�E<�7DO�C;II7=;�J>7J��

V�"7I�7D�KH=;DJ�H;GK;IJ��;�=��9ED<?HC�OEKH�F7IIMEH:�EH�OEK�M?BB�BEI;�799;II�JE�OEKH�799EKDJ���

V�-7OI�J>;O^L;�DEJ?9;:�IEC;�IKIF?9?EKI�79J?L?JO�EH�BE=
?D�7JJ;CFJI	�7D:�M7DJ�OEK�JE�9B?9A�ED�7�
B?DA�?D�J>?I�C;II7=;�7D:�FHEL?:;�OEKH�KI;HD7C;�7D:�F7IIMEH:��(EJ;	�IEC;�E<�J>;I;�C;II7=;I�
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Figure 10.1 Cloud Computing 
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Figure 11.1 Staying Organized 
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Figure 11.2 Calendar/Time Management 
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Figure 11.3 Contact 
management: name, 
address, phone, email, 
etc. 
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Figure 11.4 To-Do Lists 
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Figure 11.5 Notes Apps 
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�+ @9?<3>/=��9957+<5=�

��M;8�8HEMI;H��;�=�� ?H;<EN	��>HEC;	�-7<7H?	��:=;��8EEAC7HA��IEC;J?C;I�97BB;:�7�<7LEH?J;��?I�7�
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F7=;I�M?J>�BED=�7::H;II;I�EH�<EH�799;II?D=�7�IF;9?<?9�F7HJ�E<�7�M;8I?J;��?�;��EJ>;H�J>7D�J>;�>EC;F7=;��
J>7J�C7O�J7A;�CKBJ?FB;�CEKI;�9B?9AI�JE�D7L?=7J;�JE��
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�EEAC7HAI�97D�I7L;�OEK�J?C;�799;II?D=�OEKH�<7LEKH?J;�M;8�F7=;I	�7D:�C7A;�?J�;7I?;H�JE�=;J�JE�J>;�H?=>J�
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'7DO�M;8�8HEMI;HI�IKFFEHJ�I>7H?D=�OEKH�8EEAC7HAI�79HEII�OEKH�:;L?9;I��7IIKC?D=�OEK�BE=�?DJE�J>;�
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 EB:;HI��7BIE�97BB;:�:?H;9JEH?;I��97D�8;�KI;:�7I�7�M7O�E<�EH=7D?P?D=�OEKH�9ECFKJ;H�<?B;I��.>;�9ED9;FJ�?I�
I?C?B7H�JE�H;7B�MEHB:�F>OI?97B�<?B;I	�<EH�;N7CFB;	�F7F;H
87I;:�<?B;I�IEC;�:E9JEHI�EH�:;DJ?IJI�MEKB:�A;;F�
ED�J>;?H�F7J?;DJI���79>�F7J?;DJ�>7I�7�<?B;�<EB:;H	�7D:�7BB�H;B;L7DJ�F7F;H�DEJ;I	�J;IJ�H;IKBJI	�;J9��=;J�IJEH;:�
?D�7�<EB:;H�� EH�;L;HO�D;M�F7J?;DJ	�7�<?B;�<EB:;H�?I�9H;7J;:	�7D:�ED�;79>�IK8I;GK;DJ�L?I?J	�?D<EHC7J?ED�
78EKJ�J>;�F7J?;DJ^I�L?I?J�?I�<?B;:�?D�J>;?H�<EB:;H��

�ECFKJ;HI�>7L;�7�I?C?B7H�<EB:;H��:?H;9JEHO��C7D7=;C;DJ�IOIJ;C	�7D:�KI;�J>;�9ED9;FJ�E<�7�IK8<EB:;H�
�7BIE�97BB;:�7�IK8:?H;9JEHO��JE�<KHJ>;H�H;<?D;�J>;�EH=7D?P7J?ED�E<�J>;�<?B;I����IK8<EB:;H��IK8:?H;9JEHO��?I�
ED;�J>7J�?I�8;D;7J>�7�<EB:;H��EH�:?H;9JEHO��� EH�;N7CFB;	�B;J^I�I7O�OEK�>7L;�<EB:;HI�<EH��F>EJEI	�CKI?9�
7D:�:E9KC;DJI��

V�  EH�OEKH�F>EJEI	�OEK�C?=>J�M7DJ�JE�>7L;�IK8
<EB:;HI�<EH�;79>�O;7H��

V�  EH�OEKH�CKI?9	�OEK�C?=>J�M7DJ�JE�>7L;�IK8
<EB:;HI�8O�7HJ?IJ	�7D:�7DEJ>;H�B;L;B�E<�IK8
<EB:;H�
8;D;7J>�J>;�7HJ?IJ�<EH�J>;�7B8KC��

V�  EH�:E9KC;DJI	�OEK�C?=>J�M7DJ�IK8
<EB:;HI�<EH�I9>EEB	�MEHA�7D:�F;HIED7B��2EK�9EKB:�9H;7J;�
7::?J?ED7B�IK8
<EB:;HI�8;D;7J>�;79>�E<�J>;I;�IK8
<EB:;HI�JE�C7A;�<KHJ>;H�H;<?D;C;DJI	�<EH�
;N7CFB;�8;D;7J>�J>;�I9>EEB�IK8
<EB:;H�OEK�C?=>J�M7DJ�IK8<EB:;HI�<EH�;79>�9EKHI;�OEK�>7L;�
J7A;D��EH�FB7D�JE�J7A;�	�7D:�8;D;7J>�J>;�F;HIED7B�IK8
<EB:;H	�OEK�C?=>J�M7DJ�IK8<EB:;HI�<EH��
@E8�7FFB?97J?EDI	�FKH9>7I;�H;9;?FJI	�J7N;I	�;J9��

.>;�FH?C7HO�FKHFEI;�E<�KI?D=�<EB:;HI�7D:�IK8<EB:;HI�?I�JE�EH=7D?P;�OEKH�<?B;I	�7D:�C7A;�?J�;7I?;H�JE�<?D:�
7�IF;9?<?9�<?B;�M>;D�OEK�D;;:�JE��

.>;�D7C?D=�E<�<?B;I�7D:�<EB:;HI�I>EKB:�8;�:;I9H?FJ?L;�E<�M>7J�J>;O�9EDJ7?D	�7I�?J�M?BB�C7A;�?J�;7I?;H�JE�
BE97J;�?D<EHC7J?ED�?D�J>;�<KJKH;��

#<�OEK�7H;�;L;H�:EMDBE7:?D=�7�<?B;��;�=��7�F?9JKH;�7JJ79>;:�JE�7D�;C7?B�	�7D:�J>;�J>;�:EMDBE7:�>7I�7�
9HOFJ?9�D7C;��;�=��#'!����$*!�	�:ED^ J�>;I?J7J;�JE�9>7D=;�J>;�D7C;�JE�IEC;J>?D=�CEH;�:;I9H?FJ?L;�
�;�=���BB;D��?HJ>:7O�����$*!���

(EJ;	�?D�7::?J?ED�JE�D7L?=7J?D=�J>HEK=>�OEKH�<EB:;HI�7D:�IK8
<EB:;HI�JE�BE97J;�?D<EHC7J?ED	�J>;H;�?I�
KIK7BBO�7�[-;7H9>\�<;7JKH;�M>?9>�M?BB�7BBEM�OEK�JE�I;7H9>�<EH�A;OMEH:I	�IE�7=7?D�D7C?D=�OEKH�<?B;I�
:;I9H?FJ?L;BO�M?BB�C7A;�BE97J?D=�?D<EHC7J?ED�CK9>�;7I?;H��#D�J>;�78EL;�;N7CFB;	�J>;�F?9JKH;�[�BB;D�
�?HJ>:7O����\�9EKB:�8;�<EKD:�8O�I;7H9>?D=�<EH�[�BB;D\��;�=��7BB�<?B;I�<EB:;HI�M?J>�J>;�MEH:�[�BB;D�	�EH�
[�BB;D��?HJ>:7O\��;�=��F?9JKH;I�E<��BB;D�7J�7DO�E<�>?I�8?HJ>:7OI���
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V� [  7;DP7
;LEBKJ?ED
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!;D;H7B�*K8B?9�&?9;DI;��

V� [  7;DP7
=DEC;
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*K8B?9�&?9;DI;��

V� [  7;DP7
=DEC;
IJ?9AO
DEJ;I
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V�"79A;:�/I;H 
#�I���*7IIMEH:I��7J787I;I���D7BOP?D=�>79A;:�:7J787I;I�O?;B:I�9ECCEDBO�
KI;:�F7IIMEH:I��.>;�/D?J;:�%?D=:EC Î�(7J?ED7B��O8;H�-;9KH?JO��;DJH;�9ECF?B;:�7�B?IJ�E<�J>;�
CEIJ�9ECCEDBO�KI;:�F7IIMEH:I�?D����	�<HEC���C?BB?ED�F7IIMEH:I�B;7A;:�?D�:7J7�8H;79>;I�
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Table 12.1 Most Common Passwords of 2019 

Rank Password 

�� �������

�� ����������

�� GM;HJO�

�� F7IIMEH:�

�� � � � � � � ��

�� ���������

�� 789����

�� ��������

�� F7IIMEH:��

�� ������

.>;�DKC8;H���?D�J>;�78EL;�B?IJ	�[������\�M7I�KI;:�7I�7�F7IIMEH:�7FFHEN?C7J;BO�����C?BB?ED�J?C;I��

�299=381�%><981�"+==A9<.=�

. E�;DIKH;�7�IJHED=�F7IIMEH:	�9EDI?:;H�J>;�<EBBEM?D=��

V�B;D=J>��J>;�BED=;H�J>;�8;JJ;H���

V�7�C?N�E<�B;JJ;HI��KFF;H�7D:�BEM;H�97I;�	�DKC8;HI	�7D:�IOC8EBI	�

V�DE�J?;I�JE�OEKH�F;HIED7B�?D<EHC7J?ED	�

V�DE�H;F;7J?D=�B;JJ;HI�EH�DKC8;HI	�7D:�

V� �?:;7BBO��DE�:?9J?ED7HO�MEH:I��

2EK�97D�KI;�J>;�["EM�-;9KH;�#I�'O�*7IIMEH: \�JEEB�7J�I;9KH?JO�EH=�JE�9>;9A�J>;�IJH;D=J>�E<�OEKH�
F7IIMEH:I��
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Figure 12.2 Biometric Fingerprint Scanner 

-EC;�7FFI�ED�OEKH�IC7HJF>ED;�E<<;H�J>;�78?B?JO�JE�BE=�?DJE�J>;�7FF��;�=��7�87DA��8O�KI?D=�8?EC;JH?9I�
�;�=��OEKH�<?D=;HFH?DJ����;�7M7H;�E<�M>7J�?I�>7FF;D?D=�>;H;	�OEK�7H;�DEJ�79JK7BBO�BE==?D=�?DJE�OEKH�87DA�
KI?D=�OEKH�<?D=;HFH?DJ	�M>7J�OEK�7H;�:E?D=�?I�KI?D=�OEKH�<?D=;HFH?DJ�JE�7KJ>EH?P;�J>;�IC7HJF>ED;�JE�I;D:�
OEKH�87DA�F7IIMEH:�JE�J>;�87DA�7FF	�M>?9>�M?BB�J>;D�BE=�?DJE�OEKH�87DA�799EKDJ��-E�?<�OEK�>7L;�7�M;7A�
F7IIMEH:�ED�OEKH�87DA�799EKDJ	�KI?D=�8?EC;JH?9I�:E;ID^J�C7A;�J>7J�F7IIMEH:�7DO�IJHED=;H��
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Figure 12.3 A typical 2 factor authentication (2FA) 
login screen 

1 ?J>�JME�<79JEH�7KJ>;DJ?97J?ED�OEK�D;;:�JE�7KJ>;DJ?97J;�JME�J>?D=I�JE�8;�78B;�JE�BE=�?DJE�7D�799EKDJ	�
OEKH�KI;HD7C;�7D:�F7IIMEH:�?I�ED;�E<�J>;I;�7KJ>;DJ?97J?EDI	�J>;�I;9ED:�7KJ>;DJ?97J?ED�<79JEH�?I�
JOF?97BBO�7�I?D=B;�KI;���JE���:?=?J�9E:;��.>?I�9E:;�JOF?97BBO�9EKB:�8;�I;DJ�JE�OEK�;?J>;H�8O��

V� ��J;NJ�C;II7=;�I;DJ�JE�OEKH�CE8?B;�F>ED;��
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V� �D�;C7?B�JE�OEKH�;C7?B�7::H;II�ED�<?B;��

(EJ;	�;79>�J?C;�OEK�BE=�?D�OEK�M?BB�=;J�7�KD?GK;���JE���:?=?J�9E:;	�IE�OEK�D;;:�JE�7BM7OI�KI;�J>;�CEIJ�
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OEK�IJ;F�7M7O�<HEC�OEKH�:;L?9;�8;<EH;�OEK�<?D?I>�BE==?D=�?D	�OEK�M?BB�B?A;BO�D;;:�JE�H;GK;IJ�7�D;M�
9E:;�M>;D�OEK�H;JKHD�JE�OEKH�:;L?9;��
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Figure 13.1 Sample encryption algorithm 
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Figure 13.2 Https Website with Security 
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Figure 13.3 is free wifi secure? 
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Figure 14.2 Smart Thermostat 
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Figure 15.1 Remember to do your Backup! 
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?CFEHJ7DJ�JE�B78;B�OEKH�879AKF�;NJ;HD7B�:H?L;�EH�879AKF�C;CEHO�IJ?9A��#D9BK:;�J>;�:7J;�J>;�
879AKF�M7I�C7:;	�7D:�M>?9>�9ECFKJ?D=�:;L?9;�?J^I�<EH��?<�OEK�>7L;�CEH;�J>7D�ED;�:;L?9;���

�/.3+��>><3,?>398=�

V�[ �79AKF�\�8O�'7HAKI�. 79A;H�?I�B?9;DI;:�KD:;H�7�����2 
(����� B?9;D9;��

V� [ �7B;D:7H�*(! \�8O�/DADEMD��KJ>EH�?I�B?9;DI;:�KD:;H�7�����2 
(����� B?9;D9;��

80   

https://www.flickr.com/photos/tacker/4504407007
https://www.flickr.com/photos/tacker/
https://creativecommons.org/licenses/by-nd/2.0/
https://www.pngall.com/calendar-png/download/15249
https://creativecommons.org/licenses/by-nc/4.0/


	� ��

�36/���"<38>/<�%2+<381�

#<�OEK�>7L;�JME�EH�CEH;�9ECFKJ;HI��;�=��7�:;IAJEF�7D:�B7FJEF	�EH�JME�:;IAJEFI	�;J9���?J�?I�FEII?8B;�JE�
I>7H;�<?B;I�7D:�:;L?9;I��;�=��7�FH?DJ;H��7CED=�OEKH�9ECFKJ;HI��.>;H;�7H;�7�DKC8;H�E<�M7OI�J>?I�9EKB:�8;�
799ECFB?I>;:��

V� /I?D=�OEKH�>EC;�D;JMEHA	�7D:�9ED<?=KH?D=�OEKH�1?D:EMI�7D:�EH�'79)-�ED�OEKH�9ECFKJ;HI�
JE�;D78B;�<?B;���FH?DJ;H�I>7H?D=��

V� /I;�9BEK:
87I;:�IJEH7=;�JE�I>7H;�<?B;I	�

V� /I;�(;JMEHA��JJ79>;:�-JEH7=;��(�-��JE�I>7H;�<?B;I�

V� /I;�D;JMEHA
H;7:O�:;L?9;I��;�=��7�FH?DJ;H	�7�I97DD;H��

�97/� />A9<5�

2EKH�<?B;I�M?BB�H;I?:;�ED�ED;�E<�OEKH�9ECFKJ;HI	�7D:�EJ>;H�9ECFKJ;HI�ED�OEKH�>EC;�D;JMEHA�97D�>7L;�
F;HC?II?ED�JE�799;II�J>;C��-?C?B7HBO	�7�:;L?9;��IK9>�7I�7�FH?DJ;H��M?BB�8;�9EDD;9J;:�JE�ED;�E<�OEKH�
9ECFKJ;HI	�7D:�EJ>;H�9ECFKJ;HI�ED�OEKH�D;JMEHA�M?BB�8;�78B;�JE�799;II�J>?I�:;L?9;�M>?B;�9EDD;9J;:�JE�
OEKH�>EC;�D;JMEHA��.>?I�I>7H?D=�97D�7BB�8;�:ED;�J>HEK=>�I;JJ?D=I�?D�OEKH�EF;H7J?D=�IOIJ;C�I�	�IE�J>;H;�
?I�DE�7::?J?ED7B�>7H:M7H;�EH�IE<JM7H;�JE�FKH9>7I;��2EK�97D�I;7H9>�J>;�M;8�<EH�JKJEH?7BI�ED�>EM�JE�
9ED<?=KH;�1?D:EMI�7D:�EH�C79)-�JE�I>7H;�<?B;I�7D:�FH?DJ;HI��>EM;L;H	�J>;H;�7H;�IEC;�I;9KH?JO�?IIK;I�
JE�8;�C?D:<KB�E<��1>;D�OEK�I;J�KF�<?B;�I>7H?D=	�;DIKH;�OEK�7H;�EDBO�I>7H?D=�<?B;I�M>;D�9EDD;9J;:�JE�7�
JHKIJ;:�D;JMEHA��["EC;\�EH�[1EHA\�	�DEJ�7�[*K8B?9\�D;JMEHA�IK9>�7I�7�9E<<;;�I>EF�1 ?
 ?��

�69?.��+=/.�%>9< +1/�

.>;H;�7H;�7�C7DO�9ECF7D?;I�J>7J�FHEL?:;�9BEK:
87I;:�<?B;�IJEH7=;	�IEC;�OEK�C7O�>7L;�>;7H:�E<��

V� !EE=B;��H?L;�

V� '?9HEIE<J�)D;�H?L;�

V� �FFB;�?�BEK:�

V� �C7PED��BEK:��H?L;�

V� �HEF8EN�

�D:�J>;H;�7H;�C7DO�EJ>;HI���BCEIJ�7BB�FHEL?:;HI�>7L;�7�87I;�7CEKDJ�E<�IJEH7=;���
���!���J>7J�9EC;I�

81



<H;;�JE�KI;	�7D:�J>;D�OEK�7H;�78B;�JE�FKH9>7I;�7::?J?ED7B�IJEH7=;�?<�OEK�D;;:�?J�� ?B;I�IJEH;:�?D�J>;�9BEK:�
JOF?97BBO�97D�8;�799;II;:�8O�7DO�E<�OEKH�9ECFKJ?D=�:;L?9;I��;�=��9ECFKJ;H	�J78B;J	�IC7HJF>ED;���

 />A9<5��>>+-2/.�%>9< +1/�� �%��

(;JMEHA��JJ79>;:�-JEH7=;��(�-��?I�@KIJ�7I�?J�IEKD:I	�?J�?I�7�IJEH7=;�:;L?9;��?�;��7�>7H:�:H?L;��9EDD;9J;:�
JE�OEKH�>EC;�EH�E<<?9;�D;JMEHA�J>7J�OEK�97D�KI;�JE�IJEH;�<?B;I��;�=��F?9JKH;I	�CKI?9	�:7J7	�;J9���J>7J�
MEKB:�8;�799;II?8B;�JE�7DO�9ECFKJ;H�7BIE�7JJ79>;:�JE�J>?I�D;JMEHA���ECCED�(�-�:;L?9;I�H7D=;�<HEC�
7D�?D;NF;DI?L;�;NJ;HD7B�>7H:�:H?L;��C7DO�?D9BK:;�(�-�<;7JKH;I�	�JE�7�CEH;�HE8KIJ�(�-�IOIJ;C�M?J>�
CKBJ?FB;�:H?L;I��;�=�?D�7�8KI?D;II�E<<?9;���(�-�:;L?9;I�97D�8;�KI;:�<EH�9;DJH7B?P;:�IJEH7=;�7D:�EH�<?B;�
879AKF��

�36/��7+1/��+-5?:�

��9ECCED�H;7IED�JE�FKH9>7I;�7�(�-�:H?L;�?I�<EH�879A?D=�KF�IE<JM7H;�7D:�EH�:7J7�ED�J>;�9ECFKJ;H�I��
?D�J>;�>EKI;>EB:��EH�E<<?9;���.>;�879AKF�97D�8;�I9>;:KB;:�JE�>7FF;D�7KJEC7J?97BBO��;�=��;L;HO�D?=>J�7J�
C?:D?=>J���

�+:+-3>C�

1>;D�FKH9>7I?D=�7�(�-�:;L?9;�OEK�M?BB�M7DJ�JE�C7A;�IKH;�?J�>7I�;DEK=>�IJEH7=;�<EH�OEKH�:7J7��;�=��
F?9JKH;I	�CKI?9	�:E9KC;DJI	�L?:;EI	�;J9���<EH�7BB�J>;�9ECFKJ;HI�?D�J>;�>EKI;>EB:��(�-�:;L?9;�97F79?JO�?I�
E<J;D�B?IJ;:�?D�J;H78OJ;I��.������.���J;H78OJ;��?I�;GK7B�JE��	�!���=?=78OJ;I���

$/.?8.+8-C���?6>3:6/��<3@ /=��

-EC;�(�-�:;L?9;I�M?BB�>7L;�7�I?D=B;�IJEH7=;�:;L?9;��;�=��>7H:�:H?L;�	�EJ>;HI�9EC;�M?J>�CKBJ?FB;�>7H:�
:?IA�:H?L;I�9ED<?=KH;:�<EH�,�#���,;:KD:7DJ��HH7O�E<�#D;NF;DI?L;��?IAI����BJ>EK=>�,�#��:;L?9;I�7H;�
CEH;�;NF;DI?L;�J>;O�FHEL?:;�7�M7O�E<�FHEJ;9J?D=�OEKH�:7J7�?D�J>;�;L;DJ�E<�7�>7H:�:H?L;�<7?BKH;��1?J>�7�
DED
,�#��:;L?9;��CEIJ�9EDIKC;H�:;L?9;I�7H;�DED
,�#��	�?<�J>;�:;L?9;�<7?BI�J>;�:7J7�ED�J>;�:;L?9;�?I�
B?A;BO�BEIJ	�7D:�OEK�M?BB�D;;:�JE�H;BO�ED�7�879AKF�JE�H;IJEH;�OEKH�:7J7	�7D:�J>;�H;IJEH;�FHE9;II�M?BB�J7A;�
IEC;�J?C;��#D�7�,�#��:;L?9;	�;79>�F?;9;�E<�:7J7�?I�879A;:
KF�79HEII�CKBJ?FB;�>7H:�:H?L;I	�7D:�?<�ED;�E<�
J>;�:H?L;I�M;H;�JE�<7?B	�OEK�MEKB:�DEJ�BEI;�7DO�:7J7	�7I�J>;�:7J7�>7I�CKBJ?FB;�9EF?;I��2EK�MEKB:�I?CFBO�
H;FB79;�J>;�:;<;9J?L;�:H?L;	�7D:�DEJ�D;;:�JE�MEHHO�78EKJ�H;IJEH?D=�7DO�:7J7��

82   



Figure 16.1 A RAID device uses multiple harddrives 
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Figure 17.1 Some VPN providers 
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Figure 18.1 Bluetooth log 
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Figure 18.2 App-based COVID contact tracing 
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Figure 18.3 Tracking wristband 
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Figure 18.4 Bluetooth tracking tag attached to keys 
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