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Accessibility Statement

BCcampus Open Education believes that education must be available to everyone. This means
supporting the creation of free, open, and accessible educational resources. We are actively committed
to increasing the accessibility and usability of the resources we produce.

Accessibility of this Textbook

The web version of this resource (https://opentextbc.ca/fortigatefirewall/) has been designed to meet
Web Content Accessibility Guidelines 2.0 (https://www.w3.org/TR/WCAG20/), level AA. In addition,
it follows all guidelines in Appendix A: Checklist for Accessibility (https://opentextbc.ca/
accessibilitytoolkit/back-matter/appendix-checklist-for-accessibility-toolkit/) of the Accessibility
Toolkit — 2nd Edition (https://opentextbc.ca/accessibilitytoolkit/). It includes:

« Easy navigation. This resource has a linked table of contents and uses headings in each
chapter to make navigation easy.

» Accessible images. All images in this resource that convey information have alternative text.
Images that are decorative have empty alternative text.

» Accessible links. All links use descriptive link text.
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Accessibility Checklist

Element | Requirements Pass?

Headings | Content is organized under headings and subheadings that are used sequentially. Yes
Images that convey information include alternative text descriptions. These descriptions are

Images > . . . . ! L Yes
provided in the alt text field, in the surrounding text, or linked to as a long description.

Images Images and text do not rely on colour to convey information. Yes
Images that are purely decorative or are already described in the surrounding text contain

Images empty alternative text descriptions. (Descriptive text is unnecessary if the image doesn’t Yes
convey contextual content information.)

Tables Tables include row and/or column headers that have the correct scope assigned. Yes

Tables Tables include a title or caption. Yes

Tables Tables do not have merged or split cells. Yes

Tables Tables have adequate cell padding. Yes

Links The link text describes the destination of the link. Yes

. Links do not open new windows or tabs. If they do, a textual reference is included in the

Links - Yes
link text.

Links Links to files include the file type in the link text. Yes

Font Font size is 12 point or higher for body text. Yes

Font Font size is 9 point for footnotes or endnotes. Yes

Font Font size can be zoomed to 200% in the webbook or eBook formats. Yes

Known Accessibility Issues and Areas for Improvement

» The book relies heavily on screenshots from FortiGate Firewall. These screenshots do not
have alt text. While many of the screenshots are described in the surrounding text, the book
has not been reviewed to ensure that the surrounding text is an adequate alternative for all
images in the book.

Let Us Know if You are Having Problems Accessing This Book

We are always looking for ways to make our resources more accessible. If you have problems
accessing this textbook, please contact us to let us know so we can fix the issue.

Please include the following information:

* The name of the textbook
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* The location of the problem by providing a web address or page description.
* A description of the problem

» The computer, software, browser, and any assistive technology you are using that can help us
diagnose and solve your issue (e.g., Windows 10, Google Chrome (Version 65.0.3325.181),
NVDA screen reader)

You can contact us one of the following ways:

* Web form: BCcampus IT Support (https://open.bccampus.ca/contact-us/)

* Web form: Report an Error (https://collection.bccampus.ca/report-error/)
This statement was last updated on August 31, 2023.

The Accessibility Checklist table was adapted from one originally created by the Rebus Community
(https://press.rebus.community/the-rebus-guide-to-publishing-open-textbooks/back-matter/
accessibility-assessment/) and shared under a CC BY 4.0 License (https://creativecommons.org/
licenses/by/4.0/).
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For Students: How to Access and Use this Textbook

This textbook is available in the following formats:

* Online webbook. You can read this textbook online on a computer or mobile device in one
of the following browsers: Chrome, Firefox, Edge, and Safari.

* PDF. You can download this book as a PDF to read on a computer (Digital PDF) or print it
out (Print PDF).

* Mobile. If you want to read this textbook on your phone or tablet, you can use the EPUB
(eReader) file.

« HTML. An HTML file can be opened in a browser. It has very little style so it doesn’t look

very nice, but some people might find it useful.

For more information about the accessibility of this textbook, see the Accessibility Statement.

You can access the online webbook and download any of the formats for free here: FortiGate Firewall:
Practical Guidance and Hands-On Labs (https://opentextbc.ca/fortigatefirewall). To download the
book in a different format, look for the “Download this book” drop-down menu and select the file type

you want.
How can I use the different formats?
Internet Screen
Format . Device Required apps Accessibility Features reader
required? .
compatible
Online Computer, | An Internet browser | WCAG 2.0 AA compliant, option to
webbook Yes tablet, (Chrome, Firefox, enlarge text, and compatible with Yes
phone Edge, or Safari) browser text-to-speech tools
Adol?e Reader (for Ability to highlight and annotate the
Computer, | reading on a .
PDF No . text. If reading on the computer, you | Unsure
print copy | computer) or a .
. can zoom in.
printer
Computer, .
EPUB No tablet, An eReader app Op ton to enlarge text, change font Unsure
style, size, and colour.
phone
Computer, | An Internet browser | WCAG 2.0 AA compliant and
HTML No tablet, (Chrome, Firefox, compatible with browser Yes
phone Edge, or Safari) text-to-speech tools.
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Tips for Using This Textbook

» Search the textbook.

o If using the online webbook, you can use the search bar in the top right corner to
search the entire book for a key word or phrase. To search a specific chapter, open
that chapter and use your browser’s search feature by hitting [Cntr] + [f] on your
keyboard if using a Windows computer or [Command] + [f] if using a Mac
computer.

o The [Cntr] + [f] and [Command] + [f] keys will also allow you to search a PDF,
HTML, and EPUB files if you are reading them on a computer.

o If using an eBook app to read this textbook, the app should have a built-in search
tool.

+ Navigate the textbook.

o This textbook has a table of contents to help you navigate through the book easier.
If using the online webbook, you can find the full table of contents on the book’s
homepage or by selecting “Contents” from the top menu when you are in a chapter.

+ Annotate the textbook.

o If you like to highlight or write on your textbooks, you can do that by getting a
print copy, using the Digital PDF in Adobe Reader, or using the highlighting tools
in eReader apps.
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Preface

Firewall technologies are growing very fast and knowing how to protect the network is vital for
network administrators. A firewall is a network security device that monitors incoming and outgoing
network traffic and decides whether to allow or block specific traffic based on a defined set of security
rules. Firewalls have been the first line of defense in network security for over 25 yealrs.1 The lack of
materials available for students to learn is part of our issue.

Since I have been teaching Enterprise Security at BCIT, I have received a lot of feedback from my
students. Then, I have decided to collect all labs and make them as a book for students. This book is
part of the Enterprise Security Course and is based on the practical labs in the class. Each chapter
begins with a learning objective and step-by-step explanations in GNS3 to beginners on how to build
different security scenarios from scratch.

The book is divided into ten chapters as following:
» Chapter 1. Basic Settings of FortiGate firewall and how to work with CLI or GUI to

configure the firewall.

« Chapter 2. Policy: We will focus on firewall policy and how firewall pass the traffic from
one port to another port.

* Chapter 3. NAT: We will use Source NAT and Destination NAT. You will learn how to use
port forwarding when you are using DNAT.

+ Chapter 4. VPN: This is very important chapter focus on SSL. VPN and IPsec VPN. You
will learn how to set site-to-site VPN.

+ Chapter 5. Authentication: This chapter will focus on Captive Portal and FSSO. You will
learn how to install FSSO Agent in the server and monitor Active Directory.

» Chapter 6. High Availability: This chapter will focus on High Availability (Active-Passive)
in FortiGate firewalls.

« Chapter 7. Security: This chapter will focus on security profile, DDoS prevention and
VLANS configuration.

+ Chapter 8. VDOM or Virtual Domain is a feature in FortiGate firewalls to manage resources
and access. You will learn how to enable VDOM and how to use it.

+ Chapter 9. SD-WAN: This chapter will focus on SD-WAN and how to use this feature.

* Chapter 10. Cloud Technologies: This chapter will focus on how to deploy FortiGate in the
cloud.

» Appendix: We will cover basic GNS3 settings you need during this book.
As we know “a picture is worth 1000 words” and that is why this book is based on snapshots and

1. What is a Firewall? (https://www.cisco.com/c/en_ca/products/security/firewalls/what-is-a-firewall.html)

1
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screen-capture all the steps and configurations. This will be useful for fast-tracking. This book will be a
practical resource/guide that can be used by BCIT students, and students at other institutions as well as
IT professionals.

Hamid Talebi
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Dedication

This book is dedicated to those looking to further their knowledge of next-generation firewalls.
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1.1 Basic Settings

Learning Objectives

+ Create a basic configuration in FortiGate
* Identify CLI commands in FortiGate

* Create an IP access in FortiGate

* Create a DHCP server in FortiGate

* Restore previous configurations in FortiGate using backups

Scenario: This exercise will access a FortiGate device using the command-line interface (CLI). Setup
your GNS3 and try to connect to FortiGate through WebTerm.

webterm-1

AW 192.168.10.1/24 .
N cl -
W W Porti etho

192.168.10.2/24

Figure 1.1: Main scenario

Explore the CLI

To explore the CLI, from the GNS3 double click on FortiGate to open the console. In the Password
field, type <the default password is blank>, and then press enter.
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Enter the following command:

get system status

FortiGate-VM64-KVM # get system status

Version: FortiGate-VM64-KVM v7.0.1,build0157,210714 (GA)
Virus-DB: 1.00000(2018-04-09 18:07)

Extended DB: 1.00000(2018-04-09 18:07)

Extreme DB: 1.00000(2018-04-09 18:07)

AV AI/ML Model: 0.00000(2001-01-01 00:00)

IPS-DB: 6.00741(2015-12-01 02:30)

IPS-ETDB: 6.00741(2015-12-01 02:30)

APP-DB: 6.00741(2015-12-01 02:30)

INDUSTRIAL-DB: 6.00741(2015-12-01 02:30)

IPS Malicious URL Database: 1.00001(2015-01-01 01:01)
Serial-Number: FGVMEVYCVRJTIIEL

License Status: Valid

Evaluation License Expires: Wed Mar 23 20:32:13 2022
VM Resources: 1 CPU/1 allowed, 997 MB RAM/2048 MB allowed
Log hard disk: Available

Hostname: FortiGate-VM64-KVM

Operation Mode: NAT

Current virtual domain: root

Max number of wvirtual domains: 1

Virtual domains status: 1 in NAT mode, 0 in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: standalone

Branch point: 0157

Release Version Information: GA

FortiOoS xB86-64: Yes

System time: Tue Mar 8 20:35:58 2022

Last reboot reason: warm reboot

Figure 1.2: Get system status output

This command displays basic status information about FortiGate. The output includes FortiGate’s serial
number, operation mode, and a lot of useful information. When the More prompt appears on the CLI,
do one of the following:

+ To continue scrolling, Space bar.
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» To scroll one line at a time, Enter.

 Enter the following command: get ?

The ? character is not displayed on the screen.

This command shows all of the options that the CLI will accept after the # get command. Depending on
the command, you may need to enter additional words to completely specify a configuration option.

 Enter the following command: execute ?

+ This command lists all options that the CLI will accept after the execute command.

» Type exe, and then press the Tab key. Notice that the CLI completes the current word.

* Press the space bar and then press the Tab key three times.

» Each time you press the Tab key, the CLI replaces the second word with the next possible
option for the execute command, in alphabetical order.

You can abbreviate most commands. In this book, many of the commands that you see will be in
abbreviated form. For example, instead of typing execute, you can type exe.

Use this technique to reduce the number of keystrokes that are required to enter a command. Often,
experts can configure FortiGate faster using the CLI than the GUI.

Configuration

Table 1.1: Check configuration CLI

Action

Command

Check configuration

# show

# show | grep xxxx

# show full-configuration

# show full-configuration | grep XXXX

# show full-configuration | grep -f XXXX « display with tree view
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Network
Table 1.2: Routing and firewall policy CLI
Action Command
# get router info routing-table detail
. # show router static# config router static
Check Routing (static) # show
(static) # end
# show firewall policy
Check Firewall Policy # show firewall policy XXXX# config firewall policy
(policy) # show
Hardware
Table 1.3: Hardware CLI
Action Command

Check Hardware Information

# get hardware status

Check Version, BIOS, Firmware, etc.

# get system status

Check version

# get system status

Display CPU / memory / line usage

# get system performance status

Display of NTP server

# get system ntp

Display the current time and the time of synchronization with the
NTP server

# execute time

Check interfaces status, Up or Down

# get system interface physical

Check interfaces

# config system interface
(interface) # show
(interface) # end

Display of ARP table

# get system arp

High Availability (HA)

Table 1.4: High Availability CLI

Action Command

Check HA Status # get system ha status

Check HA Configuration

# get system ha
# show system ha
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Network Time Protocol (NTP)

Table 1.5: NTP CLI

Action Command

# execute time

Check NTP # get system ntp
# diagnose sys ntp status

On a fresh line, enter the following command to view the port3 interface configuration:

show system interface port3

FGVMO1TM19008000 # show system interface port3
config system interface
edit "port3"
set vdom "root"

set type physical
set snmp-index 3
next
end

Figure 1.3: Configuration of port3

Enter the following command:

show full-configuration system interface port3
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FGVMO1TM19008000 # show full-configuration system interface port3
config system interface
edit "port3"
set vdom "root"
set vrf 0
set fortilink disable
set mode static
set dhcp-relay-interface-select-method auto
set dhcp-relay-service disable
set 1ip 0.0.0.0 0.0.0.0
unset allowaccess
set fail-detect disable
set pptp-client disable
set arpforward enable
set broadcast-forward disable
set bfd global
set 12forward disable
set icmp-send-redirect enable
set 1cmp-accept-redirect enable
set vlanforward disable
set stpforward disable
set 1ps-sniffer-mode disable
set ident-accept disable
set ipmac disable
set subst disable
Figure 1.4: Show full-configuration of port3

Enter the following command:

show system interface

For setting an IP address on the port1:

config system interface

edit portl

set mode static

set ip 192.168.10.1 255.255.255.0
set allowaccess ping ssh http https
end




1.1 Basic Settings 13

Now you should be able to reach the firewall from port1. In browser, type http://192.168.10.1 and enter
username and password.

In the licensed devices, you should type https://192.168.10.1 and then enter username and password.

Configuring Administrator Accounts

FortiGate offers many options for configuring administrator privileges. For example, you can specify
the IP addresses that administrators are allowed to connect from. In this exercise, you will work with
administrator profiles and administrator user accounts. An administrator profile is a role that is
assigned to an administrator user that defines what the user is permitted to do on the FortiGate GUI and
CLIL

Configure a User Administrator Profile

1. Click System > Admin Profiles.

2. Click Create New.

3. In the Name field, type Security_Admin_Profile.
4

. In the permissions table, set Security Profile to Read-Write, but set all other permissions to
Read.

5. Click OK to save the changes.
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Name Security_Admin_Profile

Comments £ 0/255

Access Permissions

Access Control Permissions  Set All~

Security Fabric @ None # Read/Write

FortiView @ None # Read/Write
User & Device @ None BIEEGN & Read/Write
Firewall @ None # Read/Write ## Custom
Log & Report @ None # Read/Write & Custom
Network @ None # Read/Write & Custom
System @ None ROMIGEWM & Read/Write % Custom

Security Profile @ None | @ Read WgLGEALGE & Custom
VPN @ None # Read/Write
WAN Opt & Cache @ None RRIGEEWE & Read/Write

WiFi & Switch @ None RGN ¢ Read/Write

Permit usage of CLI diagnostic commands @

B Override Idle Timeout

Figure 1.5: Create a custom profile

Create an Administrator Account

Now, you will create a new administrator account. You will assign the account to the administrator
profile you created previously. The administrator will have read-only access to most of the
configuration settings. To create an administrator account Continuing on the Local-FortiGate GUI,
click System > Administrators. Click Create New and then click Administrator to add a new
administrator account and assign the previous profile you have created to the administrator.
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Username admin2

Type
Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI) group

Password T @
Confirm Password sese @&
Comments Write a comment... £0/255
Administrator profile | Security_Admin_Profile v

(@ Two-factor Authentication
(B Restrict login to trusted hosts

(B Restrict admin to guest account provisioning only

Figure 1.6: Create a local user

Test the New Administrator Account

In this procedure, you will confirm that the new administrator account has read-write access to only the
security profiles configuration.

To test the new administrator account Continuing on the Local-FortiGate GUI, click username (in my
case, it’s admin2) and then Logout to log out of the admin account’s GUI session.

[E] Reading list

6 -

FortiGate VM&4-KNVM
v7.0.3 build0237 (GA)

also manage FortiToke £ System 4

@ Configuration »

& Change Password
= Logout

Figure 1.7: Logout option
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Explore the permissions that you have in the GUI. You should see that this account can configure only
security profiles. Log out of the GUI once done.

Restrict Administrator Access

Now, you will restrict access for FortiGate administrators. Only administrators connecting from a
trusted subnet will be allowed access. This is useful if you need to restrict the access points from which
administrators connect to FortiGate. To restrict administrator access.

1. Click System > Administrators. Edit the admin account.

2. Enable Restrict login to trusted hosts, and set Trusted Host 1 to the address
192.168.10.100/32.

3. Click OK to save the changes.

Edit Administrator

Username

Type

Comments

Administrator profile

admin2 & Change Password

Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI) group

Write a comment... £ 0/255

Security_Admin_Profile ”

(@ Two-factor Authentication

@ Restrict login to trusted hosts

Trusted Host 1 | 192.168.10.100/32]

©

(@ Restrict admin to guest account provisioning only

Figure 1.8: Create a trusted host for the user

To test the restricted access

1. Continuing on Local-Windows, log out of the Local-FortiGate GUI session as the admin user.

2. Try to log in to the admin2 account again with password < Your password>. Because you are
trying to connect from the 192.168.10.101 address, you shouldn’t be able to connect.

3. Log in as admin with password <Your password>. Enter the following CLI commands to add
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192.168.10.101/32 as the second trusted IP subnet (Trusted Host 2) to the admin account:

config system admin

edit admin

set trusthost2 192.168.10.101/32
end

4. Try to log in to the Local-FortiGate GUI at <IP address> with the username admin and
password <Your password>. You should be able to log in. (Hint: add the IP address
192.168.10.101 to WebTerm and try to reach to the firewall.)

Zystem Settings

Hostname | Hamid

Syetem Time
Current system tinne 2O22ME2F 10702
Time zang (G T-2:000 Packhc Time (| US & Canada) -
Lot Time m FTP  Manual settings
Bt sarver 1]
Sy irvterval &0 Minudes |1 - 14400

Jerupdevios a8 keal NTPsereer L&

Listenon Interfaces & fartiink ®

Addeninistration Settirgs
HTTP port ]
Redirect ta HTTPS €

HTTFS part 443
Pt conflicts with the S51-WPMN part setting

HTTF& server cartificabs T8 seif-sign -

¥ou are usirg & default bullt-in cartificate, which will ot be abls ta verify
vour s=rver's domalin name (your users will see 3 warn .'u,;,'l. Let's Encryvpt
can be ussd o easily generate 2 trusted certificate if yow donat have
one.

Create Certificate

FaH part sadd
Teinst port [ ']3".-3 =
Tilbe Eimesut 5 Minutes (1 -480]

Figure 1.9: System settings

Configuration Backups

The configuration files produced by backups allow you to restore to an earlier FortiGate configuration.
Backup & Restore

Always back up the configuration file before making changes to FortiGate (even if the change seems
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minor or unimportant). There is no undo. You should carefully consider the pros and cons of an
encrypted backup before you begin encrypting backups. While your configuration, including things like
private keys, remains private, an encrypted file hampers troubleshooting because Fortinet support
cannot read the file. Consider saving backups in plain-text and storing them in a secure place instead.
Now, you will create an encrypted file with the backup of the FortiGate’s current configuration.

To save an encrypted configuration backup
Continuing on the Local-FortiGate GUI, in the upper-right corner, click admin, and then click

Configuration > Backup. On the Backup System Configuration page, enable Encryption. In the
Password field, enter fortigate and repeat in the Confirm password field.

Backup System Configuration

Backup to Local PC

Encryption O
Pazsword

Confirm password

Figure 1.10: Backup System Configuration

Click OK.

Select Save File and click OK.

To restore an encrypted configuration backup

Continuing on the Local-FortiGate GUI, in the upper-right corner, click admin, and then click
Configuration > Restore. On the Restore System Configuration page, click Upload. Browse to your

Downloads folder and select the configuration file that you created in the previous procedure. In the
Password field, type fortigate, and then click OK.

DHCP (Dynamic Host Configuration Protocol)

You can configure one or more DHCP servers on any FortiGate interface. A DHCP server dynamically
assigns IP addresses to hosts on the network connected to the interface. The host computers must be
configured to obtain their IP addresses using DHCP.

Configure DHCP on the FortiGate

To add a DHCP server on the GUI:
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1. Go to Network > Interfaces.
2. Edit an interface.

3. Enable the DHCP Server option and configure the settings.

Name ® port3

Alias

Type ™ Physical Interface

VRFID & 0

Role © Undefined v

Address

Addressing mode m DHCP | Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask 192.168.1.1/24

Secondary IP address (B

Administrative Access

IPv4 (J HTTPS [ IHTTP O (J PING
(] FMG-Access (] ssH (] SNMP

: Security Fabric

(J FTM (J RADIUS Accounting O Caninection ©

(] Speed Test

Receive LLDP €@ ORI e B dl -  Enable | Disable
Transmit LLDP €@ JVERYROINESsi-8 Fnable | Disable

@O DHCP Server

DHCP status [+ R ELEWE © Disabled

Address range 192.168.1.20-192.168.1.30)
(4]

MNetmask 255.255.255.0

Default gateway ESEUGERLHiE Specify
DNS server LR IDN R Same as Interface [P | Specify

Leasetime @ € | 504800 second(s)

Figure 1.11: Enable DHCP Server
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To do it through command line, use following commands:

FGVMO01TM19008000 # config system dhcp server
FGVMO01TM19008000 (server) # edit 1
FGVMO01TM19008000 (1) # set dns-service default
FGVMO01TM19008000 (1) # set netmask 255.255.255.0
FGVMO01TM19008000 (1) # config ip-range
FGVMO01TM19008000 (ip-range) # edit 1
FGVMO01TM19008000 (1) # set start-ip 192.168.1.1
FGVMO01TM19008000 (1) # set end-ip 192.168.1.1
FGVMO01TM19008000 (1) # next
FGVMO01TM19008000 (ip-range) # edit 2

new entry ‘2’ added

FGVMO01TM19008000 (2) # set start-ip 192.168.1.20
FGVMO01TM19008000 (2) # set end-ip 192.168.1.30
FGVMO01TM19008000 (2) # next
FGVMO01TM19008000 (ip-range) # end
FGVMO01TM19008000 (1) # next
FGVMO01TM19008000 (server) # end

If you are looking for a specific configuration or CLI, the FortiGate document library
(https://docs.fortinet.com/product/fortigate) has full resources.

Resources

+ Fortinet Fortigate CLI Commands (https://cmdref.net/hardware/fortigate/index.html)
+ FortiGate document library (https://docs.fortinet.com/product/fortigate/7.2)
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Chapter 2. Policy
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2.1 Security Policy

Learning Objectives

+ Create a Security Policy in FortiGate

» Reorder Firewall Policies and Firewall Policy Actions

Scenario: We are going to allow traffic from the local network to the Internet. We will set Security
Policy that allows the traffic from Port 2 to Port 3. Then, WebTerm1 will be able to reach the Internet.

Security Policy
NAT1
webterm-1 e —
| . pHcp server 8 Bl B puce client s by
—&ihl i o1 lle— o 7
Port2 "l I WY A N &
Portl

192.168.0.1/24

192.168.0.2/ 24

Figure 2.1: Main scenario

23
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Table 2.1: Devices configuration

Device Configuration

Port 2: DHCP Server
FortiGate
Port 3: DHCP Client

WebTerm DHCP Client

Configuration of portl of the firewall in CLI is as follows:

FGVMO1TM19008000 # config system interface

FGVMO1TM19008000 ( interface) # edit portl

FGVMO1TM19008000 (portl) # set mode static

FGVMO1TM19008000 (portl) # set 1p

FGVMO1TM19008000 (portl) # set allowaccess http https

FGVMO1TM19008000 (portl) # end

Figure 2.2: Configuration of portl1

1. Open the browser in WebTerm?2 and type https://192.168.0.1. You should be able to access
the firewall.

& x11 - TightVNC Viewer - ] X

BEED N SRt | & @8 [

[ 192.168.0.1/login?redir=" X | f) Server Not Found x |+

&« c o @ R https://192.168.0.1/login?radir=%2F T mweoe =
admin
[ essccese

Figure 2.3: Log in to the FortiGate

2. Go to Network > Interfaces > Port2, set the interface IP address as 192.168.1.1/24 and
configure DHCP server on interface port2 (Range of IP addresses should be: 192.168.1.20 to
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192.168.1.30, DNS: 4.2.2.4) and Enable Device Detection under Port2.

= a > @~ D2~

Edit Interface

@ DHCP Server

DHCP status (A AGEENE © Disabled
Address range I 192.168.1.20-192.168.1.30|
[+]
Netmask 255.255.255.0
Default gateway [EEMEERNICHECEI Specify
DNS server Same as System DNS | Same as Interface IP
DNS server 1 4224 x
L+
Lease time @ @ 604800 < second(s)
£ Advanced
Network

Device detection @ @
Security mode »

Figure 2.4: Enable DHCP Server

Set a port3 as a DHCP client and enable Device Detection under Port3.

Address

Addressing mode Manual Auto-managed by IPAM = One-Arm Sniffer
Retrieve default gateway fromserver @

Distance 5 N =

Override internal DNS O

Figure 2.5: Enable DHCP Client

Set a Static route in the firewall to reach the NAT object. Go to Network > Static Route >
Create a new.
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New Static Route

Automatic gateway retrieval @

Destination €@ Internet Service
0.0.0.0/0.0.0.0
Gateway Address €@ Specify
Interface ™ port3 x
k +
Administrative Distance €@ 10 -
Comments

7 0/255

Status (+RHELEE © Disabled

Advanced Options

Figure 2.6: Configure a static route

5. Go to Policy & Objects > Firewall Policy section, click Create New to add a new firewall
policy, and configure the following settings:
o Name: LocalToInternet
o From inside to outside (port2 to port3)
o Source: Create an address for local network (Subnet: 192.168.1.0/24)
o Destination: all
o Schedule: Always
o Service: Only HTTP, HTTPS, DNS, Ping
o Action: Accept
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New Address

Name mylocal

Color & Change

Type Subnet

IP/Netmask 192.168.1.0/24)

Interface O any -
Static route configuration C

Comments Write a comment 4 0/255

Figure 2.7: Set local subnet
New Pc-)%cy
B Policy & Objects Name © LocalTolnternet
Firewall Policy Incoming Interface M port2 g
Outgoing Interface M port3 v
Source & mylocal x
+
Destination = al x
+*
Schedule (@ always v
Service I DNS x
@ HTTP x
@ HTTPS x
@) PING x
-
Action gy teaul @ DENY
Inspection Mode [REENEIEEEN Proxy-based
Firewall / Network Options

Figure 2.8: Set firewall policy

6. Go to WebTerml1, Set interface as DHCP and then open the browser, you should be able to
access the internet.
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8 webterm-1 interfaces
webterm-1 e Node| |# .
# This is a sample network config uncomment lines to configure the network
- #
=
i web
| | # Static config for ethO
Gene | #auto eth0
#iface ethO inet static
N # address 192.168.0.2
ANN | netmask 255.255.255.0
Start # gateway 192.168.0.1
# up echo nameserver 192.168.0.1 > Jetc/resolv.conf
Adan T bicp config for etho
auto eth0
Bl fface eth0 inet dhcp
Caons
VNC
HTTH
HTTR
Envin
(KEY:
1 Netwi
t5.15.2and PyQt 5,15.4,
Reset
| Refresh | ‘ Save ‘ | cancal |

Figure 2.9: Enable DHCP Client on WebTerml

) Google - Mozilla Firefox

G Google X | & mozilla.crgiprivacy/firefoxf X | 4

&« Gk @ |® & https://www.google.com/?gws_rd=ssl oee ﬁ‘ n o € =

About  Store Gmail Images 3

Q
Google Search I'm Feeling Lucky
Google offered in: Frangais
Canada
Advertising Business How Search works Privacy Terms Settings

Figure 2.10: Verify your configuration by testing Google.com
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Verify Your Configuration

* Go to Dashboard > FortiView Sessions. You should be able to see the traffic.

=0 > @- 02+ & admin-~
FortiView Sessions B now~ | & i~
© AddFilter
Source Device Destination Application Protocol Source Port Destination Port Bytes
192.168.1.2 4224 UDP/53 UDP 49284 53 266B
192.168.1.2 W 4224 UDP/53 uDP 50948 53 2668
192.168.1.2 W 4.2.2.4 UDP/53 uppP 51594 53 1718
192.168.1.2 4224 UDP/53 upp 52754 53 2518
192.168.1.2 4224 UDP/53 uDP 53934 53 251B
192.168.1.2 4224 UDP/53 uDP 52974 53 2788
(e SR 192.168.1.2 w4224 UDP/53 uDP 54356 53 1628
: 192.168.1.2 4224 UDP/53 uppP 57184 53 2668
192.168.1.2 Wi 34.120.237.76 TCP/443 TCP 60838 443 135.04 kB
192.168.1.2 W 4.2.2.4 UDP/53 uDP 37632 53 266B
192.168.1.2 4224 UDP/53 uDP 40966 53 2668
192.168.1.2 W 4224 UDF/53 UDpP 41720 53 1628
192.168.1.2 W 4.2.2.4 UDP/53 upP 43104 53 1598
192.168.1.2 w4224 UDP/53 uDP 43286 53 266B
192.168.1.2 W 4224 UDP/53 upp 44476 53 2458
192.168.1.2 ma224 UDP/53 uDpP 46612 33 1698
192.168.12 Wl 34.120.5.221 TCP/443 TCP 48182 443 74.91kB
192.168.1.2 W 4.2.2.4 UDP/53 uDpP 47746 53 2668

Figure 2.11: FortiView Sessions

* Go to Firewall Policy and on the right side of the screen, you should be able to see Hit
count.
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= Q > @+ D2~ ‘;dmm'
Edit Paolicy
En
Policy & Objects Name @ LocalTolnternet D 1
Firewall Policy IncomingInterface | [M port2 -
. — Lastused 57 second(s) ago
Outgoing Interface | M port3 -
Source B mylocal " Firstused 1 minute(s) ago
+ Active sessions 57
Destination Ball x Hitcount 76
+
Total b 10.80MB
Schedule [® always - A
Service @ DNs ® Currentbandwidth Obps
@ HTTP x =
@ HTTPS x W Clear Counters
@ PING x

7 Day Bytes ~

+
) g Last 7L
Action leeaa8 @ DENY 1318 —
Inspection Mode NFENEEEE Proxy-based 10 MB

Firewall / Network Options 5MB

NAT L 0]

0B — — — —_ —
1P Pool Configuration Use Qutgoing Interface Address VR0 E T 12T Mar26 Mar27 Mar28 Mar29 Mar30 Mar3l AproOl

Preserve Source Port (B

Protocol Options 2l default *|

Security Profiles

FORTINET o< IS

Figure 2.12: Hit count in the Firewall Policy

@ ADI Praview

* Go to Dashboard > Users & Devices > Device Inventory and verify the IP and Mac address
of the device.
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101TM15008000 = Q > ©- L2~ R admin-
@ Dashboard
€ Device Inventory < & Hardware Vendor~
i Hardware Software Status Interfaces
Users & Devices Vendor oS
H Online M port2
Hother .. e W other o o
Searct Q (3 ]
Device = User = Address = Software OS = Device Family = Hardware Version =
[E] Other identified device €
@ 02:e6:1d:9e:7c:b8 192.168.1.2 Other identified device

02:e6:1d:9e:7c:b8

Figure 2.13: Device Inventory

Reordering Firewall Policies and Firewall Policy Actions

FortiGate will look for a matching policy, beginning at the top. Usually, you should put more specific
policies at the top; otherwise, more general policies will match the traffic first, and your more granular
policies will never be applied.

You will create a new firewall policy with more specific settings such as source, destination, service,
and action set to DENY. Then, you will move this firewall policy above the existing firewall policies
and observe the behaviour of firewall policy reordering.

Create a firewall policy

You will create a new firewall policy to match a specific source, destination, service, and action set to
DENY.
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Table 2.2: Firewall policy configuration

Field Value
Name Block_Ping
Incoming Interface Port2
Outgoing Interface Port3

Source LOCAL_SUBNET
Destination All
Schedule Always
Service PING
Action DENY
Log Violation Traffic <enable>
Enable this policy <enable>

(= FGVM01TM1 = Q

@ Dashboarc Edit Policy

+ Network

#® Policy & Objects Name © Block_Ping

Firewall Policy

Incoming Interface M port2

Outgoing Interface M port3

Source & mylocal

+
Destination B all

+
Schedule [0 always
Service @ PING

+

Action v ACCEPT ZNIaN

@ Log Violation Traffic

Comments Write a comment # 0/1023

Enable this policy €@

Figure 2.14: Set firewall policy to block ping

Click OK to save the changes. Add this policy on top of the previous policy.
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| * Create New | I a Q

B Export - RECUELE AU S By Sequence

a Name Source ¥ | Destination Schedule Service Action NAT Security Profiles Log
[Z] ™ port2 =M port3 ou
Block_Ping = mylocal & all [0 always @ PING @ DENY @ Al
LocalTolnternet & mylocal & all [0 always [ DNS « ACCEPT @ Enabled no-inspection O U
@ HTTP
I HTTPS
3] PING

Figure 2.15: Priority of Block_Ping should be higher than LocalTolnternet

Go to Webterm1 and ping 4.2.2.4. You shouldn’t be able to ping!
w5 & donan ] @& a6 |E

erminal
Tabs Help

bytes of data.

Figure 2.16: Verify ping in the WebTerm1
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2.2 Application Profile

Learning Objectives

» Work with application profile in FortiGate
* Create a Traffic Shaper
» Apply Traffic Shaping to the traffic

Scenario: Application control uses IPS protocol decoders that can analyze network traffic to detect
application traffic, even if the traffic uses non-standard ports or protocols. We are going to block
social networks in the first example and then we are going to set Traffic Shaper for the local PCs in
the second example. Finally, we will try to verify the connection speed in both PCs in the local
network and compare them together.

Working with Application Profile

1. Go to Policy & Objects > Firewall Policy section, select LocalToInternet policy you have
created in the previous section. Click on Edit.

2. Go to Security Profile section > Application Control.

o Create a new Application Control
o Name: Ban-SocialNetwork

o In Categories Block Social Media, Video/Audio

35
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New Application Sensor

e 93 Cloud Applications require deep inspection.
0 policies are using this profile.

Name Ban-SocialNetwork

Comments 4 0/255

Categories

~ All Categories

@~ |Business (179, O 6) @~ | Cloud.IT (31)

@~ Collaboration (293, & 6) @~ Email (87, &12)

@~ Game (124) @~ | GeneralInterest (241, ©9)
@~ Mobile (3) @~  Network.Service (332)

@~ P2P (85) @~ |Proxy (106)

@~ | Remote.Access (91) @ - | Social.Media (150, & 31)
@ - Storage.Backup (296, & 16) @~ |Update (48)

'@~ Video/Audio (206, & 13) @~ VoIP (31)

®- 'Web,CIient (18) @ - Unknown Applications

Figure 2.17: Block Social.Media and Video/Audio

For Application and Filter Overrides. Because a filter override is configured to block
applications that use excessive bandwidth, it will block all applications using excessive
bandwidth, regardless of categories that allow these applications.

3. In Application and Filter overrides > Create a new.
1. Select Application
2. Action: Block
3. Application: YouTube
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> 9~ L2~ 3 admin =

Edit } Edit Override x

C P

@ Action | @ Block -

P

@

| IjAddAllResults | | YouTube x Q| selected® U0 Cloud

®
Pri :
’ (/] Name = Category = Technology + Popularity = Risk
T

@ [E Application Signature

] o YouTube B8 Video/Audio Browser-Based [ ]
O YouTube.DownloaderYTD & B8 Video/Audio Client-Server k [ 1]

[ o YouTube_Category.Control... B Video/Audio Browser-Based [ 1]
| © YouTube_Channel.Access &... B Video/Audio Browser-Based [ L]

] © YouTube_Channel.Control £5... 88 Video/Audio Browser-Based Ll

o YouTube_ChannellD & @ 8 Video/Audio Browser-Based ke i [ L}

o YouTube_HD.Streaming & B Video/Audio Browser-Based | 1]
o YouTube_Messenger & 8 Social.Media Browser-Based 1 [ 1]
Opt o YouTube Search.SafetyMode.. B8 Video/Audio Browser-Based
Bloc © YouTube_SearchVideo & & Video/Audio Browser-Based =
Allo o YouTube VideoAccess &> @ BB Video/Audio Browser-Based (1]
o 0% QEETEETD

Sed

Ap

1P

3 o YouTube_Comment.Posting... B8 Video/Audio Browser-Based k BE
::]

Ge

Figure 2.18: Block YouTube

4. In Application and Filter overrides > Create a new.
1. Select Application
2. Action: Block
3. Application: Facebook_Chat
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z admin =

Edit} Edit Override x
; Type Filter
@; Action = @ Block ~
. @i 5 Add AllResults ~ * Add Selected facebook ®x Q| Selected @ FAW Cloud
L: @ o Name = Category = Technology Popularity Risk &
: @ [ Application Signature
e: (V] 7 Facebook @ Social.Media Browser-Based
= [ Facebook_AppName & B Social.Media Browser-Based i [ 1]
(e | ] Facebook_Apps B Social.Media Browser-Based
1 Facebook Chat & @ B Social.Media Browser-Based 23 [ 1]
AD‘T 1 Facebook_File.Download &... @8 Social.Media Browser-Based
[ I3 Facebook_File.Upload & @ W8 SocialMedia Browser-Based
i [ Facebook_Like.Button & B Social.Media Browser-Based . [ 1]
1 [ Facebook_Login & &8 B Social.Media Browser-Based
| © Facebook_Messenger.image... @ Collaboration Client-Server i u
© Facebook_Messenger.VideoT... @ Collaboration Client-Server ke ]
1 © Facebook_MessengerVolP.Call 8 Collaboration Client-Server 22 ™
- © Facebook MessengerVoice.... 88 Collaboration Client-Server ke s ]
ont 0% QEETFETD
B Caree

Figure 2.19: Block Facebook

5. OK all and now open the browser and go to Twitter.com or YouTube.com and try to search
for a video and you should receive an application block page.

Applieallon Lol 0l VIiQld! 1 - VIOZlla ElOxX

G Google X = Preferences X | Application Control Violation X | 4

(&)= C @ ‘(D www.youtube.com vee 1:{| I
X

FortiGate Application Control

Application Blocked
You have attempted to use an application that violates your Internet usage policy.

Application YouTube
Category Video/Audio

URL http://www.youtube.com/

Username

Group Name

Policy 6012cc48-b2e6-51ecc5a2-40598aee1749

Figure 2.20: Application Control Blocked page



2.2 Application Profile 39

6. Go to Log & Report > Application Control and try to find the logs related to the previous
step.

E3 © AddFilter - M

1

Source Destination Application Name Action Application User Appl

192.168.1.2 142.251.46.195 (fonts.gstatic.com) 5 Google.Services pass

192.168.1.2 142.251.46.195 (fonts.gstatic.com) 2 SSL pass
192.168.1.2 142.250.191.78 (apis.google.com) @ YouTube block l
192.168.1.2 142.251.46.234 (fonts.googleapis.c.. (& Google.Services pass
192.168.1.2 142.251.46.234 (fonts.googleapis.c.. & SSL pass
192.168.1.2 172.217.6.78 (www.youtube.com) o YouTube block
192.168.1.2 34.120.237.76 (img-getpocket.cdn... 3 HTTPS.BROWSER pass
192.168.1.2 34.120.237.76 (img-getpocket.cdn.... A SSL pass
192.168.1.2 34.120.237.76 (img-getpocket.cdn... A HTTPS.BROWSER pass
192.168.1.2 34.120.237.76 (img-getpocket.cdn.... . SSL pass
192.168.1.2 157.240.22.35 (facebook.com) i Facebook block l
192.168.1.2 157.240.22.35 (facebook.com) & SSL pass
192.168.1.2 157.240.22.35 (facebook.com) [Ei Facebook block
192.168.1.2 157.240.22.35 (facebook.com) A SSL pass
192.168.1.2 157.240.22.35 (facebook.com) I3 Facebook block

rs 192.168.1.2 157.240.22.35 (facebook.com) A SSL pass
192.168.1.2 157.240.22.35 (facebook.com) i Facebook block

Figure 2.21: Application Control logs

Working with Application Profile: Part 2

phcp server Ml Bl B pucp Client
ol Fe1 e
rort2 mmmw " e

[ ]
Portl
h92.168.0.1/24

webterm-3

‘ etho

webterm-2

MC 192.168.0.2/24

Figure 2.22: Main scenario
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Table 2.3: Devices Configuration

Device Configuration

Port 2: DHCP Server (192.168.1.20 — 192.168.1.30)

FortiGate

Port 3: DHCP Client
WebTerm1 DHCP Client
WebTerm3 DHCP Client

1. Remove the application control you have set for policies in the previous step.

2. Add Ethernet Switch and WebTerm3 to your GNS3. WebTerm3 should receive an IP address
from DHCP.

BEHED N S| oA Q Q@ el

n 0 & =
£
twitter
THECITY.N POF I M NYTIMES.COM
Meet the DIY Duo How to Soundproof a The Brilliance of Charo
Behind the Amazon Room The guitarist, singer, actress
Labor Union’s Guerrilla Here are cheap, simple ways and comedian has long
To raise money as well as their to tune up your home studio wrapped her prodigious
§ Trending § Trending § Trending
jwv _ EI®@ Mozila Firefox ™ | XTerminal 03:45

Figure 2.23: Verify DHCP address in WebTerm3
3. Set traffic shaping for WebTerm3 to save the bandwidth.

o Create an Address object for WebTerm3. Go to Addresses > Create a new
Address with the following information:
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Table 2.4: Create a new Address for WebTerm3

Field Value
Name WebTerm3
Type Subnet

Subnet/IP Range

192.168.1.21/32 (Check your IP in WebTerm3)

Interface

any

New Address
L3

Name
Color

Type
IP/Netmask

Interface

WebTerm3
=2
Subnet

192.168.1.21/32
O any

Change

Static route configuration C

Comments

# 0/255

Cancel

Figure 2.24: WebTerm3 IP address

4. Go to Policy & Objects > Traffic Shapers and create a new Per-IP traffic shaper. Shared
affects upload speed while Per-IP affects download and upload speed.

Table 2.5: Traffic Shaper Configuration

Field Value
Type Per-1P
Name WebTerm3
Max Bandwidth 10000
Max Concurrent Connections 5000
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Figure 2.25: Set traffic shaping

5. Go to Policy & Objects > Traffic Shaping Policy and create a new Policy.

1]
jo)

R New Traffic Shaper

Type L EICO Per IP Shaper

Name  WebTerm3

Quality of Service

| <] >

Bandwidth unit kbps
Maximum bandwidth & 10000
Max concurrent connections @ | 5000

Max concurrent TCP connections (B
Max concurrent UDP connections (I
Forward DSCP »
Reverse DSCP »

Table 2.6: Traffic Shaping Policy Configuration

Cancel

kbps

]

Field Value
Source WebTerm3
Destination ALL
Service ALL
Outgoing interface Port3
Per-IP Shaper WebTerm3
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MNew Traffic Shaping Policy

Additional Information

MName WebTerm3Policy
Status [+ NELIEVE © Disabled @ API Preview
Comments | Write acomment d s
(@ Documentation
; 7
If Traffic Matches: 2 \C:izléze_r:il’?iai =
Source & webTerm3 x
+
Destination Qal x
+
Schedule (B
Service @ AL x
Application €@
URL Category +
Then:
Outgoing interface ™ port3 x
+

Apply shaper O

Shared shaper »

Reverse shaper »

Per-1P shaper @€ WebTerm3 -

Assign shapingclassiD O

Figure 2.26: Set traffic shaping policy

6. To verify open the browser in the WebTerm3 and go to Fast.com.

) Internet Speed Test | Fast.com - Mozilla Firefox

(™ Internet Speed Test | Fast X Firefox Privacy Notice — I X | 4+

<« c @ | ® @ httpsi/fast.com B CEY

FAST

Figure 2.27: WebTerm3 speed test
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7. Now, open the browser in WebTerm1 and go to Fast.com.

) Internet Speed Test | Fast.com - Mozilla Firefox
M Internet Speed Test [Fast X | +

L3
&« C o @ & https/fast.com ooe % d

(N
FAST

Your Internet speed is

65

Show more info

000

Figure 2.28: WebTerml1 speed test

8. We are going to allow only twitter Applications in WebTerm3. Other applications should be
blocked. To do:

1. Add a new Policy from port2 to port3.

= Q > @~ 0z~
Edit Policy
) Policy & Objects Name @ WebTerm3 - =
Firewall Policy Incoming Interface | [M port2 -
Lastused /A
Outgoing Interface [® port3 -
Source B WebTerm3 x Firstused INGY
+ Active sessions o
Destination Dall x Hitcount o
+
Schedule (e always - U L
Service @ DNS » Currentbandwidth Obps
@ HTTP x
@ HTTPS x B Clear Counters
& pinG x
+
Traffic Shaping
PSR Action v accert XN dditional iAtormat
ecurity Profile
= Z ®
= N Inspection Mode [EFGIEERLE Proxy-based A1 Ereview
>— EditinCLI
Firewall/ Network Options
® Documentat
NAT [ @
& onlineHelp &
1P Pool Configuration Use Outgoing Interface Address [RUEEIniET T 2% 1] W Video Tutorials (&
Preserve Source Port (B B Consolidated Policy Configuration @'
Pratocol Options default - &

Security Profiles

F RATINET “ Cancel
Figure 2.29: Set Firewall Policy

2. Add and Application Control and Block all applications except Twitter. Then,
assign the WebTerm3 profile to Application Control.
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Edit Application Sensor
MName WebTerm3
Comments * 4 0/255
Categories
@~ AllCategories
@ - |Business (153, & 6) @ - [Cloud.IT (66, £&51) @ - |Collaboration (268, & 16)
@ - Email (77, £12) @ - Game (86) @ - General.interest (233, £38)
@ ~ Mobile (3) @ ~ |Network Service (333) @ ~ p2p (36)
@ - [Proxy (174) @ - |Remote Access (95) @ - social Media (118, £32)
@ - |storage Backup (161, £ 19) @ ~ |Update (49) @ ~ |video/Audio (155, £17)
@ - VolP (23) @ ~ \Web.Client (24) @ - Unknown Applications
® Network Protocol Enforcement
Application and Filter Overrides
* CreateNew | ¢ Edit B Delete
Priority Details Type Action
1 W Twitter Application @ Allow
W TwitterVideo &
W Twitter_Login & @
W Twitter_Message @
Twitter Post & @

Figure 2.30: WebTerm3 Application Control Settings
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Firewall / Network Options

NAT O

Preserve Source Port ()

Protocol Options 50 default
Security Profiles

AntiVirus »

Web Filter »

DNS Filter »

Application Control €© [ WebTerm3

IPS »

File Filter »

SSL Inspection =N certificate-inspection
Logging Options

IP Pool Configuration e NG NCEa s ag= Use Dynamic IP Pool

il I 4
=1
v|#

Log Allowed Traffic O All Sessions

Generate Logs when Session Starts OB
Capture Packets »

Figure 2.31: Set Application Control

3. Then, put the policy you have created above LocalTolnternet Policy.

Name Source Destination Schedule Service Action

E] [ port2 M port3 [3] _,o

Block_Ping mylocal all [@always @ PING @ DENY

NAT Security Profiles Log

@ al

WebTerm3 B webTerm3z 1 all [@ always @DNS v ACCEPT @ Enabled [ WebTerm3 U utv

HTTP
@ HTTPS

LocalTolnternet 12 mylocal Bal (@ always @ DNS « ACCEPT @ Enabled [JEM certificate-inspection 0 UTM

® HTTP
@ HTTPS
@ piNG

[ implicit €

Figure 2.32: Priority of policies

4. Verify: in WebTerm1, you should be able to reach any websites.
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(M Internet Speed Test | Fas! X | §) Facebook - Log In or Sign X | @ YouTube

o>xe | FoY o T —
= @Youlube Search
oy » Gameshows  Restaurants  Live  Metalworking
@  [E3YouTube Premium
E: Watch everything you love
=« = ad-free
) Iil GET IT NOW
]
e
O
ey

Figure 2.33: Verify the result in WebTerm1

X [
- @ %
Q &
Cooking shows Sketch comi
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3.1 Source NAT

Learning Objectives

» Configure a NAT policy in FortiGate
* Identify source NAT

Scenario: We are going to enable Source NAT (SNAT) to reach the Internet from Kali. That means
that all traffic from the local network to the Internet should be allowed.

WordPress-1 ——,

- C
. nato \M__\K .

pHCP client
Port3 webterm-1

i
= pHce server SR, 1, 15 1/54 L
aws_z I

e

Port2 W Port4 etho
| 10.10.10.2/24

Port1
192.168.0.1/24

KaliLinux2021.1-

n ~ etho

webterm-2
etho

-,

MC 192.168.0.2/24

Figure 3.1: Main scenario
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Source NAT
Table 3.1: Devices configuration
Device IP address Access
Kali DHCP Client -
WordPress/Kali DHCP Client -

Ethernet Switch -

Port 2 —(192.168.1.1/24) — DHCP Server (192.168.1.10 to
192.168.1.20)

FortiGate Port 3 — DHCP Client ICMP-HTTP-HTTPS

Port 4 —10.10.10.1/24

WebTerm 10.10.10.2/24 -

Basic Configuration

1. Port configuration in the firewall as follows:

i FortiGateVM6&64-KVM 1 3
[ [/ 7 [
1l CEEELE
2 4
4+ Create New~ & Edit Bl Delete ntegrate erface Sea Q M GroupE
I Name = Type = Members = - IP/Netmask = T Administrative Access =

=] 3 802.3ad Aggregate €9

e fortilink e 802.3ad Aggregate Dedicated to FortiSwitch PING
Security Fabric Connection
-l ™ Physical Interface @
™ port1 [® Physical Interface 192.168.0.1/255.255.255.0 HTTPS
HTTP
™ port2 Physical Interface 192.168.1.1/255.255.255.0
™ port3 [M Physical Interface 192.168.122.242/255.255.255.0
™ portd M Physical Interface 10.10.10.1/255.255.255.0

Figure 3.2: Ports configuration in the firewall

2. Set a DHCP server on interface port2 (Range of IP address should be: 192.168.1.10 to
192.168.1.20, DNS: 4.2.2.4).
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@) DHCP Server

DHCP status [+ RFl © Disabled

Addressrange | 192.168.1.10-192.168.1.2q]

Metmask 255.255.255.0

Default gateway REEREEELIEEAZN Specify

DMS server Same as System DNS | Same as Interface IP
DHSserver 1 4224 x
[+]
Leasetime @ €@ 604800 :-:- second(s)
B3 Advanced
Network

Device detection @ @
Security mode ® ]

Figure 3.3: DHCP Server configuration

3. Set port3 as a DHCP client and connect to the NAT.

Address

Addressing modke Manual Auto-managed by IPAM
Status @ Connected

Obtained IP/Netmask 192.168.122.242/255.255.255.0  Renew
Expiry Date 2022/04/03 00:00:00

Acquired DNS 192.168.122.1

Default gateway 192.168.122.1

Retrieve default gateway from server @O

Distance 5 (s

[~]

Override internal DNS D

Figure 3.4: DHCP client configuration

4. Set a static route in the firewall to reach to NAT object.



54 Chapter 3. NAT

@ Dashboard Mew Static Route

¢ Network

Automatic gateway retrieval @ O

Destination €@ m Internet Service

nterraces

DNS

0.0.0.0/0.0.0.0
. Cﬂtew;yAddress i ] m Specify
SD-WAN
R - Interface M port3 x
+

Administrative Distance @ 10 =
Comments W ) { 0/255
Status [+ FNEVIEN © Disabled

£3 Advanced Options

Figure 3.5: Set a static route

5. Go to Policy & Objects > Firewall Policy section, click Create New to add a new firewall
policy, and configure the following settings:
o Name: LocalToInternet
o From inside to outside (port2 to port3)
o Source: Create an address for the local network (Subnet: 192.168.1.0/24)
o Destination: all
o Schedule: Always
o Service: Only HTTP, HTTPS, and DNS
o Action: Accept
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Edit Policy
B Policy & Objects Name @ LocalTolnternet
Firewall Policy Incoming Interface | M port2

OutgoingiInterface | [M port3

4

X X X%

Source B mylocal
Destination B all
Schedule @ always
Service @ DNs
@ HTTP
@ HTTPS
| Options
Action « ACCEPT

Traffic Shaping

MAT O

Preserve Source Port ()

Figure 3.6: Configure Firewall Policy and enable Source NAT

Inspection Mode NEEINEES=0 Proxy-based

Firewall / Network Options /

Protocol Options default

SNAT

IP Pool Configuration Use Outgoing Interface Address VRS nUET T 120 ]]

il I 4

6. Open the browser in Kali, you should be able to access the internet.

HEHER| N S| R A Q@R

ﬁ; oF T ® Google - Mozilla Firefox

9 Google - Mozilla Firefox

@ Google N +

&« ¢ o O a google.com

08:50PM O «) A © | @ G

LB N @ @

N Kali Linux ¥ Kali Training X Kali Tools ¥ Kali Forums « Kali Docs ! NetHunter Offensive Security MSFU Exploit-DB GHDB

About  Store

Google

Google Search I'm Feeling Lucky

Google offered in: Frangais

Figure 3.7: Verify your configuration

Gmail Images
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3.2 Destination NAT

Learning Objectives

* Create a virtual IP address
e Create a Destination NAT

* Create a Port Forwarding

Scenario: We are going to enable Destination NAT (DNAT) and able to reach WordPress from
WebTerm1. That means if someone from WebTerm1 opens the browser and types http://10.10.10.1
should be able to reach WordPress.

WordPress-1 —

{,~—-c"
L4 C
E: nato \M-._.-\ )

pHCP client
Port3 webterm-1

Switchl !
o pHce server SR, 1, 15 1/54
- 010101/ _
e2 Port2 i w Port4 s
i 10.10.10.2/24

Port1
192.168.0.1/24

KaliLinux2021.1-

n ~ etho

webterm-2
etho

FMC

192.168.0.2/24

Figure 3.8: Main scenario

VIP (Virtual IP address)

Go to Policy Objects > Virtual IPs and Create a new Virtual IP:

57
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* Name: outsideToDMZ
* Interface: Port 4
+ External IP address: 10.10.10.1
» Mapped IP address: 192.168.1.X (Find the local IP address of your WordPress)
* Enable Port Forwarding:
o External Service Port: TCP 80
o Map to Port: TCP 80

MNew Virtual IP

VIP type IPv4

Name OutsideToDMZ
Comments % 0/255
Color @ Change
Metwork
Interface [ port4 -
Type SEHHNYE FQDMN
External IP address/range €@ 10.10.10.1
Map to
IPv4 address/range 192.168.1.22
Traffic Shaping (® Optional Filters

Security Profile
& PortForwarding

Protocol el UDP | SCTP | ICMP
External service port @ 80

Map to |Pv4 port 80

x urity Fabric >

Figure 3.9: Configure Virtual IP

Create a Firewall Policy

You will create a new firewall policy to match a specific source, destination, service, and action set to
Accept.
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Table 3.2: Firewall policy configuration

Field Value

Name Outside-DMZ
Incoming Interface Port 4
Outgoing Interface Port 2

Source All
Destination Select your VIP Name (outsideToDMZ)
Schedule Always
Service HTTP

Action ACCEPT
Log Violation Traffic <enable>
Enable this policy <enable>

Click OK to save the changes.

[ 0z New Policy
§+ Networl
B Policy & Objects Name @ Outside-DMZ
Firewall Policy Incoming Interface M port4 -
Outgoing Interface ™ port2 -
Sourcek B all x
+*
Destination i @@ OutsideToDMZ x
+
Schedule (@ always -
Service @ HTTP x
+
Action L@ eeaal @ DENY

Inspection Mode [REGIEELLE Proxy-based

Firewall / Network Options

NAT O

IP Pool Configuration Use Outgoing Interface Address EEInVHET 14 20|

Preserve Source Port ()

Protocol Options default > &

Figure 3.10: Set Firewall Policy

To confirm traffic matches, go to WebTerm1, open the browser and type http://10.10.10.1 in the
browser. You should be able to reach WordPress.
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) TurnKey Linux - Just another WordPress site - Mozilla Firefox

TurnKey Linux - Just another R | 4

& cC @ ® 10.10.10.1 w In @ @

TURNKEY LINUX

Just another WordPress site

Welcome to WordPress!

Getting started... Login as admin and get blogging! Refer to the TurnKey WordPress release notes
Refer to the WordPress Getting Started Codex Search WordPress.org for plugins to extend
WordPress. Here's some examples: Yoast SEQ: Optimizes your WordPress blog for search engines
and XML sitemaps. NextGEN Gallery: Easy to use image gallery with thumbnail & slideshow...

Continue reading

Published February 22, 2021
Categorized as Uncategorized

Figure 3.11: Verify configuration

Port Forwarding

WordPress-1

s nato

pHCP client

Port3 webterm-1
Switchl =
: pHcp Server MBI 1 ;10 1/54 '
oM rc1 pmé 010/ -
e2 rort2 W Port4 etho .~ =
ps 10.10.10.2/24
Portl

192.168.0.1/24

KaliLinux2021.1-

E etho

"""" - 192.168.0.2/24

Figure 3.12: Main scenario

1. Set the interface of Kali as a DHCP client and enable SSH in Kali. To enable SSH in Kali
type Figure 3.13 command:
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kali@kali: ~

File Actions Edit View Help

Figure 3.13: Enable SSH service in Kali

L

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.23 netmask 255.255.255.@0 broadcast 192.16
inet6 fe8@::59zf:fc@0:6db5:fede prefixlen 64 s
ether @c:ea:85¥2f:00:00 txqueuelen 1000 (Ethernet)
RX packets 10654 bytes 13841347 (13.2 MiB)
RX errors @ dropped @ oo runs @ frame @
TX packets 4170 bytes 481667 (470.3 KiB)
TX errors @ dropped @ overruns ® carrier @ collisions @

Figure 3.14: Verify you’ve received an IP address from DHCP

2. Repeat the previous steps we have done for DNAT and try to reach Kali from port 8080 (Port
Forwarding: 8080 — 22)

& Networl
| : = VIPtype  IPv4
® Policy & Objects =4 - FGVMO1TM19008000
0 MName Kali
Firewall Policy
Comments £ 0/255
Color @ | Change
? = ID
P
Network Lastused | N/A
Interface Firstused | N/A
Type Static NAT Hitcount ©
External IP addressfange ® | 10.10.10.1 —~
Map to
IPv4 address/range 192.168.1.23 addition
. & API Preview
(B Optional Filters
% References
@ Port Forwardin, o
E >_ EditinCLI
Protocol jle:8 UDP | SCTP  ICMP
External service port @ | 8080 @
Map ta IPv4 port 22 & onlineHelp &

MM Video Tutorials (£

Figure 3.15: Map External port 8080 to local port 22
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B Policy & Objects

Firewall Policy

wd DoS Policy

chedules

Virtual IPs

Pr
Traffic Shaping

Security Profiles

e [0 B

- & Authen

: D

WiFiController

L

v
S
N

x Secur (18

L |og & Report

Mame @ SSH

Incl;-mrnglnteﬁate ™ portd b

Outgoing Interface ™M pori2 -

Source B all x
.*

Destination @ Kali x
+

Schedule (6 always v

Service @) ssH x
+

Action LA el @ DENY

Inspection Mode REGIEEERE Proxy-based

Firewall / Network Options

MNAT O

IP Pool Configuration Use Outgoing Interface Address JUEIeGEY 15

Preserve Source Port ()

Protocol Options default v &

Security Profiles

Figure 3.16: Set Firewall Policy

3. Verify your connection from WebTerm (Hint: ssh user@10.10.10.1 -p 8080).

- Kali@kali;: ~
dit Tabs Help

File

@10.10.10.1's pass g -
¢ kali 5.10.0-kali3-amd64 #1 SMP Debian 5.10.13-1kal1l

bed 1n the

NO WARRANTY, to the extent

= e thon pointing to Pyt
7 ompatibili = ! ) nge
66 GeE ht '

Figure 3.17: Verify SSH connection
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Chapter 4. VPN
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4.1 1Psec VPN

Learning Objectives

» Configure an IPsec VPN
+ Configure a site-to-site VPN

Scenario: We are going to have IPsec VPN from Windows to FortiGate Firewall. First, we are going
to install FortiClient on Windows and then we will configure the firewall for FortiClient. The goal of
this scenario is to have connectivity from Windows to PC1. You should be able to ping PC1 after you

have established your VPN connection.

Switchl

— DHCP Server Ml I R DHCP Client o 1
J o1 e
2 Port2 wm W Pt

el
Windows10w/Edge-1

webterm-2 '
h ~ etho .

192.168.0.2/24

DHCP Client

Figure 4.1: Main scenario
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Configuration
Table 4.1: Devices configuration
Device IP address Access
WebTerm?2 192.168.0.2/24 -
VPC DHCP Client -

Ethernet Switch1-2 - -

Port 1: DHCP Client ICMP
FortiGate Port 2: 192.168.0.1/24 HTTP

DHCP Server (192.168.0.10 to 192.168.0.20) HTTPS
Windows DHCP Client -

Before you begin the configuration, please remember with VPC’s and Web terms this is how we edit
their IP settings for static and or DHCP Addressing:

Before dragging in your web terms or other devices remember to always choose GNS3 VM:

NAT1
3 Server ? X

Please choose a server

STAZ8 l

Figure 4.2: Dragging a NAT under GNS3 VM

Switchl 6 Server 7 >

S
Please choose a server
STAZE l

Figure 4.3: Dragging a switch under GNS3 VM
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1. Set a DHCP server on interface port2 (Range of IP address should be: 192.168.0.20 to
192.168.0.30, DNS: 4.2.2.4).

4 Network Administrative Access
Interfaces 1Pv4 O HTTPS HTTP @ O PING
DNS O FMG-Access 0O ssH 0 SNMP
3 Security Fabric Status
T O FT™M O RADIUS Accounting m] Connection € © Down
SD-WAN ([ Speed Test
Static Routes Receive LLDP @ Use VDOM Setting [SyclsERESI Rl MAC address
" = < 0c:24:73:53:00:01
el Transmit LLDP € RUEAYslel VLM Enable Disable ©
Additional Information

RIP

@ DHCP Server
OSPE @ AP| Preview

DHCP status _ ZELEEN © Disabled
BGP % References

Address range 192.168.0.10-192.168.0.20
Routing Objects o >_ EditinCLI
Multicast ®

Netmask 255,255 nentation
Policy & Objects etmas| 255.255.255.0 .

X Default gateway BENCEANC AN Specify & OnlineHelp &'
Security Profiles @ Video Tutorials (&'
o DNS server FEIEESSSE IBNEE Same as Interface IP | Specify

Lease time @ @ | 604800 second(s)

User & Authentication

Figure 4.4: Set DHCP IP address

& webterm-1 interfaces ? X

# This is a sample network config uncomment lines to configure the netwark

# Static config for eth0

#auto ethD

#face eth0 inet static

# address 192,168.0.2

netmask 255.255.255.0

gateway 192.168.0.1

up echo nameserver 192,168.0.1 > fetc/resaly, conf

EETETE

# DHCP config for ethd
auto eth
iface ethO inet dhcp

Its the same process for DHCP
we take out the "#" for the two
lines underneath the heading

Refresh | Save Cancel

Figure 4.5: Enable DHCP client
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@ webterm-1 interfaces ? ped

# This is 3 sample network config uncomment lines to configure the network:

# Static config for ethd
auto ethd
iface eth inet static
address 192.168.0.2
netmask 255.255.255.0
gateway 192.168.0.1
# up echo nameserver 192, 168.0,1 > fetc/fresolv,conf

# DHCP config for eth0
# auto ethd
# iface eth0 inet dhep

In order to configure a Static IP address,
we can uncomment the lines by removing
the "#" from each of the line

Refresh Save Cancel

Figure 4.6: Configure a static IP address

2. Go to User & Authentication > User Group > Create New:

o Name: VPN_GRP_AOID
o TYPE: Firewall

> @- A2~ R admin-

i m 0 I Q
Group Name ¢ Group Type = Members = Ref.
Guest-group B Firewall & guest 0
SSO_Guest_Users f& Fortinet Single Sign-On (FSSO) 1
e User & Authentication
User Definitior
User Groups
3

Figure 4.7: Create a user group
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= Q > O~ 42~ zadmin'
@ [ New User Group
.%. FortiGate
. Name VPN_GRP_A00123456 dh—
= Type Iz FGVYM01TM19008000
& Fortinet Single Sign-On (FSS0O) Additional Informatior
(=Rl RADIUS Single Sign-On (RSSO)
@& API Preview

& User & Authentication Guest

User Definitior Members * @ Documentation

User Groups & OnlineHelp &

W Video Tutorials ('

Figure 4.8: Create a group in the firewall

3. Go to User & Authentication > User Definition > Create a User:

= Q > O~ A2~ z admin ~
4 Create New # Ed I ! (] t Search Q
Name * Type = Two-factor Authentication = Groups = Status = Ref. =
& guest & lOCAL © B Guest-group @ Enabled 1

Security Pro
N

User & Authentication —

User Definition

Figure 4.9: Create a new user
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User & Authentication

User Definition

User Groups

User & Authentication

User Definition

]

T
X Security

L Log &

Figure 4.11: Configure login

subpscriptions
Remote RADIUS User \ Get the app &'

Remote TACACS+ User

Remote LDAP User & OnlineHelp &
FSSO W Video Tutorials ('
FortiNAC User

Cancel

(® Documentation

& OnlineHelp &
@M Video Tutorials (£

< Back
credentials for the user

Cancel

Jse oup On Vv a
@® Login Credentials B FortiExplor
b € Manage your devices on iOS or Andre )S
USErs can e ek Token Cle
Username  A00123456 o o
Password | gpoeeeeee | che app &
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B FortiExplor

re your devices on iOS or Android. iOS

@ Contact Info >

@ Two-factor Authentication

ISErs also manage FortiToken Cloud
pscriptions

Gettheapp

User & Authentication

® Documentation
User Definition & Online Help @
User Groups W Video Tutorials (£

<gack [N corce

4. Assign User Group to your profile.

TN i] 2 USE oup eation wWiZzara
B FortiExplorer
\ e Bl Manage your device: \| OS or Androic
users can also manage rorti loken Cloud
User Account Status  [EREELIERE © Disabled subscription:
User Group @© & VPN_GRP_A00123456 x Get the app (£
+
® Documentatio
& OnlineHelp &
W Video Tutorials (&
H5T10 = < Back bm Cancel

Figure 4.13: Assign a user to the group
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2o # Edit Tm Clone @ Delete Search Q
&
- Type = Two-factor Authentication = Groups = Status = Ref.:
& & A00123456 & LOCAL © VPN_GRP_A00123456 & Enabled 1
o & guest & LocCAL © &£ Guest-group @ Enabled 1
& User & Authentication

User Definition

User Groups

Gues

LDAP Server:

RADIUS Servers

5ign-On
Authentic
=10ln J_Securitv Rating Issues a

Figure 4.14: Verify configuration

5. Go to VPN > IPsec Wizard.
1. First:

= Select Name: AOID- VPN(AOID is a student ID)
» Template Type: Remote Access
» Remote Type Device: FortiClient

@ FortiGate - FGVMO1TM18 X | +

“ ¢ o ® & https://192.168.0.1/ng/vpn/ipsec/wizard - O n @O & =
= q > @~ N2~ § admin-
VPN Creation Wizard
@ vnsei > @ CiertOptons o
@ Review Settings _
Name A00123456-VPN _
Template type Site toSite  Hub-and-Spoke —

Custom

IPsec Tunnels Remote device type [REIENSEREE Native h
1Psec Wizard & FortiClient [REReRe _

IPsec Tunnel Tem

Intemat

This FortiGate FortiClient

Back Next > Cancel

Figure 4.15: Create a VPN connection

2. Then:
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* Incoming Interface: Portl
» Pre-shared Key: <Select a key like a password>
» User Group: VPN_GRP_AOID

B FortiGate - FGVMO1TM1S X | +

<« C¢ @ ”) & https://192.168.0.1/ngivpnfipsec/wizard v mweoe =
=BG > @- A2~ R admin~
@ Dasht VPN Creation Wizard
i . P @ Autrentication > @ Policy &Routing ) @ Client Opti
B Policy & Object @ Review Settings _
& Seaty i Incoming Interface [® port1l - _
8 VPN L .
Authentication method REEIEIENCHR Signature —
b A LA Pre-shared key 123456 O f—
(Psec Tunnels User Group B VPN_GRP_A00123456 v]  —

|Psec Wizard

Psec Tun Dialup - FortiClient (Windows, Mac OS, Android)

FortiClient

Intemet

This FortiGate

< Back Next > Cancel

Figure 4.16: Configure authentication

3. Next:

* Local Interface: Port 2

* Local Address: Add your local range of IP address (192.168.0.0/24)
» Client Range: 172.16.0.1 to 172.16.0.10

» Subnet Mask: 255.255.255.0

» Disable Split Tunneling
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@ FortiGate - FGVMO1TM1S X | +

&« ¢ o @) £ hitps/192.168.0.1/n vpnfipsecjwizard e Mo & =

> @~ Q2-~ ‘admin-

VPN Creation Wizard

: ’ © Policy & Routing
© Review Settings

Local interface M port2 x _
+
Local Address & Local Range x '
+
unnels
IPsec Wizard Client Address Range 172.16.0.1-172.16.0.10 _
Subnet Mask 255.255.255.0

¢ Tunnel Te

DNS Server Use System DNS EvEld14%
Enable |Pv4 Split Tunnel ] ‘_

Allow Endpoint Registration @

Dialup - FortiClient (Windows, Mac OS, Android)

=g

After configuring Above , Hit Next

> 9~ L2~ ‘admin'

VPN Creation Wizard

© Review Settings

The following settings should be reviewed prior to creating the
o VPN.

C lunneis

4 Object Summary
IPsec Wizard
Phase 1 interface A00123456-VPN
Phase 2 interface A00123456-VPN
Address A00123456-VPN_range

Remote to local policies vpn_A00123456-VPN_remote

Endpoint Registration ~A00123456-VPN

Figure 4.18: Review Settings

6. On Windows machine, download FortiClient from Fortinet (https://www.fortinet.com/
products/endpoint-security/forticlient). Install the FortiClient and configure IPsec as set in the
previous steps. Your remote Gateway IP should be the Port1 IP address.



Host Name: IET1WINS 1

|E Version: 11.0.9600.18861

0S Version: Windaw= 20

Service Pacl- o service pack
< ivame: IEUser

Password: PasswOrd!

Snapshot/backup:
Create a snapshot (or keep a backup of downloaded archive) before first booting and working with
this VM, so that you can reset quickly after the OS trial expires.

Licensing notes and evaluation period:

4.1 IPsec VPN

The modern.ie virtual machines use evaluation ns of Microsoft Windows, and are therefore time

limited. You can find a link to the full license on the desktop.

Activation

For Windows 7, and 10 virtual machines, you need to connect to the Internet in order to activate

the trial. In most cases, activation will be done automatically after a few
also enter "slmgr /ato” from an administrative command prompt. This
For Windows Vista, you have 30 days after first boot

minutes, but you can
will give you 90 days.

For Windo: you h ) day r first boot. You will see a toast notification pop up a few

minutes after boot stating the days left (in the em tr

Re-arm:

In some cases (Windows XP, Vista, and 7), it may be possible to further extend the initial trial period if
there are rear eft. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the 'Run as Administrator option).

Show current license, time remaining, re-arm count (all except Windows XP):
slmgr /dlv

A

Figure 4.19: Install FortiClient on Windows

7.

\/

# &0 6 a4

Upgrade to the full version to access additional features and receive technical support.

Figure 4.20: Configure VPN in FortiClient

75
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9.

Welcome to FortiClient VPN!

This is a fn
Pleas

rsion of FortiClient VPN softwa

with limited feature support

g to the licensed version for advanced features and technical

supp

| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

_

Figure 4.21: Accept FortiClient Free Licence

82 Jx

‘ admin ¥

£% FortiGate VM64-KVM 1
«» Network ] ] ) [ (P
We take this address and
Interfaces I I| L Apply it to our VPN in our
| 2 windows Machine

Search Q M Group By Type ~

IP/Netmask = Adm

[E] ® Physical Interface @

® port1 offfmmmme B Physical Interfacc  S— ) 192.168.122.34/255.255.25...

® port2 ™ Physical Interface 192.168.0.1/255.255.255.0 il

™ port3 [ Physical Interface 0.0.0.0/0.0.0.0

™ portd

[ Physical Interface 0.0.0.0/0.0.0.0

™ port5 ™ Physical Interface 0.0.0.0/0.00.0
™ porté ™ Physical Interface 0.0.0.0/0.0.00
— ™ nort7 W Phvciral Interface nnoo/oo000

Figure 4.22: Portl IP Address
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\/ 4 500 a

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VPN IPsec VPN

Connection Name |VPN | _

Description | |

Remote Gateway | 192.168.122.34 | x _
+Add Remote G Y

Authentication Method | Pre-shared key v |

Authentication (XAuth) @ Promptonlogin () Savelogin () Disable

Failover SSL VPN | [None] v |

+ Advanced Settings

' BT T T

10.

Figure 4.23: Configure FortiClient Remote Gateway and Pre-shared key

11. You should be able to ping from Windows to VPC.

192.168.08.18

with
.18:
.18:

. -0.18:

Reply from 192. .08.18: hyte
» 192.168.0.18:
i 1 °
ti i-s nd working with
. Average

ire therefore time

Ml | order to activate

L LhidlL I oS0 Ld5E5, dUlivaliun will e Uune duloimidlcdily diter d iew HIIIIUYES‘ but yDU can
also enter "slmgr /ato" from an administrative command prompt. This will give you 90 days.
For Windows Vista, you have 30 days after first boot.
For Windows XP, you have 30 days after first boot. You will see a toast notification pop up a few
minutes after boot stating the days left (in the em tray).

Re-arm:

In some cases (Windows XP, Vista, and 7), it may be possible to further extend the initial trial period if
there are rearms left. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the 'Run as Adinistrator' option).

Show current license, time remaining, re-arm count (all except Windows XP):
slmgr /dlv

Figure 4.24: Verify configuration
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Site-to-Site VPN (IPsec VPN)

WebTerm1 to WebTerm?2.

Scenario: We are going to have IPsec VPN from WebTerm1 to WebTerm?2. First, we are going to
configure both firewalls through IPsec VPN Wizards and then we will verify connectivity from

1 13
I rc2l

B rc1 R
92.168.20.1/ 24
b /124 o gy gy PO

Port2 »

‘ ’ !:elhl]

webterm-1
192.168.20.2/ 24

Figure 4.25: Main scenario

Port3 W 192168.10.1/24
A Port2

eth l].;..\ ‘

webterm-2
192.168.10.2/24

To validate Firewalls licences, we are going to connect them to the Internet.
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HAT1

Portl Portl
AR ;0101724 h0.10.10.2/24 n. HR
1192.168.20.1/ 24 i ro1 Hle For It
. .20.1/ umy Port3 L1 1 J 192.168.10.1/24
Port2 Port2
a "
webterm-1 webterm-2
l192.168.20.2/24 h92.168.10.2/24

Figure 4.26: Validate firewall licences

Table 4.2: Devices configuration

Device IP address Access

Fortigatel 10.10.10.1/24 ICMP-HTTP-HTTPS
Fortigate2 10.10.10.2/24 ICMP-HTTP-HTTPS
WebTerm1 192.168.20.2/24 -

WebTerm?2 192.168.10.2/24 -

1. Onthe FG1, go to VPN > IPsec Wizard and select Site to Site — FortiGate.
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@ VPN setup > @ Authentication > @ Policy & Routing > @ Review Settings
Name | FG1 |
Template type Hub-and-Spoke Remote Access

Custom

NAT configuration No NAT between sites

This site is behind NAT
IPsec Wizard The remote site is behind NAT

sec Tunnel Template Remote device type B E=etei{erIEs

Psec Tunnels

asce CISCO

Site to Site - FortiGate

Intemet @

This FortiGate Remote FortiGate

Figure 4.27: VPN Setup

2. Select Site2Site/ FortiGate /No Nat. Enter Remote IP: 10.10.10.2/24, outgoing interface:

port3.
@ Dashboard VPN Creation Wizard
@ Authentication > @ Policy & Routing > @ Review Settings
Remote device IFYGIEE Dynamic DNS
Remote |P address 10.10.10.2
Outgoing Interface ™ port3 ol
Authentication method RIGEEECLGYE Signature
il Pre-shared key l Y @

IPsec Wizard

Psec Tunnel Template

Site to Site - FortiGate

Intemet @

Remote FortiGate

< Back Next > Cancel

Figure 4.28: Authentication

3. Local Interface: port2, IP: 192.168.20.0/24, Remote subnet: 192.168.10.0/24. Through the
wizard, FortiGate creates two policies and two static routes in the firewall.
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VPN Creation Wizard

@ Policy & Routing

Local interface M port2 x
& Security Profiles .
8 VPN hocal subnets 192.168.20.0/24
L+
IPsec Tunnels Remote Subnets | 192.168.10.0/24|
IPsec Wizard [+
IPsec Tunnel Template Internet Access @ m ShareLocal Use Remote

VPN Po
Site to Site - FortiGate

Intemet @

Remote FortiGate

< Back Next > Cancel

Figure 4.29: Policy & Routing

4. On the FG2, go to VPN > IPsec Wizard and select Site-to-Site — FortiGate.

VPN Creation Wizard
@ VPN Setup
Name | F62) |
Template type BICRGRIICE Hub-and-Spoke  Remote Access
Custom

roller VPN NAT configuration No NAT between sites

This site is behind NAT

The remote site is behind NAT
IPsec Wizard
Remote device type BEml=olsilerie
IPsec Tunnel Template
s Cisco
Site to Site - FortiGate
Intermet

This FortiGate

Remote FortiGate

< Back Next > Cancel

Figure 4.30: Set up FG2

5. Do the same configuration for FG2 (remote IP is 10.10.10.1/24 and local IP is 192.168.10.0/
24).
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& Security Profiles

8 VPN

Tunnels
IPsec Wizard
Psec Tunnel Template

ec Tunnels
IPsec Wizard
ec Tunnel Template

VPN Creation Wizard
Remote device Dynamic DNS
Remote |P address 10.10.101
Outgoing Interface M port3
Authentication method Signature
Pre-shared key FYYII L)
k

Site to Site - FortiGate

Intemet @

This FortiGate Remote FortiGate

< Back Next >

@

VPN Creation Wizard
@© Policy & Routing )
Local interface ™ port2 x
+
Local subnets 192.168.10.0/24
[+]
Remote Subnets | 192.168.20.0/24
©
Internet Access €@ m Share Local Use Remote
Site to Site - FortiGate
Intemet @
This FortiGate Remote FortiGate
< Back Next >

Figure 4.32: Policy & Routing in FG2

Cancel

Cancel
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Interface Binding = Status = Ref. =
232 Site to Site - FortiGate @9

© Inactive

IPsec Tunnels

Figure 4.33: Configure IPsec Tunnels

Then, go to your IPsec Tunnels and double click on Inactive.

On the next windows, right click on the tunnel > Bring UP > All Phase 2 selectors. Then,
your tunnel should be up!

1
0
i
L]
D
‘e

IPsec <z

W Reset Statistics @ BringUp~ | @ BringDown~ | Q Locate on VPN Map

@ Security Profiles Name = Remote Gateway = PeerID = Incoming Data = Outgoing Dal
@
AN AN AN 4 0 B 0 B
W Reset Statistics
© Bring Up » | Phase 2 Selector: FG2

© Bring Down ’ FII Phase 2 Selectors I

Q Locate on VPN Map
lml Show Matching Logs

k
& Security Profiles E:d Names T Remote Gateway = PeerID+ Incoming Data = Outgoing Data =
2 VPN '

Q FG2 10.10.10.1 0B 0B
2c Tunnel Template

N Set

Figure 4.35: Verify the status of the tunnel

8. Goto Logs & Reports > Event > VPN Event and verify your configuration.
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@ Dashboard Edit Interface
b Network .
Name ™ port2
Interfaces
Alias
20 Type [ Physical Interface
Packet Capture
i VRFID @ 0
Role @ Undefined -
Static Routes
Policy Routes Address
RIP Addressing mode m DHCP _ Auto-managed by IPAM  One-Arm Sniffer
OSPF IP/Netmask | 192.168.10.1/24 |
BGP Secondary IP address (B

Routing Objects

Administrative Access

Multicast
Policy & Objects IPva O HTTPS HTTP @ O PING
Security Profiles (J FMG-Access O ssH O sNmP
O FT™ () RADIUS Accounting (O Security Fabric

VPN Connection €

User & Authentication (J Speed Test
. Receive LLDP @ Use VDOM Setting [=QE][CHEBIEET]I
= WiFi Controller

Transmit LLDP € WUEAVsle] VESIS -8 Enable Disable
£ System

Figure 4.36: Verify configuration

D Be [0 B @

You should be able to ping from WebTerm1 to WebTerm2.
|- LAlermnal =0
File Edit Tabs Help

erm-1: 1f
Link enc Ethernet Hwaddr Sa

W - B m o - | = =4 B
1¢ ).2 B ). 0 0 5.255.255.0

Link encap:Local

) dr
1000
.0 KiB) TX by

Figure 4.37: Verify configuration
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4.2 SSLVPN

Learning Objectives

+ Configure a tunnel-based SSL. VPN
+ Configure a web-based SSL VPN (Web Portal)

Scenario: We are going to have SSL. VPN from Windows to FortiGate Firewall. First, we will install
FortiClient on Windows and then we will configure the firewall for FortiClient. We have two types of
SSL VPN, Web based mode and Tunnel mode. Web based mode doesn’t need any agents and you
should be able to reach WordPress and SSH Server from Windows. Tunnel mode is through
FortiClient. The goal of this scenario is to have connectivity from Windows to WordPress and SSH

Server.
KaliLinux2019.1a-1
KaliLinux2019.1a-2 ﬁ
1
2 ho
w0 etl
el "AT]k
WordPress-1 —— T
-~ =
. 7| o, S 1 1 _,_I—- ek >
B' E—— e | PO : Rt ]
= 0 e natl /
o *ﬂﬁ e Ports wl N W PO = q e P
e

webterm-1 W’Indowle! Edge-1

L 7 ethn "El
B

Figure 4.38: Main scenario

85
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Table 4.3: Devices configuration

Device IP address Access

Port3: 192.168.1.1/24 — DHCP (192.168.1.20 to 192.168.1.30)

FortiGate ICMP-HTTP-HTTPS
Port2: DHCP Client

WebTerm (FMC) | 192.168.1.2/24 -

KALI Linux (SSH | 195 168 1.3/24 )

Server)

WordPress 192.168.1.4/24
KALI-outside DHCP Client
Windows DHCP Client

Configure the interfaces of the firewall. Port2 and Port3 should be configured in the terminal to access
the firewall.

1. Port 3 Configuration:

FGVMO1TM19008000 # config system interface

FGVMO1TM19008000 ( interface) # edit port3

FGVMO1TM19008000 (port3) # set 1p 192.168.1.1/24

FGVMO1TM19008000 (port3) # set allowaccess http https

FGVMO1TM19008000 (port3) # end

FGVMO1TM19008000
Figure 4.39: Port3 settings

2. Port 2 Configuration:
FGVMO1TM19008000 # config system interface

FGVMO1TM19008000 (interface) # edit port2

FGVMO1TM19008000 (port2) # set mode dhcp

FGVMO1TM19008000 (port2) # end

Figure 4.40: Port2 settings

3. Configure DHCP Server on port3.
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@ Dashboard Edlt Interface
« Network

Transmit LLDP € RUEAYUsel YIS Enable Disable

@ DHCP Server

DHCP status [+ NEVENE © Disabled
Address range 192.168.1.20-192.168.1.30
k ©
Netmask 255.255.255.0

Default gateway BEEWMEESINCRECIIEN Specify
DNS server CEINEERRO O INNCE Same as Interface IP | Specify

Lease time @ @ 604800 2| second(s)

Interfaces

3 Advanced
Figure 4.41: Enable DHCP Server on port3

Configure user and user group. Go to User & Authentication > User Definition to create a
local user sslvpnuser1.

Users/Groups Creation Wizard

@ User Type >

Local User

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User

FSSO

FortiNAC User k

User & Authentication

User Definition

Authentication Settings

Figure 4.42: Create a local user
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@ Login Credentials

Username  sslvpnuserl

Password | p@®@@@® ‘

- User & Authentication

User Definition

User Groups

Guest M

Figure 4.43: Configure login credentials

Go to User & Authentication > User Groups to create a group sslvpngroup with the
member sslvpnuserl.

New User Group

Name sslvpngroup
Type

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
User & Authentication Guest

ser Definition Members & sslvpnuserl x

User Groups

Authentication Settings

Figure 4.44: Create a group

5. Configure SSL VPN web portal and Tunnel mode. Go to VPN > SSL-VPN Portals:

o Split-Tunneling: Disabled
o Source IP Pools: SSLVPN_TUNNEL_ADDR1
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New SSL-VPN Portal

Name  myportal

Limit Users to One SSL-VPN Connection at a Time (B

@& Tunnel Mode

Psec Tunnels Split tunneling @ Disabled
Pse All client traffic will be directed over the SSL-VPN tunnel.
IPsec Tunnel Template O Enabled Based on Policy Destination
Only client traffic in which the destination matches the destination of the
SSL-VPN Portals configured firewall policies will be directed over the SSL-VPN tunnel.

O Enabled for Trusted Destinations
Only client traffic which does not match explicitly trusted destinations
will be directed over the SSL-VPN tunnel.

Source IPPools @ SSLVPN_TUNNEL_ADDR1 %
-

Figure 4.45: SSL-VPN Portal

Go to VPN > SSL-VPN Portals, add KALI IP address (SSH Server: IP Address of Kali) and
WordPress (IP Address of WordPress) in the bookmark section.

New Bookmark

Name & SSH
Type SSH -
Host | root@192.168.1.21

Description

Figure 4.46: Create an SSH bookmark

New Bookmark
Naige WordPress
Type HTTP/HTTPS -
URL | 192.168.1.20
Description

Single Sign-On SSL-VPN Login = Alternative

Figure 4.47: Create an HTTP/HTTPS bookmark
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Rewrite Content IP/UI/ >
RDP/VNC clipboard [ @)

Predefined Bookmarks

IPse

+Create New | # Edit B Delete Search Q
IPsec Tunnel Template =
SSLVPN Portals ﬂName B Type = A d Location = Description =
SSH HTTP/HTTPS 192.168.1.21
WordPress HTTP/HTTPS 192.168.1.20
(2]

Figure 4.48: Bookmark settings
6. Configure SSL VPN settings. Go to VPN > SSL-VPN Settings:

o For Listen on Interface(s), select Port2.

o Set Listen on Port to 8080.

o Server Certificate: Fortinet

o Inrestrict Access, select “Allow access from any host”
o Address range: Automatically assign address.

o In Authentication/Portal Mapping All Other Users/Groups, set the Portal to
MyPortal

o Create new Authentication/Portal Mapping for group sslvpngroup mapping portal
MyPortal.

— L« & > 0~ o

SSL-VPN Settings
Connection Settings o

Enable SSL-VPN [ @]
Listen on Interface(s) ¥ port2 x
+
Listen on Port 8080 z
o Web mode access will be listening at
https://192.168.122.39:8080
Server Certificate ‘ - |

Redirect HTTP to SSL-VPN (O

SSL-VPN Settings Restrict Access PAETCCHS (G ERA G EE Limit access to specific hosts

/PN Clients Idle Logout O
Inactive For 300 < Seconds

Require Client Certificate (B
= Wil - b

Figure 4.49: Enable SSL-VPN Settings
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New Authentication/Portal Mapping

Users/Group® 3 sslvpngroup x

Portal | MyPortal - ‘

o JECIS

Figure 4.50: Assign sslvpngroup to MyPortal

Authentication; Portal Mapping €

m # Edit W Delete &% Send SSL-VPN Configuration
Template
SSLVPN Portals Users/Groups = Portal =
SSL-VPN Settings & ssivpngroup MyPortal
/PN ts All Other Users/Groups MyPortal

Figure 4.51: Authentication/Portal Mapping

7. Configure SSL VPN firewall policy:
1. Go to Policy & Objects > Firewall Policy.
Fill in the firewall policy name. In this example, SSLVPN full tunnel access.
The incoming interface must be SSL-VPN tunnel interface(ssl.root).
Choose an Outgoing Interface. In this example, port3.
Set the Source to all and group to sslvpngroup.

Set the Destination to all.

N bk BN

Set Schedule to always, Service to ALL, and Action to Accept.
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= Q =
New Policy
B Policy & Objects Name O SSLVPN
Firewall Policy Incoming Interface | @ SSL-VPN tunnel interface (ssl.roo ¥
Outgoing Interface M port3 -
Source = al x
& sslvpngroup x
+
Destination B al x
+
Schedule [@ always -
Service ) ALL x

+
Action v ACCEPT ZBvaN)i
Inspection Mode REENEEHE Proxy-based

Firewall / Network Options

NAT ©

IP Pool Configuration Use Outgoing Interface Address

Figure 4.52: Create a Firewall Policy for SSLVPN

8. Now connect to Kali outside and open the browser https://IP-PORT 2-Firewall:8080
Enter the username and password you created earlier. Then try to connect to the KALI SSH
Server and WordPress through the browser.

B Please Login x [+

)5 C @ @® & https://192.168.122.39:8080/remote/login?lang=en R Iy
£+ Most Visited @ Offensive Security @ Kali Linux @ Kali Docs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHur

S-2 Please Login

sslvpnuserl

[weee |

Figure 4.53: SSL-VPN Portal



0:00:03 OB¥ 0B+

SSL-VRN Portal

Download FortiClient ~

Bookmarks

>

SSH WordPress
(2" Quick Connection = ¥ New Bookmark

History

Figure 4.54: SSL-VPN Portal

TurnKey Linux - Just another WordPress site - Mozilla Firefox @ ¢
SSL-VPN Portal X | TurnKey Linux - Justanothe X | +
&« s‘ ® @ & https://192.168.122.39:8080/proxy/527f26bf/http/192.168.1.20/ v O N @

o3 Most Visited ® Offensive Security @ KaliLinux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter

TURNKEY LINUX

Just another WordPress site

Welcome to WordPress!

Getting started... Login as admin and get blogging! Refer to the TurnKey WordPress release notes Refer to the
WordPress Getting Started Codex Search WordPress.org for plugins to extend WordPress. Here's some exampl
Yoast SEO: Optimizes your WordPress blog for search engines and XML sitemaps. NextGEN Gallery: Easy to us¢
image gallery with thumbnail & slideshow... Continue reading

BBk ad Eakmian: 92909

Figure 4.55: Verify WordPress
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c @ © & hitps://192.168.122.39:8080/sslvpn/remote _term.htmi?theme =ne

£+ Most Visited @ Offensive Security @ Kali Linux @ Kali Docs @ Kali Tools @ Exploit-DB Wy Air
Linux kali 4.19.0-kali3-amd64 #1 SMP Debian 4.19.20-1kalil (2019-02-14) x86 64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in ,/usr,«’shar'e_/doc/",«’(ojI[yr'lght.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

¥

Figure 4.56: Verify SSH

9. Now, go to Windows and install FortiClient on Windows. Try to use FortiClient to connect
through SSLVPN.

https://www fortinet.com/support/produ O ~ @ © || €23 Product Downloads | Fortin...
USB Device Control
~
ZTNA Apglication Access control
2 | 9 | &
Windows 32-bit Windows 64-bit MacOS
DOWNLOAD DOWNLOAD DOWNLOAD
]
Linux i0s Android
DOWNLOAD DOWNLOAD DOWNLOAD
v
|

Figure 4.57: Download FortiClient
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i

Choose Setup Type

Choose the setup type that best suits your needs
¥ Zero Trust Telemetry
Fabric Telemetry

Secure Remote Access
S5L and IPsec VPN

Vulnerability Scan
Host vulnerability scanning and remediation

[_] Advanced Persistent Threat (APT) Components
FortiSandbox detection and doud scan

Back Next | Cancel

Figure 4.58: FortiClient Installation

Additional Security Features

[] AntiVirus
Real-Time On-Demand AntiVirus scanning

] web Filteri
Web Filtering

[_] single Sign-On Mobility Agent
Single Sign-On Mobility Agent

[_] Anti-Ransomware
Anti-Ransomware

[ Application Firewall
Application Firewall

Figure 4.59: FortiClient Installation

10. Configure FortiClient.
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UNLICENSED

L} REMOTE ACCESS

Please contact your administrator or connect to EMS for license activation.
Unlicensed VPN access is available until May 04, 2022 5:47:08 PM

Configure VPN
Figure 4.60: Configure FortiClient
® x
File Help
(x
New VPN Connection

VPN [ SSLVPN | [ |

Connection Name ‘SSLVPN |

Description ‘ |

Remote Gateway [192.168.122.39 | =

+Add Remote Gateway

D Customize port |[8080 #

[] Enable Single Sign On (SS0) for VPN Tunnel

L3 REMOTE ACCESS

Client Certificate ‘ None
Authentication o Prompt on login ‘ Save login
D Enable Dual-stack IPv4/IPvé address

o)

Figure 4.61: Configure SSLVPN

11. Verify configuration. Enter the Username and Password you have set for SSLVPN.




Please contact your administrator or connect to EMS for license activation.
Unlicensed VPN access is available until May 04, 2022 5:47:08 PM

VPN Name [ SSLVPN v] =
Username ‘ sslvpnusert ‘
Password l""“ - l

Figure 4.62: SSLVPN Credentials

Accept the Certificate Issuer to have a secure connection.

w b — -
(i

This pag uires a secure connection which includes
Server al ication.

ificate Issuer for this site is untrusted or
. Do you wish to proceed?

| View Cetficate || Moreirfo |

Username sslvpnuser1

Password = |seeee

Figure 4.63: Click on Yes in Security Alert
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VPN Connected

B

VPN Name SSLVPN
IP Address 10.212.134.200
Username sslvpnuserl
Duration 00:00:03
Bytes Received 0 KB
Bytes Sent 4.75 KB

Figure 4.64: Verify SSLVPN Connection

Verify your connectivity by entering the IP address of WordPress.

@ hittp://192.168.1.20/ D ~ € | & TumKey Linux—Just anoth... X

k ~
TURNKEY LINUX

Just another WordPress site

Welcome to WordPress!

Getting started... Login as admin and get blogging! Refer to the TurnKey WordPress
release notes Refer to the WordPress Getting Started Codex Search WordPress.org
for plugins to extend WordPress. Here's some examples: Yoast SEO: Optimizes your
WordPress blog for search engines and XML sitemaps. NextGEN Gallery: Easy to use
image gallery with thumbnail & slideshow... Continue reading

Figure 4.65: Verify WordPress

Verify your connectivity by entering the IP address of SSH Server.



C:\Users\IE h rootP1

The ﬁllt}lEl‘ltiEktU of host

ECDSA key fingerprint

Are you sure you want to continue connecting (yes no)

Figure 4.66: Verify SSH

IC:\Users\IE >
The authenti : 3 1 <192.168.1. can’'t be establ
i a : ichich:a h: t68:hB:0 =39
e you want to continue connecting (ye 0>7 ye
Permanently added '192.168.1.21"' (ECDSA> to the list of known hosts.
= ord:
nd64 #11 SMP Debian 4.19.2 i 19-82-14> x86_64

‘'The programs i i i /Ld e ~ ~ of tware;
ithe exact d i f rogran e zribed in the
individual fil

Kali GNU-Linux comes with ABSOLUTELY NO WARRANTY, to the extent
ipermitted by applicable law.
iLast login: Tue Apr 5 BB:43:56 2822 from 192.168.1.1

EI

Figure 4.67: Verify SSH connection
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5.1 Captive Portal

Learning Objectives

+ Configure a Captive Portal

Internet.

Scenario: We are planning to enable Captive Portal on port2. Then, when users want to connect to the
Internet, first they should enter their username and password and after that they are allowed to surf the

.
ethD

webterm-1

192.168.1.2/24

Figure 5.1: Main scenario

NATL
/-——f"—_'_"'
ho2.168.1.1/24 I .
Ml I %L—\
Port2 Portl to
_mw .

Port3
192.168.0.1/ 24

etho

FMC
[192.168.0.2/ 24

103
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Table 5.1: Devices configuration

Device IP address Access
WebTerm1 192.168.1.2/24 —
Port 1: DHCP Client ICMP
FortiGate Port 2: 192.168.1.1/24 HTTP
Port 3: 192.168.0.1/24 HTTPS
WebTerm (FMC) 192.168.0.2/24 —

1. Prerequisites:

1. Set the IP addresses in the firewall as above table. The CLI is available as
following:

FGVMO01TM19008000 # config system interface
FGVMO01TM19008000 (interface) # edit portl
FGVMO01TM19008000 (portl) # set mode dhcp
FGVMO01TM19008000 (port1) # end

FGVMO01TM19008000 # config system interface
FGVMO01TM19008000 (interface) # edit port2
FGVMO01TM19008000 (port2) # set ip 192.168.1.1/24
FGVMO01TM19008000 (port2) # end

FGVMO01TM19008000 # config system interface
FGVMO01TM19008000 (interface) # edit port3
FGVMO01TM19008000 (port3) # set ip 192.168.0.1/24
FGVMO01TM19008000 (port3) # set allowaccess http https
FGVMO01TM19008000 (port3) # end

2. Set a static route in the firewall. You should always set the default route in the
firewall (0.0.0.0 0.0.0.0 Internet IP).
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New Static Route

Automatic gateway retrieval @

Destination €@ @ Internet Service

0.0.0.0/0.0.0.0
Gateway Address € Specify

Interface ™ port1 x

Administrative Distance € 10

<

Comments Write a comment

o % 0/255
Status [+ NOFLERE © Disabled

Advanced Options

Figure 5.2: Configure a static route

3. Set a Firewall Policy from port2 to portl.

& Policy & Objects New Policy

Firewall Policy

IPv4 D licy : Name @ Internet

Addresses Incoming Interface M port2 -
Outgoing Interface = M port1 -
Source = all x

Destination & al x

Schedule [@ always -

Service m ALL %
*

Action LR el @ DENY

Inspection Mode [REENEEEERN Proxy-based

Firewall / Network Options

NAT O

IP Pool Configuration Use Outgoing Interface Address

Use Dynamic |P Pool

Figure 5.3: Set a Firewall Policy

4. Set the static IP address in WebTerm1 (192.168.1.2/24).
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€ webterm-1 interfaces ?

%

# This is a sample network config uncomment lines to configure the network

&
#

# Static config for ethd
| auto ethD
| iface ethD inet static
address 192,168.1.2
netmask 255.255.255.0
gateway 192,168, 1.1
up echo nameserver 4.2,2,4) > fetcfresoly.conf

"% DHCP config for ethd
# auto ethd
# iface eth0 inet dhep

Refresh | Save Cancel

Figure 5.4: Configure a static IP address in WebTerm1

2. Create a user and group. Go to User & Authentication > User Groups. Create a group
name: CaptivePortal.

= Q
New User Group
Name CaptivePortal

ype

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)

User & Authentication Guest
Members +

oPM»+B

User Definition
User Groups
Guest Ma

LDAP Servers

Auther

FortiTokens

Figure 5.5: Create a group
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Go to User & Authentication > User Definition > Create a New User and assign your user
in step 4 to AQID-CaptivePortal Group.

Users/Groups Creation Wizard

@ UserType >

Local User subscriptions

Remote RADIUS User Get theapp (@

User & Authentication

Remote TACACS+ User @ Documentation

CEC B Remote LDAP User & OnlineHelp &'
FSSO W Video Tutorials (4
FortiNAC User

i
0o

Users/Groups Creation Wizard

’ @ Login Credentials

Username | hamid

DB

Password FYITIY)

= User & Authentication

User Definition
User Gr

Guest Ma

Figure 5.7: Create login credentials
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=S Cr\/RAMATAA
1.[5.',; FGVMO1TM16

Users/Groups Creation Wizard

O Extrainfo

User Account Status ARDEHECR © Disabled

User Group @ £ CaptivePortal x
o User & Authentication +

User Definition

Figure 5.8: Add user to the group

3. Go to Network > Interfaces and edit port 2. In the Admission Control section, set:

o Security mode: captive portal
o Authentication Portal: Local

o User Access: Restricted to Group and assign the group you have created in the
previous step.

OFTW CRADIUS ACCOUNtTRE 1

(] Speed Test
Interfaces . ; ;
Receive LLDP € Use VDOM Setting JELERESIEE] ]

Transmit LLDP €@ RSEAYse]YECH{\ - Enable Disable
A

(® DHCP Server

« Network

Network

Device detection @ @ J

Security mode @© Captive Portal v
Authentication portal =1l External

Useraccess @ Allow all

User groups &= CaptivePortal b

Exempt sources

Exempt destinations/services +

Redirect after Captive Portal (OlgOEIERIIEE Specific URL

Figure 5.9: Configure Captive Portal on port2

4. Now, open the browser in WebTerm1 and type http://talebi.ca.
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tauth?0705078f9885eb66

€)> C @ | ® & 192168010

- @ 1y n

@ You must log in to this network before you can access the Internet.

X

Authentication Required

Please enter your username and password to continue.

Username | hamid |

Password | eeeeeel \

Continue

Figure 5.10: Verify Captive Portal

‘ Open Network Lo
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5.2FSSO

Learning Objectives

+ Install FSSO Agent on Windows Server
* Configure a FSSO

Scenario: FSSO stands for Fortinet Single Sign-on and it is used to allow users to login into the
network with one single login credential. In this scenario, we are going to focus on agent-based FSSO
and we are going to install the agent on Windows Server. Then, anyone logins through Active
Directory, we can track them through FortiGate Logs and Events.

1. In this scenario, we are going to join windows 10 to Active Directory that we have set
already. The domain controller name is Hamid.local. First, we will join Windows 10 to the
domain controller.

111
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2 System
D\; "% , Control Panel » System and Security » System

Control Panel Home

' Computer Name | Hardware | Advanced | System Protection | Remote

" | Windows uses the following information to identify your computer
on the network.

Computer description: ||

For example: "Kitchen Computer” or "Mary's
Computer”.
Full computer name: IETTWINS_1

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click Notveokc
Network ID. I - - iD J

yroup settings

To rename this computer or change its domain or
workgroup, click Change. 2 s

v & Search Control Panel el

am Windows 8

U Virtual CPU version 2.5+ 2.90 GHz
GB
it Operating System, x64-based processor

en or Touch Input is available for this Display

IN8_1 1 @Change settings

the Microsoft Software License Terms

A42T7 Activate Windows

Figure 5.11: Join Windows to the Active Directory
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You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
IETTWINS_1

Full computer name:
IETTWINS_1

(®) Domain:
Iham‘u:l]oc

() Workgroup:
WORKGROUP

Figure 5.12: Enter Domain name

Windo&s Security

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

| administrator ]

[— |

Domain: hamid.local

| ok || cance

Figure 5.13: Enter username and password of AD
administrator

2. Install FSSO Agent on the AD server.
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Resuming the Fortinet SSO Collector
Agent v5.0.0301 Setup Wizard

The Setup Wizard will complete the installation of Fortinet
SSO Collector Agent v5.0.0301 on your computer, Click
Install to continue or Cancel to exit the Setup Wizard.

carce

Figure 5.14: Install FSSO Agent

ﬁ Fortinet SSO Collector Agent v5.0.0301 Setup

lnm'lng e -

Please wait while the Setup Wizard installs Fortinet SSO Collector Agent v5.0.0301.

Status: Computing space requirements

Back Next Cancel

Figure 5.15: Install FSSO Agent

The password you set here for the agent is going to be used in the FortiGate firewall when
you want to connect to the FSSO Agent.
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E:E Fortinet Single Sign On Agent Configuration

Monitoring user logon events

Ligtening ports

FortiGate: | 8000 FortiGate SSL:  |8001

Support NTLM authentication

DC Agent: 8002

|E;Iiect0l .;kgent Status:-h_l-J_l;lﬁl-l;l_G_

ped

Common Tasks

Show Service Status

(] Enable S5L DCAgentSSL:  |8003 Froahae ket
Show Monitored DCs
Loaging
Log level |Walning ~| Log file size limit(MB): View Log Show Logon Users

[[]Log logon events in separate logs

Authentication

Timers
Workstation verify interval [minutes):

Dead entry timeout interval [minutes):

IP address change verify interval [seconds):

RN

Require authenticated connection from FortiG ate

View Logon Events

R

480

Select Domains To Monitor
Set Directory Access Information
Set Group Filters
Set Ignore User List

Sync Configuration With Other Agents

CI—

[[] Cache user group lookup result

Cache expire in [minutes): &0 Clear Group Cache Export Configuration
Advanced Settings Apply Defaul Help

Figure 5.16: Configure FSSO Agent

3. In the FortiGate firewall, go to Security Fabric > External Connectors > FSSO Agent on
Windows AD.

@ Dashboard New External Connector
¢ V4N
% Network U & Public SDN Connector Setup G
B Policy & Objects NifERis s Amazon Web Services [
& Security Profiles & Google Cloud Platform (£
A Microsoft Azure ('
8 veN Endpoint/ldentity == QOracle Cloud Infrastructure (&'
& User & Authentication ) ] )
E- Private SDN Connector Setup Guides

£ System
- 5 ) % Cisco Application Centric Infrastructure
NX Security Fabric @2

Physical Topology Nuage Virtualized Services Platform (£

-
. FSSO Agent on Symantec Poll Active 3 OpenStack Connector (&
Logical Topology Windows AD Endpoint Directory nsx VMware NSX (4
Security Rating Protection Server
- (® Documentation

Automation & OnlineHelp &

Fabric Connectors B Video Tutorials (£

External Connectors
L4 Log & Report RADIUS Single Exchange

Sign-On Agent Server
Threat Feeds

Figure 5.17: Set external connectors

Enter the same password you have set in step 2.
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Endpoint/Identity

FSSO Agenton

Windows AD Agent Password

Connector Settings

Name AD

Primary FSSO agent 142.232.197.27 ’I ssecee | +

Trusted SSL certificate O

User group source € Collector Agent Qiisle]

Users/Groups € 0

Figure 5.18: Set FSSO Agent settings

& Dashboard
Network
% Policy & Objects
Security Profiles
VPN
User & Authentication FSSO Agent on Windows AD

System

X Security Fabric
Physical Topology

Logical Topology

Security Rating

Automation

Fabric Connectors

External Connectors
Ll Log & Report

Figure 5.19: FSSO Agent status

4. You should be able to connect to FSSO Agent and you can verify the status of the external
connector.

5. Verity your configuration by going to Log & Report > Events > User Events.
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| b

Network
) ) 2 & [e AddFilter

Policy & Objects
Security Profiles Date/Time
VPN 49 seconds ago [ ]
User & 54 seconds ago [ ]
Authentication

54 seconds ago [ ]
System

54 seconds ago [ [

Security Fabric

Log & Report

Forward Traffic
Local Traffic

Sniffer Traffic
Events

AntiVirus

Web Filter

SSL

DNS Query

File Filter
Application Control

Intrusion Prevention

Anooo

Figure 5.20: FSSO event logs

Level User
HTALEBI
HTALEBI
HTALEBI

Action
auth-logon
auth-logon
FSSO-logon

server-connect

Message
User HTALEBI added to auth logon
User HTALEBI added to auth logon
FSSO-logon event from AD: user HTALEBI loggec
FSSO server AD(142.232.197.27) is connected

6. After connecting to the Agent, you should be able to see users and groups in AD when you
are creating a new user.

e DB P & B

o

A

Lt

Dashboard

Network

Policy & Objects
Security Profiles

VPN

User & Authentication
User Definition

User Groups

Guest Management
LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens

System

Security Fabric

Log & Report

Figure 5.21: Verify configuration

FSSO Agent
AD Groups

Users/Groups Creation Wizard

@ Remote Groups > €@ Local Group

& AD

E2 CN=DOMAIN USERS,CN=USERS %

+

Select Entries x
‘ Qearch + Create
AD (49)

Fz CN=ACCESS CONTROL ASSISTANCE
g CN=ACCOUNT OPERATORS,CN=BUI
E2 CN=ADMINISTRATORS,CN=BUILTIN,
& CN=ALLOWED RODC PASSWORD RE
F CN=BACKUP OPERATORS,CN=BUILT
& CN=CERT PUBLISHERS,CN=USERS,D
F§ CN=CERTIFICATE SERVICE DCOM A(|
g CN=CLONEABLE DOMAIN CONTROI
Fz CN=CRYPTOGRAPHIC OPERATORS(
& CN=DENIED RODC PASSWORD REPI
Fz CN=DISTRIBUTED COM USERS,.CN=I
& CN=DNSADMINS,CN=USERS,DC=HA
& CN=DNSUPDATEPROXY,CN=USERS,|
& CN=-DOMAIN ADMINS,CN=USERS,Dt
F§ CN=DOMAIN COMPUTERS,CN=USEI
g CN=DOMAIN CONTROLLERS,CN=US
Fz CN=DOMAIN GUESTS,CN=USERS,DC
g CN=DOMAIN USERS,CN=USERS,DC=
Fz CN=ENTERPRISE ADMINS,CN=USER

Close
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6.1 High Availability

Learning Objectives

» Configure HA (Active-Passive) between two firewalls

Scenario: In this lab, we are going to have two firewalls. One of them is Primary or Active and the
other one is Secondary or Passive. We are going to have High Availability between these two firewalls
and if we shut down one of them, the other one will be Primary.

FG-Master
A B ports

FG-Slave
port4 ll HH IR

H =
192.168.1.1/24 umw
Portl

Sw'ltchIJ

e

el

L etho

webterm-1

Figure 6.1: Main scenario

121

||
Port: 192.168.10.1/24
uamw

| Switch2

N

i
\
|

el

ethoN

webterm-2
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Table 6.1: Devices configuration

Device IP address Access
WebTerm1 192.168.1.2/24 -
WebTerm?2 192.168.10.2/24 -
EthernetSwitch1 - -
EthernetSwitch2 - -
Port 1: 192.168.1.1/24
FG-Primary ICMP-HTTP-HTTPS

Port 5: 192.168.10.1/24

FG-Secondary

Port 1: 192.168.1.1/24

Port 5: 192.168.10.1/24

ICMP-HTTP-HTTPS

1. CLI Configuration for Primary and Secondary:

FG-Primary

FortiGate-VM64-KVM # config system global
FortiGate-VM64-KVM (global) # set hostname FG-Primary
FortiGate-VM64-KVM (global) # end

FG-Primary # config system interface

FG-Primary (interface) # edit portl

FG-Primary (portl) # set mode static

FG-Primary (portl) # set ip 192.168.1.1/24
FG-Primary (port1) # set allowaccess http https ping
FG-Primary (portl) # end

FG-Primary # config system interface

FG-Primary (interface) # edit port5

FG-Primary (port5) # set ip 192.168.10.1/24
FG-Primary (port5) # set allowaccess http https ping
FG-Primary (port5) # end

FG-Secondary

FortiGate-VM64-KVM # config system global
FortiGate-VM64-KVM (global) # set hostname FG-Secondary
FortiGate-VM64-KVM (global) # end
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FG-Secondary # config system interface
FG-Secondary(interface) # edit portl

FG-Secondary (portl) # set mode static

FG-Secondary (portl) # set ip 192.168.1.1/24
FG-Secondary (portl) # set allowaccess http https ping

FG-Secondary (portl) # end

FG-Secondary # config system interface
FG-Secondary (interface) # edit port5

FG-Secondary (port5) # set ip 192.168.10.1/24
FG-Secondary (port5) # set allowaccess http https ping

FG-Secondary (port5) # end

2. Go to System > HA in the FG-Primary:

o Select the Mode: Active-Passive

o Device Priority: 128 (The higher priority is primary)

o Group Name: HRT (The Group name between Primary and Secondary should be

the same)

o Password: Set a password (The Password between Primary and Secondary should

be the same)

o Monitor Interface: Port 3

o Heartbeat Interface: Port 4

& Securi ty Profiles
0D vPN

. & User & Authentication

o System
| Administrators
Admin Profiles
Firmware
Fabric Management

Settings

Figure 6.2: HA primary configuration

Mode Active-Passive

Device priority € 128

Cluster Settings

Group name HRT
Password 123456
Sessionpickup (B

Monitor interfaces ® port3

Heartbeat interfaces M port4

(B Management Interface Reservation

(® Unicast Heartbeat

-
¥
X
+
%
-+
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Do the same configuration in the FG-Secondary but set the Device priority to 50.

Security Pro

VPN

Authentication

System
Administrat
Admin Pro
Firmw

Fabric Ma

Settings

HA
SNMP

Maode

Device priority @

Cluster Settings

Group name
Password
O

Session pickup

Monitor interfaces

Heartbeat interfaces

® Unicast Heartbeat

Figure 6.3: HA secondary configuration

Active-Passive

50

HRT
200000

™ port3

M port4

(® Management Interface Reservation

3. After setting secondary device, no longer be able to access secondary device. Go to FG-
Primary > System > HA and evaluate your result.

E_.: FG-Master

B

S
L)

&
a
&

2

Figure 6.4: HA status

I
Jo)

HA: Primary =

2% FortiGate VM64-KVM

1 3
[ (T [ ()
[t [0 [Ff0 [P (D

4

FG-Master (Primary)

< Refresh | & Edit X Remove device from HA cluster
Status Priority Hostname Serial No.
@ Synchronized 128 FG-Master

FG-Slave

Two devices will be synchronized after a while.

L8

o - : admin *

Role System Uptime

FGVMEVAAPTTBXNS3 30m 555
FGVMEVRDBBJLEOED |[Secondary | 30m 555

\
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= Q HA: /. Primary > @~ O3~ 8

2% FortiGate VM64-KVM

FG-Master (Primary)

ihch = | # Edit ® Remove device from HA cluster

1
]
]

ENE )
ENE )

-b’;&%w
EE v

System Status Priority Hostname Serial No. Role System Uptime
@ Synchronized 128 FG-Master FGVMEVAAPTTBXN83  Primary 36m7s
@ Synchronized 50 FG-Slave FGVMEVRDBBILEOED Secondary 36m7s

Figure 6.5: HA Synchronized status

4. Now, connect other interfaces like Figure 6.6.

FG-Master FG-Slave
MER  rorts porta _ME NI
H .

192.168.10.1/ 24
umw .

Figure 6.6: Main scenario

Try to Stop FG-Primary and go to WebTerm1. Can you reach the firewall?



126 Chapter 6. High Availability

FG-Master
MEER  rorts

192.168.1.1/24
.

umy

192.168.10.1/24

a0
Switch2
S

webterm-2

el
etl
- ethD
webterm-1
Figure 6.7: Stopping FG-Primary
B 192.168.1.1/login?redir=" X | =+
“~ c @ |fD&’ 192,168 1, 1flogin7redir="%2Fng%2Fsystem%2Fha%2Fmonitor o ﬁ.‘ n O &
‘ Username ‘
Password
Figure 6.8: Verify connectivity to the firewall
&~ [CE) | @ 192.168.1.1/ng/systermshajmonitor 1 v @ {}| mw o &
= Q HA: Primary SR 2 [ ‘ adr
2% FortiGate VM64-KVM 1 3 5
] [ P ] P
]| CLECEE]
4
FG-Slave (Primary)
[+ Refreshi # Edit | % Remove device from HA cluster
Status Priority Hostname Serial No. Role System Uptime
@ Synchronized 50 FG-Slave FGVMEVRDBBJLEOED 44m 405

Figure 6.9: Verify firewall role dfter stopping FG-Primary

N\
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5. Go to Log & Report > Events > HA Events and download the log. Verify your result.

ntrol

Figure 6.10: HA Events

>> @~ o2~ R ad

|\ﬂHAE\.‘entsv [~  [ODet

=T

= Q HA: Primary
€ | & |© AddFilter
Date/Time Level Action
Minute ago [ [ ]
| Minute ago
| Minute ago
11 minutes ago u
12 minutes ago u
12 minutes ago u
14 minutes ago u
14 minutes ago [ [ |
14 minutes ago
14 minutes ago [ [ |
14 minutes ago | |
14 minutes ago [ [ |
14 minutes ago | |

Message
Virtual cluster's member state moved
Virtual cluster detected member dead
Heartbeat packet lost
The sync status with the primary
The sync status with the primary
The sync status with the primary
The sync status with the primary
Virtual cluster's member state moved
Virtual cluster detected member join
HA device(interface) peerinfo
HA activity report
Virtual cluster add HA device

HA activity report
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7.1 DDoS Prevention

Learning Objectives

» Configure a DDoS prevention profile

Policy to block DOS traffic.

Scenario: In this lab, we are going to set a DDoS Prevention on traffic from Port1 to Port2. In Kali,
we are going to install a script to do a DOS attack and in the firewall, we will set a DDoS Prevention

webterm-2

-
Eﬂ\ Switch2

S AER
e oG IS
ez Port2 w @ W Portl
el
etho
1
FMC

Figure 7.1: Main scenario

131

Switch1l

el.

liLinux2019.1a-1

etho ~ KR
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Table 7.1: Devices configuration

Device IP address Access

Kalil DHCP Client -

Port 1: DHCP Client
FortiGate ICMP-HTTP-HTTPS
Port 2: 192.168.0.1/24, DHCP Server (192.168.0.10-192.168.0.20)

WebTerm1
(FMC) 192.168.0.2/24 ]
WebTerm?2 DHCP Client -

1. FortiGate CLI Configuration for port2.

FGVMO01TM19008000 # config system interface
FGVMO01TM19008000 (interface) # edit port2
FGVMO01TM19008000 (port2) # set ip 192.168.0.1/24
FGVMO01TM19008000 (port2) # set allowaccess http https ping
FGVMO01TM19008000 (port2) # end

2. Go to Kali and Download the pentmenu repository (https://github.com/GinjaChris/pentmenu)
and run DOS > UDP FLOOD > Enter portl IP address > Port 443.
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root@kali: ~ e e GD‘

:~# wget https://raw.githubusercontent.com/GinjaChris/pentmenu/master/pentmenu
--2022-04-07 23:55:24-- https://raw.githubusercontent.com/GinjaChris/pentmenu/master/pentme
nu
Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.110.133, 185.199.
111.133, 185.199.188.133, i
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.110.133|:443...
connected.

HTTP request sent, awaiting response... 200 0K
Length: 49548 (48K) [text/plain]
Saving to: ‘pentmenu’

pentmenu : 48.39K --.-KB/s in 0.007s

2022-04-07 23:55:24 (6.52 MB/s) - ‘pentmenu’ saved [49548/49548]

:~# 1s

Desktop Documents Downloads Music pentmenu Pictures Public Templates Videos
:~# chmod 777 pentmenu
~# Ls

Desktop Documents Downloads Music pentmenu Pictures Public Templates Videos
:~# ./pentmenu [

Figure 7.2: Download and execute pentmenu script

1) Recon

2) DOsS

3) Extraction

4) View Readme

5) Quit

Pentmenu>2

1) ICMP Echo Flood 6) TCP XMAS Flood 11) Distraction
2) ICMP Blacknurse 7) UDP Flood 12) DNS NXDOMAI
3) TCP SYN Flood 8) SSL DOS 13) Go back
4) TCP ACK Flood 9) Slowloris

5) TCP RST Flood 10) IPsec DOS

Pentmenu=7

UDP Flood uses hping3...checking for hping3...

hping3 found, continuing!

Enter target:

192.168.122.127

Enter target port (defaults to 80):

443

Using Port 443

Enter random string (data to send):

asdfasdfasfda

Enter Source IP, or [r]andom or [i]nterface IP (default):

1

Figure 7.3: Running UDP Flood

3. Go to Policy & Object > IPV4 DOS Policy:
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o

Name: DOS

Incoming Interface: Portl

Source, Destination, Service: all

L3 Anomalies: Status and Logging: Enable, Action Block
L4 Anomalies: Status and Logging: Enable, Action Block

New Policy
*
Name €@ DOS
Incoming Interface ™ port1l v
Source Address = al x
-
Destination Address | & all x
+
Service o ALL x
+
L3 Anomalies
o) Action
HAIna Logging Disable m Monitor Ui
ip_src_session = @O Disable m Monitor 5000
ip_dst_session = @O Disable m Monitor 5000
Figure 7.4: IPv4 DoS Policy
L4 Anomalies
O Action
rame Logging  Disable [JEIIES Monitor Thewalnid
tcp_syn_flood [ & Disable m Monitor 2000
tcp_port_scan [ @) Disable m Monitor 1000
tep_src_session O Disable m Monitor 5000
tcp_dst_session [ @) Disable m Monitor 5000
udp_flood © Disable [EJSeg Monitor 2000
udp_scan O Disable m Monitor 2000
O

udp_src_session

Disable m Monitor 5000

Figure 7.5: IPv4 DOS Policy Settings

4. Now, start the attack again and go to Log & Report > Anomaly.

3] <> <>]

<

L<I>

L¢l>
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o & © AddFilter (2~ [ Details

Date/Time Severity Source Protocol User Action Count Attack Namn

20 seconds ago EEEEE 192.168.122.196 17 clear_session 1 udp_flood

Figure 7.6: View anomaly report

Go to Dashboard > Security > Top Threats and verify your result.

Create network interface

Network interfaces (1/2) info

Q 1 &
Detach
-] Name v Network interface ID ¥ Subnet ID v VP  Delete \vailability Zone
FG Private Subnet eni-08adedc167a1180a6 subnet-0936fd8c6f4984efe [2 vp¢ Manage IP addresses s-east 1f
FG Public Subnet eni-03b2e198495d21f54 subnet-06ed7507849737ecf [ vpe Associate address s-east-1f
1 Disassociate address
- Change termination behavior
Network interface: eni-08adedc167a1180a6 (FG Private Subnet) Change security groups & X

['Chaﬂge source/dest. check [

Details Flow logs Tags Manage tags

Manage prefixes

Change description
® You can now check network connectivity with Reachability Analyzer. :| X
Create flow log

Figure 7.7: Verify result

5. Go to FortiGate CLI and configure DOS Policy for ICMP_flood as follows:

FGVMO01TM19008000 # config firewall DoS-policy
FGVMO01TM19008000 (DoS-policy) # edit 2
FGVMO01TM19008000 (2) # set interface “portl”
FGVMO01TM19008000 (2) # set srcaddr “all”
FGVMO01TM19008000 (2) # set dstaddr “all”
FGVMO01TM19008000 (2) # set service “ALL”
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FGVMO01TM19008000 (2) # config anomaly
FGVMO01TM19008000 (anomaly) # edit “icmp_flood”
FGVMO01TM19008000 (icmp_flood) # set status enable
FGVMO01TM19008000 (icmp_flood) # set log enable
FGVMO01TM19008000 (icmp_flood) # set quarantine attacker
FGVMO01TM19008000 (icmp_flood) # set quarantine-expiry 2m
FGVMO01TM19008000 (icmp_flood) # set quarantine-log disable
FGVMO01TM19008000 (icmp_flood) # set threshold 10
FGVMO01TM19008000 (icmp_flood) # next
FGVMO01TM19008000 (anomaly) # end

FGVMO01TM19008000 (2) # end

6. Go to Kali and run this command. First, 10 packets were allowed, and the 11th packet
triggered the following block.root@ubuntu:~# ping -c 2000 -i 0.01 Port1-IP-Address.

:~# ping -C 2000 -i ©.01 192.168.122.127

PING 192.168.122.127 (192.168.122.127) 56(84) bytes of data.

64 bytes from 192.168.122.127: icmp seg=1 ttl=255 time=0.920 ms
64 bytes from 192.168.122.127: icmp_seq=2 ttl=255 time=0.657 ms
64 bytes from 192.168.122.127: icmp seg=3 ttl=255 time=0.737 ms
64 bytes from 192.168.122.127: icmp_seq=4 ttl=255 time=0.664 ms
64 bytes from 192.168.122.127: icmp seq=5 ttl=255 time=0.745 ms
64 bytes from 192.168.122.127: icmp seq=6 ttl=255 time=0.678 ms

64 bytes from 192.168.122.127: icmp seq=7 ttl=255 time=0.750 ms
64 bytes from 192.168.122.127: icmp seq=8 ttl=255 time=0.632 ms
64 bytes from 192.168.122.127: icmp seq=9 ttl=255 time=0.688 ms
64 bytes from 192.168.122.127: icmp seq=10 ttl=255 time=0.667 ms
64 bytes from 192.168.122.127: icmp seq=11 ttl=255 time=0.628 ms
64 bytes from 192.168.122.127: icmp seq=12 ttl=255 time=0.674 ms

Figure 7.8: Verify DOS prevention
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7.2 Security Profile

Learning Objectives

+ Configure a Security Profile

Profile on traffic passing from Port2 to Port1.

Scenario: In this lab, we are going to become familiar with different types of Security Profile such as
AntiVirus, File Filter, IPS and DNS Filter. WebTerm?2 acts as a local computer and we set a Security

webterm-2

-
Eﬂ\ Switch2

S AER
e oG IS
ez Port2 w @ W Portl
el
etho
1
FMC

Figure 7.9: Main scenario

Switch1l

el.

liLinux2019.1a-1

etho ~ KR

1. We will continue the previous scenario and set up a DHCP server on port2.

137
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"
@ DHCP Server

DHCP status (A RELIELE O Disabled
Address range 192.168.0.10-192.168.0.20
L+
Netmask 255.255.255.0
Default gateway Specify
DNS server Same as System DNS = Same as Interface IP
DNS server 1 4224 x
4]
Lease time @ €@ 604800 < second(s)
€3 Advanced

Figure 7.10: Enable DHCP Server on port2
2. Go to security profile > Anti-Virus, create a new profile:

o Name: myantivirus
> Scan Mode: full
> Inspection Protocol: HTTP, SMTP, IMAP, POP3, FTP
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Il
i o]
e
®

New AntiVirus Profile

Name myantivirus
Comments Write a comment... 4 0/255
AntiVirusscan

AntiVirus
: 1 Feature set IFNE Rl Proxy-based

Inspected Protocols

& Security Profiles

HTTP @©
SMTP ©
ntrusion Prevention POP3 ©

: er IMAP @©
P ©
CIFs ©

‘:1[[ :I_:".T on |:-w':"|ff'|'

APT Protection Options
Treat Windows executables in email attachments as viruses
Include mobile malware protection O

Quarantine

F:RTINET v7.0.3

Figure 7.11: AntiVirus Profile
Create a Firewall policy:

o Name: Port2-to-Portl

o Incoming Interface: Port2

o QOutgoing interface: portl

o Source, Destination, Service: all

o Security Profile: myantivirus
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@ Dashboard MNew Policy
o+ Netw
B policy & Objects Name @ Port2-to-Port1

Firewall Policy Incoming Interface M port2

Outgoing Interface | M portl
Source B all

*
Destination B all

L
Schedule [e always
Service @ ALL

+*
Action U teeaal @ DENY

Inspection Mode NEENRESSE Proxy-based

Firewall / Network Options
NAT O
ETe LA IERE L (== Use Dynamic IP Pool

IP Pool Configuration

Preserve Source Port O

Protocol Options default v &
Security Profiles
AntiVirus © [EH myantivirus R 4

Figure 7.12: Create a Firewall Policy and assign AntiVirus Profile
4. Go to Security Profile > File Filter, Create a new profile:

o Name: MyFileFilter

o Create a New Filter rule
» Name: Block-PDF-ZIP
» Protocols: HTTP-FTP
» File Type: PDF-ZIP
» Action: Block

= Direction: any
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= =
QEW Create New File Filter Rule
NS pjame | pdf-zip-block
SO0 comments Writ m
Scaf ‘1 0/255
Feal Protocols @ CIFS x
FTP x
HTTP x
Rulg IMAP x
E MaPI ©@ x
Control POP3 x
_ SMTP x
1on Freventuon R
ssH @ x
File Filter +
Traffic Incoming Outgoing JEELG
4 MatchFiles
J Password-protected only [
File types pdf x
zZip x
1 *
Action @ Monitor J=JGIGIEE

]
o

New File Filter Profile

Name MyFileFilter
B pc
Comments Writ iment o/
& Security Profiles : #0/255
Scan archive contents @
Virus
Feature set Flow-based BT aER=
> Filter
Rules
CreateMNew | # Edit |z t Search Q
Rule Comments Traffic Protocols Match Files Action File Types
File Filter pdf-.. Both CIFS Any @ Block pdf
FTP zip

S5H Ins

“ Cance'

Figure 7.14: Blocking Pdf-Zip
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o Set the firewall Policy to Proxy mode.

> Go to Policy & Objects > Firewall Policy and assign MyFileFilter to the
“Port2-to-Port1” policy.

ng

& Dasl
& Netw

B Policy & Objects

Firewall Policy

Security Fabric

FATINET

= Q L3
New Policy
Schedule . (@ always -
Service @ ALL x
+
Action L se=ayll @ DENY

Inspection Mode @ Flow-based RaEePats iEt=ss

Firewall / Network Options

NAT O

IP Pool Configuration SET N SISt G [f=tl Use Dynamic IP Pool

Preserve Source Port (B

Protocol Options default > &

Security Profiles

AntiVirus »
Web Filter »
Video Filter »
DNS Filter »

Application Control (B

IPS >

B
FileFilter O H MyFileFilter - /7
SSL Inspection BN certificate-inspection v &
Logging Options

Figure 7.15: Assign File Filter profile to Firewall Policy

5. Go to http://talebi.ca/wp-content/uploads/2021/11/prtgdesktop.pdf and verify your result.
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Attention x |+
<« c @ @ talebi.capwp-content/uploads/2021/11/prtgdesktop.pdf BRI +4 N @ ®
X
Attention
The file "prtgdesktop.pdf" has been blocked due to its file type and/or properties
URL http://talebi.ca/wp-content/uploads/2021/11/prtgdesktop.pdf
Username

Figure 7.16: Verify configuration
6. Go to Security Profile > Intrusion Prevention, create a new profile:

o Name: MyIPS

o Add Signature: AAEH Botnet, Acuntix Web Vulnerability Scanner, Adobe
Flash Player CSRF

1]
Je)

New IPS Sensor

Mame MylPS
Comments Wit mm 4 0/255
Block malicious URLs (B
IPS Signatures and Filters
s
Application Control Details Exempt IPs Action Packet Logging
Intrusion Prevention AAEH.Botnet 0 & Default © Disabled

AcunetixWeb.Mulnerability. Scanner
Adobe.Flash.Player.CSRF

Botnet C&C

Scan Outgoing Connections to Botnet Sites Block Monitor

Figure 7.17: Intrusion Prevention Profile

7. Go to Policy & Objects > Firewall Policy and assign MyIPS to the “Port2-to-Port1” policy.
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Firewall Policy

XN Security Fabri

Application Control OB

Preserve Source Port (O

Protocol Options default - &

Security Profiles

AntiVirus »
Web Filter [® ]
Video Filter ® ]

DMSFilter k »

IPS O | MylPS | 7
File Filter O MyFileFilter W .
SSL Inspection b0 certificate-inspection v &

Logging Options
Log Allowed Traffic O EESREAATIER All Sessions
Generate Logs when Session Starts OB

Capture Packets »

Figure 7.18: Assign IPS profile to Firewall Policy

8. Go to Security Profile > DNS Filter, create a new profile:

o Name: MyDNS

o FortiGate Category Based Filter:

» Bandwidth Consuming: Peer-to-Peer File Sharing: Block, Internet
Radio and TV: Block
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Service @ ALL x
+*

Action L se=al © DENY
Inspection Mode | Flow-based QagsFa ekt

Firewall / Network Options

MNAT O

IP Pool Configuration Use Outgoing Interface Address REEGED T 21=00]]

Preserve Source Port OB

Protocol Options default - &

Security Profiles

AntiVirus »
Web Filter »
Video Filter @ ]
DNSFilter © E& myDNs il 4

Application Control C_)

Figure 7.19: Assign DNS Filter Profile to Firewall Policy

You can verify your configuration by visiting http://talebi.ca.

e — -
Attention X | talebi.ca/ x | 4+
& ¢ @ (@ talebi.ca . g N @O @
X

Web Page Blocked!

You have tried to access a web page which belongs to a category that is blocked.

Figure 7.20: Verify configuration

Verify your Log & Report > DNS Query.
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Date/Time
4 minutes ago
4 minutes ago
4 minutes ago

& minutes ago

<

& minutes ago
urity Fabri

& minutes ago
I Log& Report |
& minutes ago

rward Traffy

& minutes ago
6 minutes ago
& minutes ago
| 6 minutes ago
| 6 minutes ago
& minutes ago

DNSQuery & minutes ago

Figure 7.21: Verify

© AddFilter

DNS Type

dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response
dns-response

dns-response

Source
192.168.0.4
192.168.0.4
192.168.0.4
192.168.04
192.168.0.4
192.168.0.4
192.168.0.4
192.168.0.4
192.168.0.4
192.168.0.4
192.168.0.4
192.168.0.4
192.168.0.4

192.168.0.4

Domain Name
talebi.ca
talebi.ca
talebi.ca
talebi.ca
fonts.gstatic.com
globalurl fortinet.net
fonts.googleapis.com
www.facebook.com
www youtube.com
getpocket.com
fonts.googleapis.com
fonts.googleapis.com
fonts.googleapis.com

fonts.googleapis.com

P> (P> |P> > > | >|> >

» P

Query Type

@~ [ Details

Policy ID
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7.3 VLAN and Security Profile

Learning Objectives

» Configure VLANSs in FortiGate firewall
+ Configure a Security Policy for VLANs

Scenario: In this lab, we are going to learn how to set VLAN on Port2 of the firewall. WebTerm1 is
belong to Vlan10 and WebTerm? is belong to V1an20. We will set different policies on each VLAN
and try to verify configuration.

webterm-1

-

-
Vian10
el
NAT1
Switch1 Al R Af_"‘_‘"ﬂ(‘_\m"kf‘\.

o . —*
= ﬂ i rc Mo e
<0 Port2 N I g

Port3

e2

webterm-2

B etno

\lan20 etho

Figure 7.22: Main scenario
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Table 7.2: Devices configuration

Device IP address Access

Port 1: DHCP Client
Port 2:

FortiGate ICMP-HTTP-HTTPS
Vlan 10: 192.168.10.1/24

Vlan 20: 192.168.20.1/24

WebTerm1 DHCP Client -

WebTerm?2 DHCP Client -

1. Configure switches. Right-click on the Switch > Configure, configure eth0, eth1, and eth2 as

Table 7.3:
Table 7.3: Switch configuration
Port VLAN Type
0 1 Dotlq
1 10 Access
2 20 Access

8 MNode properties ? *

Switch1 configuration

General

Mame: Switchl
Console type: | none -
Settings Parts
Part: 8 = Port ~ VLAN Type 1B
0 1 dotlg
VLAN: 20 =
et 1 10 access
Type: access - 2 20 access
3 1 access
QinQ EtherType: | 0x&100 4 1 Aerane =
——————— 4 »
| Ar Dele
| Add | Delete
Rezet OK. Cancel Apply

Figure 7.23: Switch configuration

2. You should create two sub-interfaces on port2 of the firewall.




New Interface
k

Name

Q' Network

Interfaces
Alias

Type

VLAN protocol
Interface
VLANID
VRFID @
Role €

Address

IP/Netmask

Name

Destination

er & Authentication

em

ecuritv Fabric
F I ATINET

Addressing mode

Secondary IP address
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Vlan10

U8 VLAN
802.1AD
™ port2

10

0

LAN E

ARG E

EEE] oHce | Auto-managed by IPAM

[ 192.168.10.1/24

Create address object matching subnet @O

Vlan10 address
192.168.10.1/24

>

Cancel

Figure 7.24: Vlan10 Configuration

Fp New Interface

Name

Alias
Type

Interface
VLANID
VRFID @
Role €@

Address

Addressing mode
IP/Netmask

Name

Destination

Figure 7.25: Vlan20 Configuration

Secondary |P address

Vian20

8 VLAN -

VLAN protocol [Eliriel 802.1AD

™ port2 -
20 S
0 7
LAN v

EEEN oHcP | Auto-managed by IPAM

[ 192.168.20.1/24)

Create address object matching subnet @

& VIan20 address
192.168.20.1/24

»
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= [ port2 ™ Physical Interface 0.0.0.0/0.0.0.0
------ e 3% vlanl0 ok VLAN 192.168.10.1/255.255.255.0
Lo 2 vlan20 28 VLAN 192.168.20.1/255.255.255.0

Figure 7.26: Vlan10 and Vlan20 IP addresses

3. Block YouTube and Social Media on Vlan 20:

1. Create an application profile as Figure 7.27.

o %3 Cloud Applications require deep inspection.
0 policies are using this profile.

Mame block Youtube-SM
Comments £ 0/255
Categories

~ | All Categories
@~ |Business (179, & 6) @~ |Cloud.IT (31) @~ | Collaboration (293, & 6)
@~ [Email (87, & 12) @~ Game (124) @~ General.Interest (241, & 9)
@~ Mobile (3) @~ | Network.Service (332) @~ |P2p (85)
@~ Proxy (106) @~ |Remote.Access (91) '@ - [Social:Media (150, & 31)
@~ | storage.Backup (296, & 16) @~ |Update (48) @ - Video/Audio (206, &3 13)
®~ VolP (31) @~ | WebClient (18) © ~ Unknown Applications
[® MNetwork Protocol Enforcement]
Application and Filter Overrides

# Edit I Delete

Priority Details Type Action

No results
(0]
- Faneal

Figure 7.27: Block Social.Media and Video/Audio

2. Configure Firewall Policy from Vlan 20 to Port1 and assign application control to
the Firewall Policy.
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@ Dashboard New Policy
«b Network
B Policy & Objects Name @ vlan20
Firewall Policy [ Incoming Interface | 2% vian20 - I
IPv4 DoS Policy Outgoing Interface ™ port1 hd
Source 2l x
+
Destination Hal x
. +
Services
Schedule o always -
Schedules
Service AL x
Virtual IPs o
IP Pools Action v ACCEPT [E=RvEaNg

Protocol Options

Traffic Shaping

& Secu y Profiles
g VPN

ser & Authentication HEd,

IP Pool Configuration

Inspection Mode WELNEEEM Proxy-based

Firewall / Network Options

©

(WSRO IN 0T Al =l ute [l Use Dynamic IP Pool

Preserve Source Port (B

Protocol Options default | &
Security Profiles
AntiVirus e J
Web Filter >»
DNS Filter >
|’ Application Control @ ' [l block Youtube-SM v # |
IPS »
File Filter >

Figure 7.28: Create vlan20 Firewall Policy and assign Application Control Profile

3. Verify your configuration by visiting Twitter.com or YouTube.com.

&« C' @y

R

® twitter.com

FortiGate Application Control

Application Blocked

You have attempted to use an application that violates your Internet usage policy.

Application  Twitter

Categor Social.Media

URL http://www.twitter.com/

Username

Group Name

Policy cf98d74a-b7ca-51ec-edb9-434a2a96fe76

Figure 7.29: Verify configuration

4. Filter .zip, .pdf files on Vlan 10:

1. Create a File filtezr profile. File filter only works on the unencrypted protocol. Set
traffic for both and finally set the action to block.
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Figure 7.30: Block PDF and ZIP files

2. Make sure to set the feature set as flow-based.

New File Filter Profile

Name ‘ zip-pdf

Comments

‘ Write a comment... &! 0/255

Scan archive contents @

Create New File Filter Rule
Name | pdf-zip |
Comments Write a comment... ‘
#£0/255
Protocols €@ | CIFS x
FTP x
HTTP x
IMAP x
POP3 x
SMTP x
+
Traffic | Incoming_‘ Outgﬂrlg Iz!ﬂ
Match Files
Password-protected only @ ]
File types pdf x
zip x
+
Action @ Monitor - Block

Feature set Flow—based Proxy-based
Rules
*+CreateNew | # Edit [ Delete ‘ | Search | Q |
Rule Comments Traffic Protocols ‘ Match Files ‘ Action File Types
pdf-... Both CIFS Any © Block  pdf
EIR zip
[ 1]

G

Figure 7.31: Block profile

3. Create a Firewall Policy in the firewall from vlan10 to portl, inspection mode
should be Proxy-based, and assign the profile you have created to File Filter.



@ Dashboard

+ Network
B Policy & Objects

Firewall Policy
1Pv4 DoSP

Schedules
Virtual IPs
IP Pools

Security Profiles
VPN
& Authentication
= WiFi Controller
System
¥% Security Fabric

og & Report
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New Policy
Name @ vlan10
Incoming Interface | 28 vlan10 -
Outgoing Interface | M portl >
Source B all x
+
Destination = all x
+
Schedule [0 always -
Service AL x

+
Action v ACCEPT EvRnladyg
Inspection Mode | Flow-based REEONEEEE]

Firewall / Network Options

NAT ©

IP Pool Configuration Use Dynamic IP Pool
Preserve Source Port (B

Protocol Options default v &

Security Profiles
AntiVirus

Web Filter
Video Filter

Voo

DNS Filter
Application Control (0
IPS e J
File Filter © Il :zippdf v &

Figure 7.32: Create vlan10 Firewall Policy and assign File Filter Profile

4. Verify your configuration by downloading a zip or pdf file from HTTP websites.

Attention

The file "prtgdesktop.pdf" has been blocked due to its file type and/or properties

http://talebi.ca/wp-content/uploads/2021/11/prtgdesktop.pdf

Username

Figure 7.33: Verify configuration
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8.1VDOM

Learning Objectives

* Create a VDOM
» Configure a security policy in VDOMs

Scenario: This example illustrates how to use VDOMs to host two FortiOS instances on a single
FortiGate unit.

Virtual Domains (VDOMSs) can be used to divide a single FortiGate unit into two or more virtual
instances of FortiOS that function as independent FortiGate units. This example simulates an ISP that
provides Company A and Company B with distinct internet services. Each company has its own
VDOM, IP address, and internal network.

157
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Port4 Port3

. etho ethDd

Figure 8.1: Main scenario

Enable VDOMs
Table 8.1: Devices configuration
Device IP address Access
WebTerm-VDOMA DHCP Client HTTPS
WebTerm-VDOMB DHCP Client HTTPS

FortiGate

Port 2: DCHP Client — VDOM B
Port 3: DHCP Client — VDOM A
Port 4: DHCP SERVER - VDOM A

Port 5: DHCP SERVER - VDOM B

Port 2 — Management
Access

Ethernet Switch

NAT
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1. In order to enable Virtual Domains, the following CLI command is required:

config system global
set vdom-mode multi-vdom
end

2. Log out FortiGate and log in again. You should be able to see the Figure 8.2 result.

@ FGVMO1TM 19008000 v

(@ FGVMO01TM19008000 (Fabric Root) Add Widget

@ Global
‘%‘ root

stem Informat

~No topology devices
osthame

Topology as of 15s ago

0

erial Number
& System

; Firmware

NN Security Fabric

Virtual Domains

L | og & Report

Figure 8.2: Default VDOMs

3. Go to Glebal > System > VDOM. Create two VDOMS, VDOM-A and VDOM-B. Leave
both VDOMs as Enabled, with Operation Mode set to NAT and NGFW mode to profile-
based.

@ Dashboard New Virtual Domain
& Network
Virtual Domain | vDoM-4
& Security Profiles
NGFW Mode [ REEELE Policy-based
£t System
Central SNAT »
VDOM - . 5
WiFi country/region | United States b
Global Resources
Comments
Administrators %

Admin Profiles

Firmware

Fabric Management

Figure 8.3: VDOM-A configuration
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@ Dashboard New Virtual Domain
« Network
Virtual Domain ‘ VDOM-B
& Security Profiles
NGFW Mode 2ol CREIEEN  Policy-based
¢ System
Central SNAT »
VDOM i - 2
WiFicountry/region  United States b4
Global Resources
Comments

Administrators
Admin Profiles
Firmware

Fabric Management

Settings
Figure 8.4: VDOM-B configuration

4. Go to Global > Network > Interfaces. Edit Port2 and add it to VDOM-B. Set Addressing

Mode to DHCP.
@ Dashboard Edit Interface
+ Network
Name i port2
Interfaces
Alias
DNS Type ® Physical Interface
& Security Profiles — a
B Syt [ Virtualdomain | & VDOM-B -1 ]
NX Security Fabric Role @ Undefined -
L Log & Report
Address
Addressing mode Manual Auto-managed by IPAM | One-Arm Sniffer
Status @ Connected
Obtained IP/Netmask 192.168.122.53/255.255.255.0  Renew
Expiry Date 2022/04/09 19:38:16
Acquired DNS 192.168.122.1
Default gateway 192.168.122.1

Retrieve default gateway from server @O

Distance 5

Figure 8.5: Port2 configuration

If the port is under root and you can’t modify it to VDOM-B, you should first delete the
references related to the port.

5. Go to Global > Network > Interfaces. Edit Port4 and add it to VDOM-A. Set Addressing
Mode to Manual and assign an IP/Network mask to the interface (192.168.91.1/
255.255.255.0) and finally Enable DHCP Server.
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@ Dashboard Edit Interface
b Network
Name i _port4
Interfaces
Alias
S s
o Type ™ Physical Interface
& Security Profiles VREID © o
B St Virtual domain | @ VDOM-A -
e o .
X Security Fabric Role © Undefined -
L4 Log & Report
Address
Addressing mode IEEMH OHCP | Auto-managed by IPAM | One-Arm Sniffer
| IP/Netmask [ 192.168.91.1/255.255.255.0 -

Secondary IP address (B

Administrative Access

1Pv4 (O HTTPS HTTP @ [J PING
O FMG-Access [ SSH [ SNMP
O FTM O RADIUS Accounting () Seeurity Fabric

Connection @
[ Speed Test

Receive LLDP & Use VDOM Setting [lSEl SREVEEL]E
Transmit LLDP €@  WUETAYM[YETM Enable Disable

| © DHCP Server

DHCP status [+ A ELIEGE © Disabled
Address range 192.168.91.2-192.168.91.254

Figure 8.6: Port4 configuration

6. Go to Global > Network > Interfaces. Edit Port3 and add it to VDOM-A and set
Addressing Mode to DHCP.

« Network i
Name ® port3
Interfaces
Alias
S
DG Type ™ Physical Interface
& Security Profiles VREID @ 0
¥ e [Virtcaldomain | & VDOMA -1l
¥X Security Fabric Role @ VR -
L Log & Report
Address
Addressing mode Manual BBEI88 Auto-managed by IPAM | One-Arm Sniffer
Status @ Connected
Obtained IP/Netmask 192.168.122.54/255.255.255.0 Renew
Expiry Date 2022/04/09 19:38:16
Acquired DNS 192.168.122.1
Default gateway 192.168.122.1

Retrieve default gateway from server @

Distance 5

Figure 8.7: Port3 configuration

7. Go to Global > Network > Interfaces. Edit Port5 and add it to VDOM-B. Set Addressing
Mode to Manual and assign an IP/Network Mask to the interface (192.168.92.1/
255.255.255.0) and set Administrative Access to HT'TPS, PING, and SSH. Enable DHCP
Server.



162 Chapter 8. VDOM

& Dashboard Edit Interface
b Network
Name M _port5
Interfaces
Alias
g
BE Type ™ Physical Interface
a8 Security Profiles VREID @ 0
MG | Virtual domain @ VDOM-B
N¥ Security Fabric Role @ Undefined ~
Ll Log & Report
Address
Addressing mode m DHCP | Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask 192.168.92.1/255.255.255.0

Secondary IP address (B

Administrative Access

[ 1Pv4 & HTTPS QHTTP @ @ PING
O FMG-Access SSH [ SNMP
i Security Fabric
OFM [0 RADIUS Accounting O Conncetion &
(] Speed Test

Receive LLDP € (VA e NI ilyi- Enable = Disable

Transmit LLDP @ WUEAYB] VTSN Enable = Disable

@ DHCP Server

DHCP status [+ REEVELE © Disabled
Address range 192.168.92.2-192.168.92.254

F::RTINET S Cancel
V7

Figure 8.8: Port5 configuration

Creating Administrators for Each VDOM

1. Go to Global > System > Administrators. Create an administrator for VDOM-A, called
vdom-a. Set Type to Local User, enter and confirm a password, set Administrator Profile to
prof_admin, and set Virtual Domain to VDOM-A. Make sure to remove the root VDOM
from the Virtual Domain list.
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@ Dashboard New Administrator
« Network
. Username vdom-a
& Security Profiles
Type
o S Match a user on a remote server group
VDOM Match all users in aremote server group
Global Resources Use public key infrastructure (PKI) group
AdminE rators Password ssssee @
: Confirm Password ssenee @
Admin Profiles
Comments Write a comment...
Firmware #£10/255
Administrator profile  prof_admin v
Fabric Management . y
Virtual Domains & root x
Settings A& VDOM-A x
HA *

SNMP

(O Two-factor Authentication

Replacement Messages

FortiGuard (B Restrict login to trusted hosts

Feature Visibilit z ; ST

Sl LY (B Restrict admin to guest account provisioning only
Certificates

NX Security Fabric

L | og & Report

Figure 8.9: Administrators for VDOM-A

2. Go to Global > System > Administrators. Create an administrator for VDOM-B, called
vdom-b. Set Type to Local User, enter and confirm a password, set Administrator Profile to
prof_admin, and set Virtual Domain to VDOM-B. Make sure to remove the root VDOM

from the Virtual Domain list.

@ Dashboard New Administrator
< Network
. ) Username vdom-b
& Security Profiles
A Match a user on a remote server group
VDOM Match all users in a remote server group
Global Resources Use public key infrastructure (PKI) group
Administrators Password soneee =
. Confirm Password seenee @&
Admin Profiles
Comments Write acomment...
Firmware 4107255
Administrator profile | prof_admin -
Fabric Management X X
Virtual Domains & root x
Settings A VDOM-B x
HA +

SNMP

(O Two-factor Authentication
Replacement Messages

FortiGuard (B Restrict login to trusted hosts
Feature Visibilit:
SR (B Restrict admin to guest account provisioning only
Certificates

¥& Security Fabric

L Log & Report

Figure 8.10: Administrators for VDOM-B

Security Policy Setting for VDOM-A

1. Virtual Domains > VDOM-A > Network > Static Routes. Click Create New to create a
default route for the VDOM. Set Destination IP/Mask to 0.0.0.0/0.0.0.0, set Device to port3,



164 Chapter 8. VDOM

and set Gateway to the IP of the gateway router.

«» Network

Automatic gateway retrieval @ (B
Destination @

Interfaces

Internet Service

Packet Capture
0.0.0.0/0.0.00

SD-WAN

Gateway Address € Specify | 192.168.12
Static Routes Interface ™ port3
Policy Routes +
RIP Administrative Distance @ 10
OSPE Comments Write acomment...
Status [+ RSELGE © Disabled

BGP
Routing Objects

€3 Advanced Options
Multicast

Figure 8.11: Static route in VDOM-A

#0/255

2. Go to Policy & Objects > Firewall Policy. Create a policy to allow internet access. Set
Incoming Interface to port4 and Outgoing Interface to port2. Ensure NAT is turned ON. Set
Source Address to all, Destination Address to all, and Service to ALL.

@ Dashboard New Policy
«}» Network
® Policy & Objects Name @ VDOM-A
Firewall Policy Incoming Interface  [® port4 -
1Pv4 Do$ Policy Outgoing Interface  [# port3 -
Addresses Source 2al X
g
Internet Service L
Database Destination Ball x
+
Services
Schedule @ always -
Schedules -
Service I ALL x
Virtual IPs +
IP Pools Action L eeIN @ DENY

Protocol Options

Inspection Mode WEIWYEETM Proxy-based

Firewall / Network Options

Traffic Shaping
Security Profiles

VPN

NAT [ o]
User & Authentication

IP Pool Configuration

9 Be [0 B

WiFi Controller
Preserve Source Port (B
System

Protocel Options 11| default v &

NX Security Fabric

Log & Report Security Profiles
AntiVirus @ ]
Web Filter @ ]

Figure 8.12: Firewall Policy in VDOM-A

Use Qutgoing Interface Address [RUEERIET TSR]

3. Now, you should be able to reach the internet from WebTerm VDOM-A.
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G Google X | @ Server Not Found X |+

<« cC @ @ @& https//www.google.com/?gws_rd=ss| N ees r W eemoeE& =
13 |

About Store Gmail Images i

Google

Google Search I'm Feeling Lucky

Google offered in: Frangais

Figure 8.13: Verify configuration in VDOM-A

Security Policy Setting for VDOM-B

1. Virtual Domains > VDOM-B > Network > Static Routes. Click Create New to create a
default route for the VDOM. Set Destination IP/Mask to 0.0.0.0/0.0.0.0, set Device to port2,
and set Gateway to the IP of the gateway router.

< Network

Automatic gateway retrieval @ (B

Interfaces
Destination €@ Internet Service
Packet Capture

0.0.0.0/0.0.00
SD-WAN Gateway Address @ B soecity | 1921681221
Static Routes Interface ® port2 x
Policy Routes E
RIP Administrative Distance € 10
OSPF Comments Write a comment... 40/255
Status (+RELELE O Disabled

BGP

Routing Objects
E) Advanced Options

Multicast

Figure 8.14: Static route in VDOM-B

2. Go to Policy & Objects > Policy > IPv4. Create a policy to allow internet access. Set
Incoming Interface to port5 and Outgoing Interface to port2. Ensure NAT is turned ON. Set
Source Address to all, Destination Address to all, and Service to ALL.



166 Chapter 8. VDOM

@ Dashboard
¢ Network

B Policy & Objects

Firewall Policy

IPv4 DoS§ Policy

New Policy

Name € VDOM-B
Incoming Interface | [# port5

Outgoing Interface | [ port2

Addresses Source = all
+
Internet Service o
T e Destination = all x
+
Services
Schedule [0 always -
Schedules .
Service I ALL x
Virtual IPs +
IP Pools Action « ACCEPT E=NblaNNg

Protocol Options

Inspection Mode EEUEIESEE Proxy-based

Firewall / Network Options
NAT ©

IP Pool Configuration Use Qutgoing Interface Address RVEARNGEINTE [23el]

Preserve Source Port (B

Traffic Shaping
Security Profiles

VPN

User & Authentication
WiFi Controller

. S Protocol Options sl default v &
X Security Fabric

Figure 8.15: Firewall Policy in VDOM-B

3. Create a Traffic shaping under Policy & Objects as follows:

New Traffic Shaper

Type Per IP Shaper

Name | vdom-b

@ Dashboard

¢ Network

» Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses

Quality of Service

Traffic priority High v
Internet Service Bandwidth unit khps -
Database

Maximum bandwidth @ 10000 kbps
Services

Guaranteed bandwidth @ | 7000 + | kbps
Schedules

DsCP »

Virtual IPs
IP Pools

Protocol Options
Traffic Shaping

Figure 8.16: Create a trdffic shaper in VDOM-B

4. Create a Traffic Shaping Policy with the following configuration:

]

Name: VDOMB
Source: All

]

o Destination: All
Service: All

]



o QOutgoing Interface: Port2
o Shared Shaper: VDOMB
o Reverse Shaper: VDOMB
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< Network
Name vdom-b
B Policy & Objects
Status [+ RGN © Disabled
Firewall Policy c ) Wit :
omments rite acomment... 4 0/955
IPv4 DoS Policy
Addresses If Traffic Matches:
Internet Service Source B al x
Database
+
Services Destination = all x
Schedules +
Virtual IPs Schedule (B
IP Pools Service o ALL P
Protocol Options
L Application @
Traffic Shapi
bbbl ok URL Category +
Security Profiles
VPN Then:
User & Authentication Outgoing interface ® port2 %
WiFi Controller +
System Apply shaper | @]
% Security Fabric Shared shaper @© vdom-b b2
Reverse shaper @ vdom-b -

Log & Report
Figure 8.17: Traffic Shaping Policy in VDOM-B

5. Now open the browser in WebTerm VDOM-B and go to Fast.com (https://fast.com) and

verify your configuration.

) Internet Speed Test | Fast.com - Mozilla Firefox

O™ Internet Speed Test | Fast X | £ Server Not Found x |4

< c @ @ @ hitpsy/fast.com

FAST

Your Internet speed is

9.0"

000

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

eee0 31 NETFLIX

Choose What | Share | X

WM -- @ Internet Speed Test | Fast.co

02:24

Figure 8.18: Verify configuration in VDOM-B
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8.2 Inter-VDOM Routing

Learning Objectives

» Configure a VDOM to pass traffic between VDOMs
+ Configure an Inter-VDOM routing

Scenario: Inter-VDOM routing is the communication between VDOMs. VDOM links are virtual
interfaces that connect VDOMs. A VDOM link contains a pair of interfaces, each one connected to a
VDOM and forming either end of the inter-VDOM connection. We want to create a link between
VDOM Sales and Accounting, then the traffic from WebTerm1 should be reached to WebTerm?2.

webterm-1

.

Cloud1
—

A <4
K\-—’\Mﬂ_‘ ,-__,))

eth2

Portli
I webterm-2
192.168.1.1/24 41 A |172_15_1_1;24 L
FG 3,

192.168.1.2/24

Figure 8.19: Main scenario

h72.16.1.2/24

169
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Table 8.2: Devices configuration

Device IP address Access
WebTerm1 192.168.1.2/24 -
WebTerm?2 172.16.1.2/24 -
Port 1: DHCP Client
FortiGate Port 2: 172.16.1.1/24 Port 1: https, ping
Port 3: 192.168.1.1/24
Cloud1 -

1. First, enable VDOMs in the firewall.

FGVMO01TM19008000 # config system global
FGVMO01TM19008000 (global) # set vdom-mode multi-vdom
FGVMO01TM19008000 (global) # end

2. Create two VDOMs, Sales and Accounting.

@ Dashboard New Virtual Domain

% Network

& Security Profiles

Virtual Domain ‘ saleg|

£ System
VDOM

Central SNAT >»

Global Resources
Comments

Administrators

& Dashboard New Virtual Domain

'%' Network

Virtual Domain
ﬂ Security Profiles

NGFW Mode

Central SNAT D

£ System

VDOM - .
WiFi country/region

Global Resources
Comments

Administrators

Figure 8.21: Create a VDOM Accounting

NGFW Mode LI EEEEl Policy-based

WiFicountry/region  United States

| Accounting|

HilHEL Policy-based

United States
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3. Configure IP addresses for the Interfaces Port2 and Port3. Assign port3 to Sales Vdom and

port2 to Accounting Vdom.

[E] M Physical Interface

[® portl M Physical Interface 142.232.89.76/255.255.255.128 HTTPS
HTTP
[ port2 M Physical Interface 172.16.1.1/255.255.255.0
M port3 M Physical Interface 192.168.1.1/255.255.255.0
Figure 8.22: Port2 and Port3 IP address configuration
@ Dashboard Edit Interface
b Network
Name [ port2
Interfaces
Alias
2o Type [® Physical Interface
Security Profiles
& Y VRFID @ 0
& System Virtualdomain & Accounting »
. . .
X Security Fabric Role © iderned -
L Log & Report
Address
Addressing mode BB oHcP | Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask 172.16.1.1/255.255.255.0
Secondary IP address (B
Figure 8.23: Port2 configuration
‘f* Network
Name ¥ _port3
Interfaces
Alias
Dois Type ™ Physical Interface
S ity Profile
& Security Profiles TG B 5
§ System Virtual domain | D sales v
75 . .
Fasill Role € Undefined v
L Log & Report
Address
Addressing mode m DHCP | Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask 192.168.1.1/255.255.255.0

Secondary IP address (B

Figure 8.24: Port3 configuration

4. Go to Global VDOM > Network Interfaces > Create a new VDOM Link, and configure it

as Figure 8.25:
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@ Dashboard

4 Network

Interfaces

DNS
& Security Profiles
£ System
NX Security Fabric

Ll |og & Report

New VDOM Link

Name @ AS

Interface 0 (ASQ)

Virtual Domain

IP/Netmask

Comments

Status

Interface 1 (AS1)

Virtual Domain

IP/Netmask

Comments

Status

Administrative Access (] HTTPS

Administrative Access  [] HTTPS

@ Accounting v
10.10.10.1/24

HTTP
[J FMG-Access [ ssH

0 Security Fabric
Connection €

Write a comment...

(+ RGN © Disabled

#0/255

@ sales -
| 10.10.10.2/24 |

HTTP ©
[ FMG-Access (O ssH

0 Security Fabric
Connection €@

Write a comment...

(+RELEGN © Disabled

#0/255

Figure 8.25: Create a VDOM link between Sales and Accounting

5. In Accounting VDOM, Create two static routes:

o Destination: 192.168.1.0/255.255.255.0

o Interface: Accounting-Sales

o Gateway: 10.10.10.2

New Static Route

Destination @

Gateway Address

Interface

Administrative Distance €
Comments

Status

£3 Advanced Options

Internet Service

192.168.1.0/24
10.10.10.2
% ASO x

10
Write a comment...

[+ RNELEE © Disabled

#0/255

Figure 8.26: Create a static route in Accounting VDOM

o Destination: 172.16.1.0/255.255.255.0

o Interface: Accounting-Sales

o Gateway: 10.10.10.2

[ PING
[ SNMP

O PING
[ sSNMP



6. In Accounting VDOM, Create two Firewall Policies:
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New Static Route

Destination € Internet Service
172.16.1.0/24

Gateway Address 10.10.10.2

Interface S ASO

Administrative Distance @ 10
Comments Write acomment...

Status [+ JELIENE © Disabled

3 Advanced Options

Figure 8.27: Create a static route in Accounting VDOM

o Incoming: Port 2

o Qutgoing: ASO

o

Incoming:

NAT Disable

Name @ P2
Incoming Interface ™ port2
Outgoing Interface | S ASO

Source = all

+
Destination = all

ES
Schedule @ always
Service I ALL

+
Action U p.ee=al @ DENY

Inspection Mode RERENEER:M Proxy-based

Firewall / Network Options

NAT @ ]

Protocol Options L default

#0/255

-

&

Figure 8.28: Create a Firewall Policy in Accounting VDOM from

Port2 to ASO

o Incoming: ASO

o Outgoing: Port2
o NAT Disable
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Name € P,

Incoming Interface % ASO o

Qutgoing Interface | M port2 -

Source = all 4
+

Destination B all x
+

Schedule (o always -

Service ] ALL b
+

Action - eelUl @ DENY

Inspection Mode BEGIEEEER Proxy-based

Firewall / Network Options

NAT >
Protocol Options {97 default v &

Figure 8.29: Create a Firewall Policy in Accounting VDOM from ASO
to Port2

7. In Sales VDOM, Create two static routes:

o Destination: 192.168.1.0/255.255.255.0
o Interface: AS1
o Gateway: 10.10.10.1

New Static Route

Destination @ Internet Service
192.168.1.0/24

Gateway Address 10.10.10.1

Interface S% AS1 x

Administrative Distance @ | 10
Comments Write a comment... 4 0/255

Status (+NEVESE © Disabled

E3 Advanced Options
Figure 8.30: Create a static route in Sales VDOM

o Destination: 172.16.1.0/255.255.255.0
o Interface: AS1
o Gateway: 10.10.10.1
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New Static Route

Internet Service

172.16.1.0/24
| 10.10.10.1
% AS1 x

Destination €

Gateway Address

Interface

Administrative Distance @ | 10

Comments Write acomment...

#10/255
Status © Disabled
E3 Advanced Options
Figure 8.31: Create a static route in Sales VDOM
8. In Sales VDOM, Create two Firewall Policies:
o Incoming: Port3
o Outgoing: AS1
o NAT Disable
New Policy
Name € ‘ P
Incoming Interface M port3 v
Outgoing Interface = % AS1 v
Source = all x
+
Destination = all x
>
Schedule e always v
Service ] ALL x
+
Action Ay \seaal @ DENY
Inspection Mode BEGEEEEEN Proxy-based
Firewall / Network Options
NAT @ )
Protocol Options 2% default v 4

Figure 8.32: Create a Firewall Policy in Sales VDOM from Port3 to

AS1

o Incoming: AS1
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o Qutgoing: Port3
o NAT Disable

Edit Policy
Name © P2
Incoming Interface % AS1 v
Outgoing Interface [ port3 v
Source = all x
¥
Destination = all x
¥
Schedule o always -
Service Gl ALL x
+
Action . (se=al @ DENY

Inspection Mode BEGNEEEGN Proxy-based

Firewall / Network Options

NAT ® )
Protocol Options = [:517 default v| &

Figure 8.33: Create a Firewall Policy in Sales VDOM from AS1 to
Port3

9. Now, you should verify your configuration and should be able to ping from WebTerm1 to
WebTerm?2.
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. 1 Imiral
Flle Edit Tabs ﬂelp

etho LifH- encan
1net addr:
1nets

ST PUNNI'
erro

collisions:0 t<queue1_-:-n 1000
RX bytes:264 (264.0 B) TX bytes:1076 (1.0 KiB)

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
1net6 addr: )

thrir'l
ad: erruns:0 frame:0

8 errors:0 drcqu ed:0 overruns:0 carrier:0
quupunlpﬂ 10
32 (480.5 KiB) TX bytes:492032 (480.5 KiB)

from 17

3 +|'-rr 172 16

Flgure 8.34: Verify configuration

To delete a VDOM link in the CLI:

config system vdom-link
delete <VDOM-LINK-Name>

end
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Chapter 9. SD-WAN

179
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9.1SD-WAN

Learning Objectives

* Create a Demo of SDWAN
» Configure SDWAN features

manage them through SD-WAN.

Scenario: Software-defined wide-area network (SD-WAN) solutions transform an organization’s
capabilities by leveraging the corporate wide-area network (WAN) as well as multi-cloud connectivity
to deliver high-speed application performance at the WAN edge of branch sites. One of the chief
benefits of SD-WAN is that it provides a dynamic path selection among connectivity options—MPLS,
4G/5G, or broadband—ensuring organizations can quickly and easily access business-critical cloud
applications.1 In this scenario, we are simulating SD-WAN by using OpenWrt and this allows you to
play with the features of SD-WAN. Port 4 and Port 5 acts like your different connection and you can

10.200.3.1/24
Ml B ports

LAN2: 10.200.2.254/24
LAN3: 10.200.3.254/24

OpenWit
e3 @~

MFG M
192.168.20.1/24 = F8 S5

Port3  [10.200.2.1/24
webterm-2

B “etho

192.168.20.2/24

Figure 9.1: Main scenario

e2 el

el

etho

-

webterm-1

1. SD-WAN Document Library (https://docs.fortinet.com/document/fortigate/6.2.10/cookbook/19246/sd-wan)

181
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Table 9.1: Devices configuration

Device IP address
WebTerm1 (WRT Manager) 192.168.1.2/24
WebTerm?2 (Firewall Manager) 192.168.20.2/24, GW: 192.168.20.1, DNS: 4.2.2.4

Port 3: 192.168.20.1/24
FortiGate Port 4: 10.200.2.1/24

Port 5: 10.200.3.1/24

EthO: connected to WRT Manager

Ethl: connected to NAT

OpenWrt
Eth2: 10.200.2.254/24
Eth3: 10.200.3.254/24
NAT
Configure OpenWrt

To configure OpenWrt, you should connect through port ethQ. By default, the IP address of ethO is
192.168.1.1/24. So, you can set the WRTManager as 192.168.1.2/24 and connect to OpenWrt through
the web browser. You can type in the browser: http://192.168.1.1, and click on “Login” without
entering any password.

Openwrt - Overview - LUCl X | A mozilla.org/privacyffirefox/ X @ =+

o cC ® £ 192.168.1.1/cqi-binflu A R n o &

No password set!

There is no password set on this router. Pleasdconfigure a root password to protect the web interface.

Authorization Required

Please enter your username and password.

Username root

Password
Figure 9.2: OpenWrt

Then, go to network > interfaces > Add new interface ...

And Enter the following information:
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» Name of Interface; LAN2

Cover the following interface: eth2
* Then, submit and add IPV4: 10.200.2.254, netmask: 255.255.255.0

* And finally, under Firewall Settings select firewall-zone as Lan

Add new interface..

Name LANZ

Protocol Static address

Device o eth2 v

Cancel Create interface

Figure 9.3: Add a new interface
Interfaces » LAN2
General Settings |  Advanced Settings || Firewall Settings | DHCP Serve

Status " Deyice: eth2
MAYL: 0C:76:09:C7:00:02
RX: 0 B (0 Pkts.)
TX: 0B (0 Pkts.)

Protocol Static address :I

Device o eth2 -

Bring up on boot (¥

IPv4 address 10.200.2.254

IPv4 netmask 255,255.255.0 v

IPv4 gateway

Figure 9.4: LAN2 IPv4 configuration
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Interfaces » LAN2

lvanced Settings  Firewall Settings | DHCP Serve

General Settings Ad

Create / Assign firewall-zone lan lan: g2 -

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the
interface from the associated zone or fill out the custom field to define a new zone and attach the

interface to it.

Figure 9.5: Firewall settings for LAN2

* Name of Interface: LAN3
» Cover the following interface: eth3
* Then, submit and add IPv4: 10.200.3.254 netmask: 255.255.255.0

And finally, under Firewall Settings select firewall-zone as Lan

Add new interface... (3

Name LAN3
Protocol Static address j

Device o eth3 v

Figure 9.6: Add a new interface (LAN3)

Dismiss Save

Cancel Create interface
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Intdrfaces » LAN3

General Settings | Advanced Settings | Firewall Settings = DHCP Server

Status " Device: eth3
MAC: 0C:76:09:C7:00:03
RX: 0B (0 Pkts.)
TX: 0B (0 Pkts.)

Protocol  Static address j
Device s~ eth3 -
Bring up on boot (v
IPv4 address  10.200.3.254
IPv4 netmask  255,255.255.0 v

IPv4 gateway

Figure 9.7: IP configuration for LAN3

Interfaces » LAN3

General Settings = Advanced Settings | Firewall Settings  DHCP Server
2
Create [ Assign firewall-zone lan lan: 8% [LAN2: * v

@ choose the firewall zone you want to assign to this interface. Select unspecifiedto remove the
interface from the associated zone or fill out the custom field to define a new zone and attach the

interface to it.

Dismiss

Figure 9.8: Firewall settings for LAN3

Your interfaces in OpenWrt should be like Figure 9.9:
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Interfaces

k
LANZ2
B Protocol: Static address REstart = | S ]
Interface has 5 pending changes L oot
eth2 -
LAN3 .
. Protocol: Static address Restart | - ]
3ha Interface has S pending changes —_—
Protocol: Static address
Uptime: 0h 17m 6s
LAN MAC: 0C:76:09:C7:00:00 _
g (=) RX: 419.87 KB (4308 Pkts.) Restart Stop | Delete
brlan TX: 2.18 MB (4396 Pkts.) )

IPv4: 192.168.1.1/24
IPv6: fd2e:66ec:7197::1/60

Protocol: DHCP client
WAN Uptime: 0h 17m 3s

MAC: 0C:76:09:C7:00:01 ————
s ' Restart St Edit Delete
RX: 11.25 KB (133 Pkts.) i 2B | —

1
b TX: 13.48 KB (145 Pkts.)
IPv4: 192.168.122.133/24
P oot —
5 H :76:09:C7:00: i elete
eﬁﬂ RX: 11.25 KB (133 Pkts.) it | :

TX: 13.48 KB (145 Pkts.)

Figure 9.9: OpenWrt Interfaces

Firewall Configuration

1. Set the port3 as a management port and connect it to Firewall Manager (WebTerm2).

FGVMO01TM19008000 # config system interface
FGVMO01TM19008000 (interface) # edit port3
FGVMO01TM19008000 (port3) # set ip 192.168.20.1/24
FGVMO01TM19008000 (port3) # set allowaccess http https
FGVMO01TM19008000 (port3) # end

2. Go to Firewall > Network > Interfaces > port4. Set Name as WAN2 and IPv4 as
10.200.2.1/24.



9.1 SD-WAN 187

+ Network

Name M port4

Interfaces ¥
Alias [ WAN2
Type ™ Physical Interface
VRFID @ o0 g
Role €@ Undefined -
Address
Addressing mode DHCP = Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask 10.200.2.1/24

BGP Secondary IP address (B

Routing Objects

Figure 9.10: Port4 configuration

3. Go to Firewall > Network > Interfaces > port 5. Set Name as WAN3 and IPv4 as
10.200.3.1/24.

 Network

Name ¥ port5

Interfaces
Alias WAN3

DNS
Type [® Physical Interface
VRFID & 0 ©
Role €@ Undefined b
Address
Addressing mode DHCP | Auto-managed by IPAM = One-Arm Sniffer
IP/Netmask | 10.200.3.1/24)

BGP Secondary IP address (B

Routing Objects

Figure 9.11: Port5 configuration

4. Go to Network > SD-WAN > Select Interface Port4. Gateway: 10.200.2.254.
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Fp Edit SD-WAN Member
Interface M WAN2 (port4) -
SD-WAN Zone | @ virtual-wan-link -
Gateway 10.200.2.254
Cost 0 2
D *
Priority @ 0 2
Status [+ RNELEGE © Disabled
Figure 9.12: Add port4 as SD-WAN members
5. Add SD-WAN > Select Interface Port5. Gateway: 10.200.3.254.
b Network
_ ) Interface ™ WAN3 (port5) -
Interfaces
J SD-WAN Zone | @@ virtual-wan-link v
DNS
; Gateway | 10.200.3.254)
Jacket Capture
Cost 0

i il Priority € 0

Status [+ N EGIEE © Disabled

Routing Objects

Multicast

Figure 9.13: Add port5 as SD-WAN members

o> || <|>
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SD-WAN Zones SD-WAN Rules

EENGWOGE Volume  Sessions
£

Performance SLAs

[\\ Download Upload
A
- \\\ M port4 M port4
2 i E ports E port5
Total
w
+ CreateNew~ | & Edit @ Delete
Interfaces = Gateway = Cost = Download # Upload
@ virtual-wan-link
Figure 9.14: SD-WAN Zones
6. Create a static route as Figure 9.15.
@ Dashboard New Static Route
«* Network
Automatic gateway retrieval @ B
Destination Q Internet Service
0.0.0.0/0.0.0.0
Interface @ virtual-wan-link x
+
Comments Write a comment #0/255
Status [ARHELEEE © Disabled

>

7. Create a firewall policy as following table:

Figure 9.15: Create a static route to SD-WAN

Table 9.2: Firewall Policy configuration

Field Value

Name SDWAN
Incoming Interface LAN (PORT3)
Outgoing Interface SD-WAN
Source ALL
Destination ALL

Schedule Always
Service ALL
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e | New Policy
Po & Obje Name € SDWAN

Po 1 Incoming Interface [® port3 hd
Outgoing Interface | @ virtual-wan-link -
Source g ai x

+
Destination 8 al x

-
Schedule [o always -
Service 0 ALL x

+
Action eIl @ DENY
Inspection Mode REENEEECN Proxy-based

Firewall / Network Options

NAT ©

IP Pool Configuration Use Outgoing Interface Address

Use Dynamic IP Pool

Figure 9.16: Create a Firewall Policy

8. Go to Network > SD-WAN Rule, create a rule as follows:

o Name: MyRule

o Source Address: All

o Destination Address: All
o Protocol Number: Any
o Strategy: Best Quality

o Interface Preference: Port 4, Port 5
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@ Dashboard Priority Rule
« Network

Figure 9.17: Priority Rule

9. Measured SLA. Create a SLA:

o

o

Name: MySLA
Protocol: Ping
Server: 4.2.2.4

Add Target and leave the default parameters

Zone preference

Measured SLA
Quality criteria
Forward DSCP @

Figure 9.18: Add target

Name MyRule

Source

Source address

User group

Destination

Address

Protocol number

Internet Service @

Application @

Bal

Bal

+

TCP | UDP Specify

Default_AWS

Default_AWS
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New Performance SLA
Name MySLA I
Probe mode @ XSO Passive Prefer Passive
Protocol Z:8 HTTP DNS
Server |4.2.2.4

L+]
Participants All SD-WAN Members ESId)Y
SLA Target OB
Link Status
Check interval 500 % ms
Failures before inactive @ 5 %]l
Restore link after €@ 5 %: check(s)
Actions when Inactive
Update static route @ @

OK Cancel

Figure 9.19: Create a SLA
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k Outgoing Interfaces Addit

Select a strategy for how outgoing interfaces will be chosen. @
O Manual &
Manually assign outgoing interfaces.
=
@ Best Quality &
The interface with the best measured performance is selected. g
O Lowest Cost (SLA)
The interface that meets SLA targets is selected. When there is a tie, QN
the interface with the lowest assigned cost is selected. g
O Maximize Bandwidth (SLA) =2

Traffic is load balanced among interfaces that meet SLA targets.

Interface preference [ WAN2 (port4) x
M WAN3 (port5) x

Zone preference

Measured SLA MySLA v
Quality criteria Latency .
Forward DSCP (B

Reverse DSCP (D

Status (+RIELIEE O Disable
FURTINET 0, B

Figure 9.20: SD-WAN Configuration

10. Go to Network > SD-WAN and verify your SD-WAN Usage.

SD-WAN Zones SD-WAN Rules Performance SLAs

EERGINGIGE Volume  Sessions
b

Download Upload
M port4 W port2
& ports E ports

4+ Create New~ | & Edit @ De

Figure 9.21: SD-WAN usage

11. Now, go to GN3 and disconnect port4. You should be able to reach the Internet from Firewall
Manager.
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> ¢ o | @ @ htpsifast.com

- @ n o

(R

FAST

Engish (US) ~  Privacy

Your Internet speed is

110™

Figure 9.22: Verify configuration

Show more info J

12. Go to Network > SD-WAN and verify your SD-WAN Usage.

SD-WAN Zones SD-WAN Rules Performance SLAs

BandwidthM Sessions

‘ Bytes Received

B port4
2 @ ports
Total
# Edit @ Delete
Interfaces = Gateway =
-} @ virtual-wan-link
L. WAN2 (port4) 10.200.2.254
L-e WAN3 (port5) 10.200.3.254

Figure 9.23: Status of interfaces

Cost =

Download =

0 bps

124.27 kbps ———

Bytes Sent

BEporta
Eports

Upload %

0 bps
20.33 kbps —

13. Open the browser in the Firewall Manager and type msn.com and then go to the Dashboard
> FortiView Sessions. Verify your result.
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& c © & hity msn.com/en-ca w noe =
[N

6§ outlook.com a Amazon W shopping @. Sports ﬁ eBay 0 office >

Experience the wonders of tech
with exciting hands-on demos.
explore i

BAdChoices

WAR IN UKRAINE BURNABY / 6°C # = CORONAVIRUS CANADA WORLD MONEY SPORTS ESPORTS ENTERTAI

v

y Google

Send feedback

s22040pY

Network Performance Monitoring - See Real-
Time Network Issues - Start Your Free Trial

S #7¥ The Worst Canadian
Now :\’& § 254 Uniersities Based On..

@ Dashboard FortiView Sessions = now~ & i~
© Add Filter
Source Device Destination Application Protocol Source Port Destination Port
192.168.20.2 W 4224 UDP/53 UDP 50235 53 4
192.168.20.2 4224 UDP/53 UDP 50449 53 £
192.168.20.2 =5 23.20.201.44 TCP/443 TCP 35418 443 8.«
192.168.20.2 4224 UDP/53 UDP 50345 53 4
192.168.20.2 54224 UDP/53 UDP 50426 53 4
192.168.20.2 4224 UDP/53 UDP 50736 53 ¢
192.168.20.2 m 4224 UDP/53 UDP 50779 53 g
192.168.20.2 4224 UDP/53 UDP 50582 53 4
192.168.20.2 =8 50.18.10.184 TCP/443 TCP 53074 443 37t
192.168.20.2 = 142.250.191.66 TCP/443 TCP 33034 443 910
192.168.20.2 4224 UDP/53 UDP 49176 53 4
192.168.20.2 4224 UDP/53 UDP 49042 53 3
192.168.20.2 w4224 UDP/53 UDP 49128 53 g
192.168.20.2 54224 UDP/53 UDP 49439 53 z
192.168.20.2 4224 UDP/53 UDP 49465 53 5

Figure 9.25: FortiView Sessions

14. Go to Log & Report > Event > SD-WAN Event. Verify your result.
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1]
gl
I
]

& [ AddFitter s SD-WAN Events - [ Details

Q

9 minutes ago SD-WAN health-check member changed state.  SDWAN SLA notification

9 minutes ago SD-WAN health-check member changed state. ~ SDWAN SLA netification

Figure 9.26: SD-WAN Events

15 minutes ago
15 minutes ago

15 minutes ago

Service disabled caused by no outgoing path.
Service failover to other available interface(s).

Member link is unreachable or miss threshold. ...

SDWAN status warning

SDWAN status

Date/Time Level Message Log Description
8 minutes ago - Service prioritized by performance metricwill ...  SDWAN status
8 minutes ago - ®  Member link is unreachable or miss threshold.... SDWAN status
8 minutes ago | SD-WAN health-check member changed state.  SDWAN SLA notification
8 minutes ago - Service prioritized by performance metric will... SDWAN status
8 minutes ago - Member link is available, Start forwarding traff.. SDWAN status
8 minutes ago - SD-WAN health-check member changed state.  SDWAN SLA notification
8 minutes ago - Service prioritized by performance metric will...  SDWAN status
8 minutes ago - Member link is unreachable or miss threshold. ... SDWAN status
8 minutes ago = SD-WAN health-check member changed state.  SDWAN SLA notification
9 minutes ago - Service prioritized by performance metric will... SDWAN status
9 minutes ago - Member link is available. Start forwarding traff.. SDWAN status
9 minutes ago - Member link is available, Start forwarding traff... SDWAN status
-
-
-_—
-
-

SDWAN status
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10.1 IPsec VPN from FortiGate (on Premise) to Azure

Learning Objectives

» Configure a Virtual Network Gateway in Azure
» Configure a local network gateway

* Create an IPSEC VPN between Firewall on-Premise and Azure

Scenario: We are going to connect on premise FortiGate to Azure Virtual Gateway. This is going to
be IPsec VPN between FortiGate and Azure. First, we will configure Azure and then connect
FortiGate through Port1 to Azure Virtual Gateway.

Public IP: 13.64.90.115

Azure Subnet
10.0.0.0/16
webterm-1 _(,%
e 192.168.10.1/24 =-- <f i Gw
" etho Port2 wmm w Portl eth2 \_uh 10.0.0.0/24
192.168.10.2/24
Private
10.0.1.0/24
Figure 10.1: Main scenario
Table 10.1: On-premise devices configuration
Device Configuration Access
Port 1: DHCP Client Portl: HTTP, HTTPS, PING
FortiGate

Port 2: 192.168.10.1/24

WebTerm1 192.168.10.2/24 -

199
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Azure Configuration

1. Create a resource group in Azure as following;:

o Resource group: FG

o Region: West US

Home >

Resource groups =

Default Directory

+ create| 3 Manageview v (O Refresh E S Open query
Subscription == Azure subscription 1 Location ==all X g Add filter
@ () Unsecure resources No grouping v | [ Z= List view
Name 1 Subscription 14 Location Ty

No resource groups to display

Try changing or clearing your filters.

Create resource group

Learn more o'

Figure 10.2: Create a resource group

Home > Resource groups »

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &'

Project details

Subscription * © | Azure subscription 1 ~ ‘

Resource group * | FG \/‘

Resource details

Region * © | (US) West US ~ |

Figure 10.3: Create a resource group
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Create a resource group
0 Validation passed.

Basicc  Tags  Review + create

Basics
Subscription Azure subscription 1
Resource group FG
Region West US
Tags
Mone
|| Create H | < Previous | Download a template for automation

Figure 10.4: Create a resource group
2. Create a virtual network as following:

o Resource group: FG

o Name: Azure-FG

o Region: West US

o Change the default subnet: 10.0.1.0/24
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Create virtual network

Basics  IP Addresses  Security  Tags  Review + create

Azure Virtual Network (VMNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * (D | Azure subscription 1 v |

~ Resource group * @ | FG v |
Create new

Instance details

Name * | Azure-Fg v]

Region * | West US % |

| < Previous | l Next : IP Addresses > Download a template for automation

Figure 10.5: Create a virtual network

Edit subnet X
Create virtual network

Subnet name *

‘ default
Basics IP Addresses  Security  Tags Review + create
Subnet address range *
The virtual network’s address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24). ‘ 10.0.1.0/24 - ‘

IPv4 address space 70.0.1.0 - 10.0.1.255 (251 + 5 Azure reserved
addresses)
10.0.00/16  10.0.0.0 - 10.0.255.255 (65536 addresses) i

| ‘ NAT GATEWAY

Simplify connectivity to the internet using a
D Add IPv6 address space 0] network address translation gateway. Outbound
connectivity is possible without a load balancer
or public IP addresses attached to your virtual

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual 3
machines. Learn more

network.
NAT gateway
+ Add subnet @ Remove subnet None —
Subnet name Subnet address range NAT gateway
SERVICE ENDPOINTS
default 10.00.0/24 -
Create service endpoint policies to allow traffic
0 Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it to to specific azure resources from your virtual
a subnet after you create the virtual network. Learn more f network over service endpoints. Learn mare
Services ®
‘ 0 selected v

[ < Previous ] I Next : Security > l Download a template for automation

Figure 10.6: Create a virtual network (change default subnet)
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Create virtual network

Basics  IP Addresses  Security Tags  Review + create
BastionHost @ Disable
O Enable
DDoS Protection Standard @ Disable
O Enable
Firewall (D @ Disable
O Enable

| < Previous | | Mext : Tags > Download a template for automation

Figure 10.7: Create a virtual network
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Create virtual network

Basics  IP Addresses  Security  Tags  Review + create

Tags are name/value pairs that enable you to categorize rescurces and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more about tags o

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name () Value (D

Review + create ‘ < Previous | ‘ MNext : Review + create > Download a template for automation

Figure 10.8: Create a virtual network
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Create virtual network

O Validation passed

Basics  IP Addresses  Security = Tags  Review + create
Basics

Subscription Azure subscription 1
Resource group FG

Name Azure-FG

Region West US

IP addresses

Address space 10.0.0.0/16

Subnet default (10.0.1.0/24)
Tags

None

Security

BastionHost Disabled

Download a template for automation

Figure 10.9: Create a virtual network

3. Create a virtual network gateway as following:

o Name: Azure-VPN-FG

> Region: West US

o Generation: Generationl

o Gateway subnet address range: 10.0.0.0/24
o Public IP address name: AzurePublic

Click on “Create and Review”. It takes around 25 minutes to deploy a virtual network
gateway in Azure.
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Home >

Virtual network gateways » -

Default Directory

€§3 Manage view v () Refresh L Exportto CSV % Open query D Ass

Subscription == Azure subscription 1 Resource group ==all X Location==all X Ty Add filter

No grouping v | [E= uistview

Name T Virtual ... 7y Gatew.. Ty Resource group 1 Location Ty Subscription T,

No virtual network gateways to display

Azure VPN Gateway connects your on-premises networks to Azure through Site-to-Site VPN in a similar way that you
set up and connect to a remote branch office. The connectivity is secure and uses the industry-standard protocols
Internet Protocol Security (IPsec) and Internet Key Exchange (IKE).

Create virtual network gateway

Learn more about Virtual network gateway o

Figure 10.10: Create a virtual network gateway

Create virtual network gateway

Basics Tags  Review + create

Azure has provided a planning and design guide to help you configure the various VPN gateway options. Learn more.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * Azure subscription 1 v

Resource group @ FG (derived from virtual network’s resource group)

Instance details

Name * ‘ Azure-VPN-FG N |
Region * ‘ West US 4 |
Gateway type * @ @ VPN O ExpressRoute

VPN type * @ @ Route-based O Policy-based

SKU* © | VpnGw2 v |
Generation (& \ Generation N |

| Previous H Next : Tags > l Download a template for automation

Figure 10.11: Create a virtual network gateway
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Create virtual network gateway

_reate virtual network

® Only virtual netwarks in the currently selected subscription and region are

listed.
Gateway subnet address range * (D | 10.0.0.0/24 e
10.0.0.0 - 10.0.0.255 (256 addresses)
Public IP Address Type * @ O Basic @ Standard
Public IP address
Public IP address * (D @ Create new O Use existing
Public IP address name * | AzurePubHc| v
Public IP address SKU Standard
Assignment ‘_' Dynamic '.i' Static
Enable active-active mode * @ (O Enabled (®) Disabled
Configure BGP * (@ () Enabled (®) Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure’s documentation regarding validated VPN devices.

| Previous H Next : Tags = l Download a template for automation

Figure 10.12: Create a virtual network gateway
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e NS

Home >

@ Microsoft.VirtualNetworkGateway-20220427143943 | Overview

L J

Deployment

P Search (Ctrl+/) «

2

o
B

Overview
Inputs
Outputs

Template

Create virtual network gateway

o Validation passed

Basics  Tags

Basics

Subscription
Resource group
Name

Region

SKU

Generation
Virtual network
Subnet

Gateway type
VPN type

Enable active-active mode
Configure BGP
Public IP address

Tags

Review + create

Azure subscription 1
FG

Azure-VPN-FG
West US

VpnGw2
Generation1
Azure-FG
GatewaySubnet (10.0.0.0/24)
Vpn

RouteBased
Disabled

Disabled

AzurePublic

| Previous H

Next | Download a template for automation

Figure 10.13: Create a virtual network gateway (review + create)

7 cisabcit@outlook.com
N

il D © cancel (1)

€ Wed love your feedback! —

=== Deployment is in progress

Deployment name: Microsoft.VirtualNetworkGateway-2022042714
Subscription: Azure subscription 1
Resource group: FG

A Deployment details (Download)

Resource Type Status
® AzurePublic Microsoft.Network/publiclPAddresses Created
@  Azure-FG/GatewaySubnet Microsoft.Network/virtualNetworks/subnets oK

Start time: 4/27/2022, 2:42:51 PM

Correlation ID: 489b63db-2c37-4721-2926-cc

Figure 10.14: Create a virtual network gateway (deployment)

Home >

&, Microsoft.VirtualNetworkGateway-20220427143943 | Overview =

[0 search (ctri+/)

Deployment

Overview

Inputs

= Outputs

Template

| «

] Delete © () Redeploy () Refresh

€@ Wed love your feedback! —>

@ Your deployment is complete

Deployment name: Microsoft VirtualNetworkGateway-2022042714.
Subscription: Azure subscription 1
Resource group: FG

' Deployment details (Download)

A Next steps

Go to resource

Start time: 4/27/2022, 2:42:51 PM
Correlation ID: 489b63db-2c37-4721-a926-cc

Figure 10.15: Deployment of virtual network gateway

4. Create a local network gateway as following:

Notifications 5

More events in the activity log > Dismiss all

== Deployment in progress... Running X
Deployment to resource group 'FG'is in progress.

a few seconds ago

@ Successfully deleted subnet X
Successfully deleted subnet ‘Gateway'

4 minutes ago

@ Successfully added subnet X
Successfully added subnet ‘Gateway’ to virtual network ‘Azure-FG".

8 minutes ago
@ Deployment succeeded x

Deployment *Microsoft VirtualNetwork-20220427142905' to resource group ‘FG'
was successful.

Notifications X

More events in the activity log - Dismiss all \/

@ Deployment succeeded x

Dep “Microsoft.
group 'FG' was successful

vay-20220427143943' to resource

a few seconds ago

@ Successfully deleted subnet X
Successfully deleted subnet ‘Gateway’

25 minutes ago

@ Successfully added subnet X
Successfully added subnet ‘Gateway’ to virtual network ‘Azure-FG'.

30 minutes ago
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o Resource Group: FG

o Region: West US

o Name: FortiGate

o IP Address: IP_Address_of_Portl_FortiGate (On premise)
o Address Space: IP_Address_LocalNetwork

Home >

Local network gateways = - X

Default Directory

+ Create £} Manageview »v (O Refresh S Open query ; 2 Leave preview

Fitter for any field Subscription == Azure subscription 1 Resource group == all X Location ==all X iy Add filter

No grouping v | [== Listview v
Name 1 Resource group T Location Ty, Subscription T,
No local network gateways to display
Create a local network gateway to represent the on-premises site that you want to connect to a virtual network. The
local network gateway specifies the public IP address of the VPN device and IP address ranges located on the on-
premises site. Later, create a VPN gateway connection between the virtual network gateway for the virtual network,
and the local network gateway for the on-premises site.
Learn more o'
Figure 10.16: Create a local network gateway
Home > Local network gateways >
Create local network gateway
Basics  Advanced  Review + create
A local network gateway is a specific object that represents an on-premises location (the site) for routing purposes. Learn
maore.
Project details
Subscription * | Azure subscription 1 e |
Resource group * | FG ~ |
Create new
Instance details
Region * | West US ~ |
Name * | FortiGate v |
Endpoint (D { IP address JEZelnl NI
IP address * (D | 142.232.198.154 ‘/|
Address Space(s) ©
[\ 192.168.10.0/24 | T e I
‘ Add additional address range |
| Previous H Next : Advanced > ‘

Figure 10.17: Create a local network gateway
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Home > Local network gateways >

Create local network gateway
0 Validation passed

Basics ~ Advanced  Review + create

Summary

Name FortiGate
Subscription Azure subscription 1
Resource group FG

Region West US

Endpoint 1P address

IP address 142.232.198.154
Address Space(s) 192.168.10.0/24

T

Figure 10.18: Create a local network gateway (review + create)

Home >

1 LocalNetworkGatewayCreate-20220427150757 | Overview =
% Deployment

|}3|5&arch (Ctrl+/) | « @I Delete \ Cancel ﬁ Redeploy O Refresh

24 Overview

@ Your deployment is complete

[E2] Inputs

s @) Deployment name: LocalNetworkGatewayCreate-20220427150757 Start time: 4/27/2022, 3:07:59 PM

= P Subscription: Azure subscription 1 Correlation ID: eac87b8f-56a8-4e56-ad31-2bb68e88f463
a Template Resource group: FG

~ Deployment details (Download)

- Next steps

Go to resource

Figure 10.19: Verify local network gateway deployment

5. Go to Virtual network gateway and create a connection in Virtual network gateways >
connections > Add:

}3 Search resources, services, and docs (G+/) &5 @ & @ &  dsabdt@outlookcom &

'DEFAULT DIRECTORY

Home > Virtual network gateways > Azure-VPN-FG

Virtual network ga...  « ® Azure-VPN-FG | Connections = X
Default Directory Virtual network gateway
+ Create 5% Manageview v+ [0 search (ctri+/) | « O Refresh
B s o
e 8 oveniew B
e B @ Activity log Name T Status 1Ty Connection type Ty Peer ™

O Azure-VPN-FG A2 Access control (1AM) isasiig

@ Togs
A Diagnose and solve problems
Settings

& Configuration

4> Point-to-site configuration
23 NAT Rules
il Properties

A Locks

Figure 10.20: Add connections
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Home > Virtual network gateways > Azure-VPN-FG >

@ Add connection

Azure-VPN-FG
Name *
| veNAZ ]

'~ Connection type ©

| Site-to-site (IPsec) Ve ‘

*Virtual network gateway (O 8
Azure-VPN-FG

| *Local network gateway @ S
FortiGate

Shared key (PSK} * @
| 123456789 v \

D Use Azure Private IP Address

[ ] EnableBGP ©

IKE Protocal
O Kev1 (@) IKEv2

Ingress NAT Rules
Figure 10.21: Connection configuration

Based on the Microsoft article “About cryptographic requirements and Azure VPN
gateways” (https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-
compliance-crypto), by default, integrity is SHA384, SHA256, SHA1, MD?5 and encryption
is AES256, AES192, AES128, DES3, DES. So, we will select SHA1 and AES128 in
FortiGate. After doing this step, you should receive a Public IP address in Overview tab.

Azure-VPN-FG = X
B Virtual network gateway
[0 Search (ctrl+/) « O Refresh —> Move v [l Delete
[ £ Overview I " A Essentials JSON View
B Activity log Resource group (move) : FG SKU VpnGw2
8 Access control (AM) Location West US Gateway type VPN
Subscription (move) Azure subscription 1 VPN type Route-based
@ Tags
Subscription ID 9170d5fe-6ca8-4257-9a4b-462d6b7ab3cd Virtual network  : Azure-FG

2 Diagnose and solve problems

Public IP address : 13.64.90.115 (AzurePublic) ]

Settings. Tags (edit) Click here to add tags

& Configuration

& Health check Advanced troubleshooting Documentation
@ Connections Perform a quick health check to detect 177 Run a troubleshooting tool to invesigate View guidance on helpful topics related to
€ Politiorsite configuraon possible gateway issues ’ failure causes and perfom repair actions VPN gateway
Go to Resource health Go to VPN Troubleshooting View documentation
33 NAT Rules
Il Properties
B ks Show data for last (@E¥W) 6hours 12hours 1day  7days 30days )

Figure 10.22: Verify public IP address

FortiGate Configuration

1. First, we will configure port 2 IP address.
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@ Dashboard Edit Interface
b Network
Name [ port2
Interfaces
Alias
20 Type [® Physical Interface
Packet Capture
i VRFID @ 0
SD-
Sagg Role @ Undefined -
Static Routes
Policy Routes Address
RIP Addressing mode m DHCP__Auto-managed by IPAM | One-Arm Sniffer
OSPF IP/Netmask | 192.168.10.1/24
BGP Secondary IP address (B

Routing Objects
Administrative Access

Multicast
% Policy & Objects IPva O HTTPS HTTP @ O PING
Security Profiles (J FMG-Access O ssH [ SNMP
O FT™ () RADIUS Accounting (O Security Fabric

VPN Connection €

User & Authentication U Speed Test
- Receive LLDP € Use VDOM Setting [=QElCHEMIEELIE
= WiFi Controller

Transmit LLDP €@ RUSAYple|YESi-8 Enable Disable

Figure 10.23: Set an IP address for port2

£ System

i.Z FortiGate VMé4-KVM 1
[ (] [ ) [
1] i I 1
2
& Edit [ Dele Integrate Interface Search
Name = Type = Members & IP/Netmask < Administrative Acce:
[E] 3+ 802.3ad Aggregate @
de fortilink g 802.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Conne:

[E] ® Physical Interface

I _port1 [ Physical Interface 142.232.198.154/255.255.255.0  HTTPS
HIIP

M port2 [® Physical Interface 192.168.10.1/255.255.255.0

™ port3 ™ Physical Interface 0.0.0.0/0.0.0.0

M port4 [® Physical Interface 0.0.0.0/0.0.0.0

M port5 [® Physical Interface 0.0.0.0/0.0.0.0

® porté [® Physical Interface 0.0.0.0/0.0.0.0

M port7 ™ Physical Interface 0.0.0.0/0.0.0.0

Figure 10.24: Portl and Port2 IP addresses

2. Create a static route to portl (WAN Port) as Figure 10.25.
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[ FGYM01TM 15008000 = Q
& Dashboard New Static Route
% Network
, . Automatic gateway retrieval @ OB
nterfaces
Destination € Internet Service
DNS
0.0.0.0/0.0.0.0
Packet Capture
i Gateway Address € Dynamic 142.232.198.254
o e ——
SRR Interface E portl X
Static Routes +
Policy Routes Administrative Distance € 10
RIP Comments Write a comment... 4 0/255
OSPE Status (+ RS LGN © Disabled

BGP

E3 Advanced Options
Routing Objects

Multicast

Policy & Objects

Security Profiles

VPN

User & Authentication

WiFi Controller “ Cancel

Figure 10.25: Create a static route

9 e DB D

3. Create a IPsec Wizard as a custom.

@ Dashboard bl VPN Creation Wizard

« Network @ VPN Setup

B Policy & Objects
Name | FG-Azure ‘

S ity Profil
& Security Profiles Template type  Site toSite  Hub-and-Spoke = Remote Access
8 VPN

Overlay Controller VPN

|Psec Tunnels < Back Next > Cancel

IPsec Wizard

|IPsec Tunnel Template

SSL-VPN Portals
SSL-VPN Settings
SSLVPN Clients
VPN Location Map

Figure 10.26: Create a custom VPN

> Remote Gateway IP Address: Public_IP_Address_Azure_Virtual_Gateway

o Nat Traversal: Disable

o Pre-shared Key: The same as Azure key (123456789)

o Local Address: 192.168.10.0/24

> Remote Address: 10.0.0.0/16

o Phase 1: Encryption: AES128, Authentication: SHA-1, DH: 2, lifetime: 28800
o Phase 2: Encryption: AES128, Authentication: SHA-1, DH: 2, lifetime: 27000
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@ Dashboard
& Network
B Policy & Objects

& Security Profiles

8 VPN

Overlay Controller VPN

IPsec Tunnels
IPsec Wizard
|Psec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients
VPN Location Map
User & Authentication
WiFi Controller
System

< Security Fabric

Log & Report

B Policy & Objects

& Security Profiles

0 VPN
Overlay Controller VPN
IPsec Tunnels
IPsec Wizard
IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
SSLVPN Clients
VPN Location Map
User & Authentication
WiFi Controller

L System

NA Security Fabric

Log & Report

New VPN Tunnel

Name

Comments

Network

IP Version

Remote Gateway
IP Address

Interface

Local Gateway (@ ]

Mode Config

NAT Traversal

Dead Peer Detection
DPD retry count

DPD retry interval
Forward Error Correction
3 Advanced...
Authentication

Method

Pre-shared Key

IKE

Version

Phase 1 Proposal @ Add

Encryption AES128

Diffie-Hellman Group

FG-Azure

Comments #0255

[ 1Pv4 N0

Static IP Address -
13.64.90.115
[ port1

Enable Forced
Disable  On ldle

3
20 s

Egress Ingress

Pre-shared Key -

ssssssses @

3|

» Authentication SHA1 -

82 31 30 29 28 27
21 20 19 18 17 16
15 14 5 2 1

Key Lifetime (seconds) 28800

Local ID
Phase 2 Selectors
Name Local Address Remote Address
FG-Azure 192.168.10.0/24 10.0.0.0/16
New Phase 2
Name FG-Azure
Comments Comments 2
Local Address Subnet v 192.168.10.0/24
Remote Address Subnet « 10.0.00/16
M Advanced

Figure 10.28: Create a custom VPN

9
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@ Dashboard New VPN Tunnel
& Network New Phase 2 )
B Policy & Objects - FE-Azure
Security Profiles
& Y Comments Comments P
8 VPN
Local Address Subnet v  192.168.10.0/24
Overlay Controller VPN
IPsec Tunnels Remote Address Subnet « 10.0.0.0/16
IPsec Wizard & Advanced...
IPsec Tunnel Template Phase 2 Proposal @ Add
SSL-VPN Portals Encryption AES128 v Authentication ~ SHA1 -

SSL-VPN Settings

SSL-VPN Clients

Enable Replay Detection

Enable Perfect Forward Secrecy (PFS)

VPN Location Map 32 31 30 29 28 27
User & Authentication Diffie-Hellman Group 2020010180701
15 14 5 2 1
= WiFi Controller
System Local Port All
X Security Fabric Remote Port All
Log & Report Protocol All
Auto-negotiate
Autokey Keep Alive
Key Lifetime Seconds v
Seconds 27000

Figure 10.29: Create a custom VPN

4. Create a firewall policy from Port 2 to Tunnel and from Tunnel to Port2. We will create a
subnet for LAN on premise and a subnet for Microsoft Azure. Like site-to-site VPN we
learned previously, NAT should be disabled here.

Comments

Static route configuration C

Write acomment...

New Address

Name FG-LAN

Color = | Change

Type Subnet -
IP/Netmask | 192.168.10.0/24

Interface 3 any hd

#10/255

Cancel

Figure 10.30: Create a subnet for local network



216 Chapter 10. Cloud Technologies

New Address

Name AZ-LAN

Color &= Change

Type Subnet -
IP/Netmask | 10000114

Interface O any -

Static route configuration

Comments Write acomment... £ 0/255

Figure 10.31: Create a subnet for Azure local

[ FGYM01TM19008000 = Q
@ Dashboard New Policy
< Network
B Policy & Objects Name € FG-AZURE
Firewall Policy g Incoming Interface [ port2 hd
IPv4 DoS Policy Outgoing Interface =) FG-Azure v
Addresses Source D FGLAN x
+
Internet Service
Databaec Destination 2 AZ-LAN x
+
Services
Schedule @ always -
Schedules
Service o ALL x
Virtual IPs +
IP Pools Action + ACCEPT EZEvaNN
Protocol Options
TS s Inspection Mode WEEIEEETN Proxy-based
Security Profiles
Firewall / Network Options
8 vPN
NAT
User & Authentication £
Protocol Options 1 default v &
WiFi Controller
System Security Profiles
XS ity Fabri
ecurity Fabric e >
Lt Frecus Web Filter )
DNS Filter »

Figure 10.32: Create a policy from port2 to FG-Azure Tunnel
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(@ FGVM01TM19008000 b (2 0@ g admin v
@ Da rd & Edit @ Delete Q Policy Lookup | | Search Q [ Export~  WRCIEEIZIAYCTE By Sequence
& Network

B Policy & Objects

Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes

Firewall Policy

B AZLAN (8 always

|Pv4 Dos Policy m AL + ACCEPT © Disabled IS8 no-inspection 0 U™ 0B

Set Status

Y Filter by Name 4
- €] Copy
Services B Paste >
Schedules + Insert Empty Policy »
Virtual IPs [[ == clone Reverse
Rz & Show Matching Logs
Protocol Options &« Show in FortiView
Traffic Shaping & Edit

& Security Profiles >_ Editin CLI

VPN @ Delete Policy

& Authentication

= WiFi Controller

& System
Nk

NX Security Fabric

L | og & Report

@ Dashboard Edit Policy
« Network
B Policy & Objects Name € | Azure-FG
Firewall Policy Incoming Interface 2\ FG-Azure v
IPv4 DoS Policy Outgoing Interface M port2 hd
Addresse Source & AZ-LAN x
+
Internet Service
Teislees Destination & FG-LAN x
+
Services
Schedule [® always -
Schedules
Service 1 ALL x
Virtual IPs *
IP Pools Action L leelal @ DENY
Protocol Options
Tt e Inspection Mode QENEENEM Proxy-based
Security Profiles
Firewall / Network Options
8 vPN
NAT o
User & Authentication
Protocol Options 11 default v &
WiFi Controller .
& System Security Profiles
¥~ Security Fabric Ko >
il -
L4 | og & Report Web Filter »
DNS Filter »

Figure 10.34: Create a policy from FG-Azure Tunnel to port2
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GVMO1TM19
@ Dashboard +CreateNew | ¢ Edit [ Delete Policy Lookup | | Search Q B Export~  ESIEEYIQUCW By Sequence
4 Network

B Policy &Obijects

Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes

Firewall Policy

always ALL + ACCEPT  © Disabled

IPv4 DoS Po

Addresses B # port2 @ FG-Azure @

Ienet ; FG-AZURE ~ RFGLAN R AZLAN (6 always © ALL v ACCEPT  © Disabled  [EEM no-inspection 0 UTM 0B
Database

Implicit €

Services

Figure 10.35: Firewall Policies

Verify Connections

If you navigate to IPsec Tunnel, the status should be up.

FGVM01TM19008000

Dashboard +Create New ~ | #" Edit

Network

Search Q

Tunnel ¢ Interface Binding % Status % Ref. &
) Policy & Objects
B 2 custom @

© FG-Azure

Security Profiles

VPN

Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settin.
SSLVPN Clies

VPN Location Map

Figure 10.36: Verify status in FortiGate

Home > Virtual network gateways > Azure-VPN-FG

Virtual network ga... <« ® Azure-VPN-FG | Connections = - X
Default Directory Virtual network gateway
+ Create B} Manage view -+ |2 Search (Ctrl+/) | « 4 add O Refresh
- £ Overview = 0 '
‘ Filter for any field... Search connections
Name T Activity log Name Ty  Status Ty  Connection type Ty Peer 1.
O et e R Access control (1AM) VPNAZ Site-to-site (IPsec) FortiGate

@ Tags
£ Diagnose and solve problems
Settings

Configuration

@ B

Connections

v

Point-to-site configuration

13

NAT Rules

I} Properties

B Locks

Monitoring

Figure 10.37: Verify status in Azure
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10.2 Deploy FortiGate in Azure

Learning Objectives

+ Create a FortiGate firewall in Azure through Marketplace

+ Identify FortiGate subnets in Azure

Scenario: In this lab, we’ll learn how to deploy FortiGate in Azure.

1. Go to Azure Marketplace and search for FortiGate.
= Microsoft Azure P Search resources, services, and docs (G+/)

Dashboard >

Marketplace

Get Started

| £ Fortigate] X

Service Providers

Management .
Managed Services
Private Marketplace —
%
| o
Private Offer Management o
Aumatics Azure Managed VIAcode Managed Servic
My Marketplace Services for Azure
Aumatics VIAcode

Figure 10.38: Search for FortiGate

2. Select Fortinet FortiGate Next-Generation Firewall.

219
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Dashboard >

Marketplace

Get Started Showing results for 'Fortigate’.
service Providers Showing 1 to 10 of 10 results.
r
Management
amn R amn aEn
| - . |
-mw -mw L 11 J
Private Marketplace
Fortinet FortiGate Next- Fortinet FortiGate Solution FortiGate Next-Generation
Private Offer Management Generation Firewall (Preview) Firewall for Azure Stack
Fortinet Azure Sentinel, Microsoft Fortinet
My MarkEtplace Azure Application Azure Application Azure Application
FortiGate NGFW improves on the FortiGate NGFWs delivers industry FortiGate Next-Generation Firewall
Favorites Azure firewall with complete data, leading enterprise security. delivers comprehensive content and
application and network security network protection
Recently created
Private products
Price varies Price varies Price varies
Categories Create ~~ <@ Create Q Create ~ <

Figure 10.39: Select Fortinet FG Next-Gen
3. Then, Select Single VM from dropdown list.

amm Fortinet FortiGate Next-Generation Firewall o add o ravorites

Fortinet

% 3.3 (4 Azure ratings)

B Preferred solution

Plan

| Single VM v |

Figure 10.40: Select Single VM

4. Create a firewall information as Figure 10.41.
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Create Fortinet FortiGate Next-Generation Firewall

Subscription * © ‘ Azure subscription 1 s |
Resource group * (O ‘ (New) FortiGate ~ |
Create new

Instance details

Region* (O l UK West v l
FortiGate administrative username * (O l hamid ~ l
FortiGate password * l ------------ \/I
Confirm password * (O l ------------ \/I
Fortigate Name Prefix * (O { hamid ~ l
Fortigate Image SKU © ’ Pay As You Go ~ l
Fortigate Image Version © ‘ latest s |

| < Previous ‘ I Next : Instance Type >

Figure 10.41: Create a Fortinet firewall

5. Leave other tabs as default and press on “Review+ create”. It will validate your information
and then you can create a FortiGate Firewall.

o Validation Passed

Basics Instance Type Networking Public IP Advanced Review + create

PRODUCT DETAILS

Fortinet FortiGate Next-Generation
Firewall

by Fortinet

Terms of use | Privacy policy

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional
details.

Name | Hamid Talebi

I < Previous l | Next | Download a template for automation

Figure 10.42: Validate configuration
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6. Then, it will start deployment of FortiGate. It takes around 5 minutes to deploy FortiGate.

Dashboard >

r fortinet.fortinet-fortigate-20220513160337 | Overview =

Deployment

[/0 t‘_}earch (Ctrl+/) ] « ] Delete ® Cancel

O

2, Overview

W4

Inputs

(213

Outputs

Template

o We'd love your feedback! —

Deployment name: fortinet.fortinet-fortigate-20220513160337
Subscription: Azure subscription 1

Redeplc O Refresh

Deployment is in progress

Start time: 5/13/2022, 4:05:30 Ph
Correlation ID: b143bd4f-1aa4-4

Resource group: FortiGate

~ Deployment details (Download)

Resource
(5]
o
o

hamid-FGT-A
hamid-FGT-A-Nic2
hamid-FGT-A-Nic1

Figure 10.43: Deployment is in progress

@ Your deployment is complete

wmw  Subscription: Azure subscription 1

Resource group: FortiGate

~  Deployment details (Download)

~ Next steps

Go to resource group

Figure 10.44: Deployment is complete

Deployment name: fortinet.fortinet-fortigate-20220513160...

Type Status

Microsoft.Compute/virtualMachines Created
Microsoft.Network/networklnterfaces Created
Microsoft.Network/networklnterfaces Created

Start time: 5/13/2022, 4:05:30 PM
Correlation ID: b143bd4f-1aa4-4c1a-9905-7ceOdbfed0as E

7. After deployment is completed, go to Resource group > FortiGate > Overview and look for

FortiGate Public IP address.
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(%) FortiGate =

Resource group

I/O lSearch (Ctrl+/) ] « + Create €52 Manage view Tl Delete resource group () Refresh < Exportto CSV %5 Open query
[+ Overview = A Essentials

Activity log Subscription (move) : Azure subscription 1 Deployments : 2 Succee
R Access contral (IAM) Subscription 1D : 9170d5fe-6ca8-4257-9a4b-462d6b7ab3cd Location - UK West
€ Tags Tags (edit) : Click here to add tags

. L
<= Resource visualizer

Resources Recommendations

Events
Settings | Filter for any field... | Type == all X Location == all X +v Add filter
2 ‘ -
& Deployments \ Showing 1to 9 of 9 records. || Show hidden types © ‘ N
Q  Security \.
~\\\ D Name T Type TL
I Policies
[ () B FeTPubliclp Public IP addressl

3= Properties

D 4> TFortiGate-VNET Virtual network
B Locks

[ ] B hamid-FGT-A Virtual machine
Cost Management D hamid-FGT-A-Nic1 Regular Network Interface

Figure 10.45: FortiGate public IP address

@ Associate x Dissociate —> Move v @ Delete O Refresh

O Upgrade to Standard SKU - Microsoft recommends Standard SKU public IP address for production workloads —

~ Essentials

Resource group (move) : FortiGate SKU : Basic

Location : UK West \\\5 Tier . Regional
Subscription (move) : Azure subscription 1 [ IP address : 51.140‘223.127[
Subscription ID : 9170d5fe-6caB-4257-9a4b-462d6b7ab3cd DNS name  : -

Associated to : hamid-FGT-A-Nic1

Tags (edit) © provider : 6EB3B02F-50E5-4A3E-8CB8-2E12925831VM

Figure 10.46: FortiGate public IP address

8. Type the IP address in the browser. You should be able to see the FortiGate credentials page.
Enter your username and password to login in the firewall.



224 Chapter 10. Cloud Technologies

A Not secure[[ hitps;//51.140.223.127/login?redir=%2F [

‘ Username ‘

Password

Figure 10.47: FortiGate firewall credential page

&« C A Not secure | kitps://51.140.223.127/ng/system/dashboard/1

(i@ hamid-FGT-A = Q

& Dashboard + Add Widget

Status

Security System Information RN | icenses (E2 173.243.141.6) iv
Network Hostname hamid-FGT-A © FortiCare Support

Users & Devices Serial Number FGTAZRDRSESKW654 ] | @ Firmware & General Updates
WiFi _ .
Firmware v7.2.0build1157 (Feature) @ IPS
P | ere vrcubuidibsAreatire @ RS
Ao .
FortiView Sources Mode ALl @ AntiVirus

System Time  2022/05/13 16:13:44

FortiView Destinations

© Web Filtering

FortiView Applications Uptime 00 3 FortiToken 0/0
FortiView Web Sites WAN [P 2E 51.140.223.127
FortiView Policies
FortiView Sessions Security Fabric i~ | | Administrators iv
+ — .
E'g @ E LE] 5 ((0)) E o HTTPS oFomEprorer
% Network . )
— hamid super_admin

Figure 10.48: FortiGate dashboard

9. Based on Fortinet description, we have three subnets in Azure for FortiGate. External,
Internal and Protected. If you are planning to connect a new virtual machine to the firewall
internal interface, you should connect it to the Protected subnet.

Table 10.2: FortiGate Subnet description in Azure

Subnet | Description

Subnet1 | External subnet used to connect the FortiGate-VM to the Internet.

Subnet? Internal subnet used as a transit network to one or multiple protected networks containing backend
services, such as the web server.

Subnet3 Protected subnet used to deploy services. You can deploy multiples of these subnets. The traffic is
sent to the FortiGate for inspection using UDR.
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10.3 Site to Site VPN between FortiGate on Premise and FortiGate in
the Azure

Learning Objectives

+ Configure a VPN Wizard in Azure

» Configure site-to-site VPN between FortiGate on premise and Azure

* Identify FortiGate subnets in Azure

Internal( 10.0.1.4/24)

AZURE

Switch1 Cloud1

MR 347 232.89.80/24 :__#F el

BFG
- F w Portl el

Port2
° eth2

192.168.10.1/24 Protected( 10.0.2.0/24)

webterm-1 External( 10.0.0.4/24)

L etho

192.168.10.2/24 Q .

EW( 10.0.0.1/24) Windows
10.0.2.4/24

Figure 10.49: Main scenario

Scenario: In this lab, we are going to create a site-to-site VPN from FortiGate on premise to FortiGate
in the Azure. Knowing the configuration from section 10.2 is necessary for this lab. Port1 is set as a
DHCP, so they will receive an IP address from Cloud.

225
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Table 10.3: Devices configuration

Device Interface IP address

Port 1 DHCP Client
FortiGate

Port 2 192.168.10.1/24
WebTerm EthO 192.168.10.2/24

1. On Premise FortiGate Configuration. Follow these steps:

1. Configure the interfaces of the firewall. Port2 by default is an internal interface and
name as a “LAN” and Port1 is an external interface and name as a “WAN”.

[E ® Physical Interface @

I LAN (port2) [ Physical Interface 10.0.1.4/255.255.255.192  PING
HTTPS
SSH

[® WAN (port1) ¥ Physical Interface 10.0.0.4/255.255.255.192  PING
HTTPS
SSH

Figure 10.50: Firewall interfaces
2. Create a site-to-site VPN from IPsec Wizard as Figures 10.51 to 10.53.
¥ Network

B Policy & Objects

Name ‘ FGToAzurg |
el il Template type Hub-and-Spoke = Remote Access = Custom
L NAT configuration
Overlay Controller VPN This site is behind NAT
IPsec Tunnels The remote site is behind NAT
IPsec Wizard Remote device type
IPsec Tunnel Template "tes Cisco

SSL-VPN Portals

Figure 10.51: Select VPN name

i Network v @ Policy & Routing

B Policy & Objects Remote device Dynamic DNS

@ SecurityProfiles Remote IP address 51.141.33.65

O veN Outgoing Interface ® portl hd
Overlay Controller VPN Authentication method Signature
IPsec Tunnels Pre-shared key sesssssss @&

IPsec Wizard

IPsec Tunnel Template

Figure 10.52: Set remote IP address
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& Network

B Policy & Objects

@& Security Profiles

8 VPN
Overlay Controller VPN
IPsec Tunnels
IPsec Wizard

|Psec Tunnel Template

v v ® Policy &Routing > @) Review Settings

Local interface [® port2 x
+

Local subnets 192.168.10.0/24
(+]

Remote Subnets 10.0.0.0/16
(+]

Internet Access €@ m Share Local = Use Remote

Figure 10.53: Set Policy & Routing

3. Create a static route to the default gateway.

New Static Route

Automatic gateway retrieval @

Destination Named Address = Internet Service
0.0.0.0/0.0.0.0
Gateway Address €@ m Specify  142.232.8¢
Interface M portl x
+
Administrative Distance € 10
Comments Write a comment... 4 0/255
Status (+NHECIEEN © Disabled

€3 Advanced Options

Figure 10.54: Set a default gateway

2. Azure Configuration. Follow these steps:

1. Create a FortiGate firewall in Azure and configure the interfaces. You need to do
all steps found in section 10.1.

2. Create a VPN from IPsec Wizard as Figures 10.55 to 10.57.

@ Dashboard

«» Network

B Policy & Objects

@& Security Profiles

8 VPN
Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients

b VPN Creation Wizard

@ VPNSetup ) @ Authentication > @ Policy & Routing

Name AzuretoFG
Template type ENERGRITEN Hub-and-Spoke  Remote Access  Custom

NAT configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

Remote device type B E=etsiler 1

“dite Cisco

< Back

Figure 10.55: Select VPN name
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% Network @ Authentication

'!' Policy & Objects Remote device Dynamic DNS
RS Remote IP address 142.232.89.80
8 veN Outgoing Interface [® WAN (port1) hd
Overlay Controller VPN Authentication method Signature
IPsec Tunnels Pre-shared key sessessse @

IPsec Wizard

IPsec Tunnel Template

SSL-VPN Portals
SSL-VPN Settings
Figure 10.56: Set a remote IP address

< Back

@ Dashboard bl VPN Creation Wizard

s
= el Sl Local interface [# LAN (port2) x
& Security Profiles +
0 VPN Local subnets 10.0.1.0/26

Overlay Controller VPN [+

IPsec Tunnels Remote Subnets 192.168.10.0/16

IPsec Wizard (4]

IPsec Tunnel Template Internet Access €@ m Share Local Use Remote

SSL-VPN Portals

Figure 10.57: Set Policy & Routing

3. Add a Linux or Windows Virtual Machine to Protected subnet. You don’t need to
enable public IP address. Your private IP address should be in the range of
10.0.2.0/24.

4. Go to VPN > IPsec Tunnels and check status of the tunnel.

™\ s T £22 Site to Site - FortiGate €

O VPN @ FGToAzure
Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

Figure 10.58: Check status of tunnel

5. You should be able to ping from WebTerm to the Virtual Machine.

rooct@webterm-1 ~% piﬂ-g 16.8.2.4
PING 18.8.2.4 (18.8.2.4) 56(84) bytes of data.

64 bytes from 18.8.2.4: 1cmp seg=1 ttl=64 time=8.833 ms
64 bytes from 18.8.2.4: icmp seq=2 ttl-=564 time=0.860 ms
64 bytes from 18.8.2.4: icmp seqg=3 ttl-=564 time=0.846 ms
64 bytes from 18.8.2.4: icmp seq=4 ttl-=564 time=0.844 ms
64 bytes from 18.8.2.4: icmp seq=5 ttl=564 time=0.847 ms
64 bytes from 18.8.2.4: icmp seq=6 ttl-=564 time=0.848 ms
64 bytes from 18.8.2.4: icmp seq=7 ttl-=564 time=0.848 ms
64 bytes from 18.8.2.4: icmp seq=8 ttl-=64 time=0.852 ms

Figure 10.59: Ping from WebTerm to Windows VM
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10.4 IPsec VPN from FortiGate (on Premise) to AWS

Learning Objectives

» Configure a Customer Gateway in AWS
 Configure a Virtual Private Gateway

e Create an IPsec VPN between FortiGate on-Premise and AWS

Scenario: We are going to connect on premise FortiGate to AWS Virtual Gateway. This is going to be
IPsec VPN between FortiGate and AWS. First, we will configure AWS and then connect FortiGate
through Portl to AWS Virtual Gateway

Public IP: 3.225.102.90

webterm-1 Cloud1
1 1Y "
_ 192.168.10.1/24 142.232.198.157 i AWS Subnet
e ol rc [l - 10.0.0.0/16
Port2 W B B Portl ech‘\___\\—)‘(_/)

192.168.10.2/24

Private
10.0.1.0/ 24
Figure 10.60: Main scenario
Table 10.4: On-premise devices configuration
Device Configuration Access
Port 1: DHCP Client Portl: HTTP, HTTPS, PING
FortiGate

Port 2: 192.168.10.1/24

WebTerm1 192.168.10.2/24 —

229
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AWS Configuration
1. Create a VPC for AWS as follows:

o Name tag: AWS Subnet
o IPv4 CIDR: 10.0.0.0/16

2] PaN @ N. Virginia ¥ tungle ¥

1 &

Q

VPC Dashboard

EC2 Global View

4 Name \:d VPCID v State v 1Pv4 CIDR v 1Pv6 CIDR A
Filter by VPC:
el PC Ne VPCs found in
ay
Q, Selecta V e
v VIRTUAL PRIVATE
CLOUD
Your VPCs

Subnats

Figure 10.61: Create a VPC

VPC Your VPCs Create VPC

Create VPC i

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create only the VPC resource or create VPC, subnets, etc.

© VPConly VPC, subnets, etc.

Name tag - optional
Creates a tag with a key of '"Name' and a value that you specify.

AWS Subnet

IPv4 CIDR block Info
© IPv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

IPv4 CIDR

| 10.0.0.0/14

IPv6 CIDR block Info

© No IPv6 CIDR block
IPAM-allocated IPv6 CIDR block
Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

Default v

Figure 10.62: Create a VPC named “AWS Subnet”

2. Create a private subnet under AWS VPC as follows:

o VPC: AWS Subnet
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o Subnet Name: Private

o [Pv4 CIDR block: 10.0.1.0/24

VPC Subnets Create subnet

Create subnet o

VPC

VPCID

Create subnets in this VPC.

vpc-0a92013e3d2cB8aed (AWS Subnet) v
ssociated VPC CIDRs
IPv4 CIDRs
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

Private

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

|
IPv4 CIDR block  Info
Q, 10.0.1.0/24 X

Figure 10.63: Create a subnet under AWS VPC

Create an internet gateway as follows:

i Intarnat gateways wio SR A
= Q

4 .
VPC Dashboard / @

EC2 Global View

4 Name v Internet gateway ID v State v VPCID v Owner
Filter by VPC:

No internet gateways found in this Region
Q, selecta VPC

VIRTUAL PRIVATE
CcLoup

Your VPCs

Subnets E = @

Goute Tible Select an internet gateway above

Internet Gateways

Figure 10.64: Create an internet gateway
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VPC > Internet gateways » Create internet gateway

Create internet gateway uo

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

MName tag
Creates a tag with a key of "Name' and a value that you specify.

| AWS-1GW]

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
Your resources or track your AWS costs.

Key Value - optional

l Q. Name X ‘ | Q AWS-IGW 2.4 ‘ | Remove

Add new tag

You can add 49 more tags.

Cancel Create internet gateway

Figure 10.65: Select Name as AWS-IGW

@D New VPC Experience Internet gateways (1/1) info Create Internet gateway
el us what you think

View details.
- Filter int < 1 >
VPC Dashboard | i @

Attach to VPC

EC2 Global View fiew
it « Name v Internet gateway 1D v State v VPCID Detach from VPC Owner
Filter by VPC:

Q, selecta VPC

| AWS-IGW igw-08d499e1c3a99be7d ©) Detached - Manage tags 590508865535

1 | Delete internet gateway |

v VIRTUAL PRIVATE
CcLouD

Your VPCs

Subnets - EH = @
Route Tables igw-08d499e1c3a99be7d / AWS-IGW

Internet Gateways |

Details Tags

Figure 10.66: Attach the internet gateway to VPC

VPC » Internet gateways » Attach to VPC (igw-08d499e1c3a99he7d)

Attach to VPC (igw-08d499e1c¢3a99be7d)

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

| Q |. /PC

vpc-0a92013e3d2c88aed - AWS Subnet

» AWS Command Line Interface command

Cancel Attach internet gateway

Figure 10.67: Attach the internet gateway to VPC
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4. Create a static route to the internet gateway (AWS-IGW). Edit Routes as follows:

@D New VPC Experience
Tellus what you think
VPC Dashboard
EC2 Global View new
Filter by VPC:
Q, selecta VPC

VIRTUAL PRIVATE
CLOUD

Your VPCs
Subnets
Route Tables

Internet Gateways

Route tables (1/1) info

= Q 1 (O]
4 Name v Route table ID v Explicit subnet associat... Edge associations Main ¥ vPC
= rtb-Oaebe92e0deb44303 = = Yes vpc-0a92013e3d2c88aed | AW,

3

rth-0aebe92e0deb44303

=

Details Routes Subnet associations Edge associations Route propagation Tags
Egress Only Internet
Gateways
Carrier Gateways
Routes (1)
DHCP Option Sets
Elastic IPs Q Eoti k4 i @
Managed Prefix Lists
Endpoints Destination v Target v Status v Propagated v
Endpoint 5
HERORIL SErVICeS, 10.0.0.0/16 local @ Active No
Figure 10.68: Edit routes
VPC Route tables rtb-Oaebe92e0deb44303 Edit routes
Edit routes
Destination Target Status Propagated
10.0.0.0/16 Q local x | @Active No
Q 0.0.0.0/0 X | Q| = No
Carrier Gateway
Core Network
Egress Only Internet Gateway
Gateway Load Balancer Endpoint
Cancel
Instance
local
NAT Gateway
Network Interface
Outpost Local Gateway
Peering Connection
Transit Gateway
Virtual Private Gateway
Figure 10.69: Add a new route 0.0.0.0/0 to your internet gateway
VPC Route tables rtb-Oaebe92e0deb44303 Edit routes
Edit routes
Destination Target Status Propagated
10.0.0.0/16 Q local x | @ Active No
Q 0.0.0.0/0 X | Q igw] x| = No
igw-08d499e1c3a99be7d (AWS-IGW)
Cancel

Figure 10.70:

Add a new route 0.0.0.0/0 to your internet gateway
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Subnets Route table ID Main
Route Tables rtb-OaebeS2e0debd4303 Yes
Internet Gateways VPC Owner ID

Egress Only Internet
Gateways Subnet

Carrier Gateways

vpc-0292013e3d2cB8aed | AWS

590508865535

Explicit subnet associations

Edge associations

DHCP Option Sets
Elastic IPs Routes

Managed Prefix Lists

Endpoints
Endpoint Services soutes (2)
NAT Gateways Q

Peering Connections

¥ SECURITY Destination
Network ACLs
. 10.0.0.0/16
Security Groups
0.0.0.0/0

¥ NETWORK ANALYSIS

Subnet associations

Edge associations

v Target

local

igw-08d499e1c3a99be7d

Route propagation

Both v {1 (0]
Status v Propagated v
@ Active No
© Active No

Figure 10.71: Route tables overview

Create a customer gateway as follows:

@D New VPC Experience

Customer gateways info
Tell us what you think
¥ NETWORK ANALYSIS = Q
Reachability Analyzer

Network Access Analyzer 4 Name ¥

¥ DNS FIREWALL

Rule Groups new

Domain Lists

¥ NETWORK FIREWALL

Customer gateway 1D

v

State

Create customer gateway

1 @

BGP ASN v 1P ffidress v Type

No customer gateways found

»

Firewalls
Firewall Policies Select a customer gateway
Network Firewall Rule

Groups

VIRTUAL PRIVATE

NETWORK (VPN)

Customer Gateways

Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints new

Figure 10.72: Create a customer gateway
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Create customer gateway

A customer gateway is a resource that you create in AWS that represents the customer gateway device in your on-premises
network.

Details

Name tag - optional
Creates a tag with a key of '"Name' and a value that you specify.

AWS-VPN-FG

Value must be 256 characters or less in length.

BGP ASN  Info
The ASN of your customer gateway device.
65000

Value must be in 1 - 2147483647 range.

IP address Info
Specify the IP address for your customer gateway device's external interface.

| 142.232.198.157 |

Certificate ARN
The ARN of a private certificate provisioned in AWS Certificate Manager (ACM).

Device - optional
Enter a name for the customer gateway device.

Figure 10.73: Create a customer gateway

Create a virtual private gateway as follows:

@D New VPC Experience Virtual private gateways info Create virtual private gateway
Tell us what you think

| <1 > @

¥ NETWORK ANALYSIS ~ « | Q Fitter virtual private gateways

Reachability Analyzer
Network Access Analyzer | | Name v Virtual private gateway ID v State v Type v vPC v
¥ DNS FIREWALL No virtual private gateways found
Rule Groups new
Domain Lists new

¥ NETWORK FIREWALL

Firewalls = E E @

Firewall Policies Select a virtual private gateway

Network Firewall Rule
Groups

VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways

Virtual Private
Gateways
Site-to-Site VPN

Connections

Figure 10.74: Create a virtual private gateway
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VPC » Virtual private gateways » Create virtual private gateway

Create virtual private gateway e

A virtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connection.
Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

| FortiGatd

Value must be 256 characters or less in length.

Autonomous System Number (ASN)
© Amazon default ASN
() Custom ASN

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

I Q, Name i | | Q, FortiGate x | | Remove

Add new tag

You can add 49 more tags.

Cancel Create virtual private gateway

Figure 10.75: Create a virtual private gateway on FortiGate

@D New VPC Experience Virtual private gateways (1/1) o Create virtual private gateway
Tell us what you think

Attach to VPC

ays | <1 > @

¥ NETWORK ANALYSIS = ‘ Q, Filter virtual p
Reachability Analyzer

De

‘ Virtual private gateway ID: vgw-048d1dd1e6ba61f05 X ‘ ‘ Clear filters
Network Access Analyzer 4 Manage tags

¥ DNS FIREWALL Name v VirualprivategatewayId v State w|[Frypetl| DHetevirtiatprivate gatewsy

Rule Groups mHew
‘ (] FortiGate vgw-048d1dd1e6ba61f05 © Detached ipsec.1 =

Domain Lists new 5

¥ NETWORK FIREWALL

Firewalls
vgw-048d1dd1e6ba61f05 / FortiGate
Firewall Policies
Network Firewall Rule Details Tags
Groups

VIRTUAL PRIVATE
NETWORK (VPN) Details

Customer Gateways

Virtual Private

Gateways Virtual private gateway ID State Type VPC
7 z i =
Site-to-Site VPN vgw-048d1dd1e6bab1f05 (@ Detached ipsec.1
Connections
Amazon ASN
Client VPN Endpoints new 64512

Figure 10.76: Attach virtual private gateway to VPC
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VPC Virtual private gateways vgw-048d1dd1e6bab1f05 Attach to VPC

AttaCh tO VPC Info

Details
Virtual private gateway ID
vgw-048d1dd1e6ba61f05

Available VPCs
Attach the virtual private gateway to this VPC.

Q|

vpc-0a92013e3d2cBB8aed / AWS Subnet Cancel Attach to VPC

Figure 10.77: Attach virtual private gateway to VPC

7. Create a Site-to-Site VPN connection as follows:

o Name Tag: VPNAWS

o Target gateway type: Virtual private gateway
o Virtual Private Gateway: FortiGate

o Customer Gateway ID: AWS-VPN-FG

o Routing options: Static

o Static IP prefixes: 192.168.10.0/24

o Local IPv4 network CIDR: 192.168.10.0/24
o Remote IPV4 network CIDR: 10.0.1.0/24

o Tunnel 1 and Tunnel 2 options: leave it as default

[ o) N P VPN connections info Create VPN connection

¥ NETWORK ANALYSIS = Q 1 &

Reachability Analyzer

Netwark Access Analyzer ||| 4 Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v Cu
¥ DNS FIREWALL
Rule Groups r
Domain Lists
¥ NETWORK FIREWALL

Firewalls = E = EH

Firewall Policies Select a VPN connection.

Network Firewall Rule
Groups

 VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints

Figure 10.78: Create a site-to-site VPN connection
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VPC VPN connections Create VPN connection

Create VPN connection i

Select the resources and additional configuration options that you want to use for the site-to-site VPN connection.
Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

VPNAWS

Value must be 256 characters or less in length.

Target gateway type Info
© Virtual private gateway
Transit gateway

Not associated

Virtual private gateway

vgw-048d1dd1e6bab1f05 / FortiGate v

Customer gateway Info
© Existing

New
Customer gateway ID

cgw-0a32cdcc31edca7?s / AWS-VPN-FG v

Routing options Info
Dynamic (requires BGP)
O Static

Figure 10.79: Create a site-to-site VPN connection with FortiGate
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Static IP prefixes Info

192.168.10.0/24 X

Local IPv4 network CIDR - optional
The IPv4 CIDR range on the customer gateway (on-premises) side that is allowed to communicate over the VPN tunnels. The default is
0.0.0.0/0.

| Q 192.168.10.0/24 = |

Remote IPv4 network CIDR - optional
The IPv4 CIDR range on the AWS side that is allowed to communicate over the VPN tunnels. The default is 0.0.0.0/0.

| Q, 10.0.1.0/24 X |

» Tunnel 1 options - optional info

» Tunnel 2 options - optional Info

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

| Q, Name x | | Q, VPNAWS x | | Remove

Add new tag

You can add 49 more tags.

Cancel Create VPN connection

Figure 10.80: Create a site-to-site VPN connection with FortiGate
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VPN connections (1/1) info | (@] || Actions ¥ |I Download configuration ‘I Create VPN connection

[Q Fier ven e \ <1 > @
| VPN ID: vpn-0a9b7e3a2ca3eebd? X | ‘ Clear filters
Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v
‘ (] VPNAWS vpn-0aSb7e3aZca3eebd2 () Pending vgw-048d1dd1e6bab1f05 -

1

- E = @

vpn-0a9b7e3a2ca3eebd2 / VPNAWS

Details Tunnel details Static routes Tags

Details

VPN ID State Virtual private gateway Customer gateway

vpn-0aSb7e3aZca3eebd2 @ Pending wgw-048d1dd1e6bab1f05 cgw-0a32cdcc3leda77s

Transit gateway Customer gateway address Type Category

- 142.232.198.157 ipsec.1 VPN

VPC Routing Acceleration enabled Authentication

vpc-0a92013e3d2cB88aed Static False Pre-shared key

Local IPv4 network CIDR Remote IPv4 network CIDR Local IPv6 network CIDR Remote IPv6 network CIDR

192.168.10.0/24 10.0.1.0/24 - -

Figure 10.81: Create a site-to-site VPN connection with FortiGate

Download configuration X

Choose the sample configuration you wish to download based on your customer
gateway. Please note these are samples, and will need modification to use Advanced
Algorithms, Certificates, and/or IPv6.

Vendor
The manufacturer of the customer gateway device (for example, Cisco Systems, Inc).

| Fortinet v |
Platform

The class of the customer gateway device (for example, J-Series).

| Fortigate 40+ Series v |
Software

The operating system running on the customer gateway device (for example, Screen05S).

| Fortios 6.4.4+ (GUI) B |

IKE version
The IKE version you are using for your VPN connection.

| ikev2 - |

Figure 10.82: Download configuration
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VPN connections (1/1) info | C || Actions ¥ || Download configuration ‘ Create VPN connection

Q 1 &
| VPN ID: vpn-0a8b7e3a2ca3eehd2 X | ‘ Clear filters
1
Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v
‘ ] VPNAWS vpn-0a9b7e3a2caieebd2 @ Pending vgw-048d1dd1e6ba61f05 -
1
- E = @

vpn-0a9b7e3a2ca3eebd2 / VPNAWS

Details Tunnel details Static routes Tags

Tunnel state

Tunnel number ¥ Outside IP address ¥ Inside IPv4 CIDR + Inside IPv6 CIDR ¥ Status ¥ Last status change v Details =

Tunnel 1 3.225.102.90 169.254.72.192/30 N May 30, 2022, 9:07:13 (UTC-07:00) =

Tunnel 2 54.83.916 169.254.143.60/30 - May 30, 2022, 9:07:13 (UTC-07:00) -

Figure 10.83: Verify public IP address

Open the file that you have downloaded on AWS. It will show phase 1 and phase 2
configuration.

| vpn-DadbTe3aZcadeehd2 tut - Notepad - O x

File Edit Format View Help
! IPSec Tunnel #1

i #1: Internet Key Exchange (IKE) Configuration

Go to VPN --> IPSEC Tunnels --> Create New (drop down) --> Select IPSEC Tunnel

VPN Creation Wizard Window appears

Select Template Type as “Custom”

Provide a Name for the VPN connection (MName must be shorter than 15 chars, best if shorter than 12): vpn-Ba9b7e3a2calee
New VPN Tunnel Window Appears (Here we configure the VPN settings):

Under “Network” Section:

a. IP Version: IPv4

b. Remote Gateway: 5tatic IP Address

c. IP address: 3.225.182.98

d. Local Interface: wanl

e. Local Gateway: Select Specify and enter WAN port IP (Public IP)
. Dead Peer Detection: Enable by selecting On Idle/ On Demand
g. Authentication Method: Pre-shared Key

h. Pre-Shared Key: rt11zQj5alWoSdpACxy HBYGBX62cAfIS

i. IKE Version: 2

Phase 1 Proposal:

j Encryption: aesl28

k. Authentication: shal

1. DH group: 2 ! and deselect 5

m. Keylife: 28880 seconds

Figure 10.84: IPsec Phase 1
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j vpn-UadbTelacaleebd2 txt - Motepad —

File Edit Format VYiew Help
! #2: IPSec Configuration

Under Phase 2 Selectors --»> New Phase 2

a. Name: wpn-Ba9b7e3alcaleebd?-8
b. Local Address: LAN subnet behind Fortigate/0.8.0.08/0
E Remote Address: AWS Private Subnet/9.8.8.8/8

Under Advanced

d. Encryption: aesl128

e. Authentication: shal

f. Select Enable Replay Detection

E. Select Perfect Forward Secrecy

h. DH Group: 2 ! and deselect 5

i. Keylife: 3688 seconds

j- Enable Auto-negotiate ! Autokey Keep Alive is enabled automatically when Auto-negotiate is enabled
k. Click Ok

Figure 10.85: IPsec Phase 2

FortiGate Configuration

1. First, we will configure port1 and port2 IP addresses. portl should be set as DHCP client and
port2 should be set as 192.168.10.1/24.

@ Dashboard Edit Interface
% Network
Name [#_port2
Interfaces
Alias
DNS
Type ™ Physical Interface
Pa Capture
VRFID @ 0
SD-WAN
Role @ Undefined hd
Static Routes
Policy Routes Address
RIP Addressing mode m DHCP | Auto-managed by IPAM | One-Arm Sniffer
OSPF IP/Netmask 192.168.10.1/24
BGP Secondary IP address (B
Routing Obj
Multicas Administrative Access
Policy & Objects IPv4 O HTTPS HTTP © O PING
Security Profiles (O FMG-Access (O SSH [ sNMP
. Security Fabric
VPN OF™ 0 RADIUS Accounting a ey
& Authentication [ Speed Test

Receive LLDP @ [U-Rvbe Uil Enable | Disable
Transmit LLDP € RVERYsel VK= -8 Cnable | Disable

Figure 10.86: Set an IP address for port2
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&3 FortiGate VM64-KVM
L]
Il LLL

# Edit Delete tegrate Interface Search Q

Name % Type Members IP/Netmask Administrative Access
[E] 8= 802.3ad Aggregate @
e fortilink #+ 302.2ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

[E] B Physical Interface

™ port1 [® Physical Interface 142.232.198.157/255.255.255.0  HTTPS
HTTP

™ port2 [® Physical Interface 192.168.10.1/255.255.255.0

™ port3 [® Physical Interface 0.0.0.0/0.0.0.0

™ port4 [® Physical Interface 0.0.0.0/0.0.0.0

Figure 10.87: Portl and Port2 IP addresses

2. Create a static route to portl (WAN Port) as Figure 10.88.

@ Dashboard New Static Route
< Network
) Automatic gateway retrieval @ B
Interfaces
i Destination @ Internet Service
S
0.0.0.0/0.0.0.0
“apture
Gateway Address @ Dynamic 142.232.198.254
SD-WAN
Interface M port1l x
Static Routes +
Policy Routes Administrative Distance @ 10
Comments Write acomment... 4£0/255
Status (RSEBIEGE O Disabled

Advanced Options

Security Profiles

VPN

User & Authentication

& System “ Cancel

Figure 10.88: Create a static route

3. Create an IPsec Wizard as a custom as follows:

o Remote Gateway IP Address: Public_IP_Address_AWS_Virtual_Gateway
o Nat Traversal: Disable

o Pre-shared Key: The same as AWS
key(psWvlznNXaD3e1bWB9mVrODkrYALmrBO)

o Local Address: 192.168.10.0/24
o Remote Address: 10.0.0.0/16
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o Phase 1: Encryption: AES128, Authentication: SHA-1, DH: 2, lifetime: 28800
o Phase 2: Encryption: AES128, Authentication: SHA-1, DH: 2, lifetime: 3600

o IKE: version 2

[ FGYM01TM19008000

@ Dashboard

< Network

B Policy & Objects
& Security Profiles

VPN Creation Wizard

@ VPN Setup

Name FG-AWS
Templatetype  SitetoSite  Hub-and-Spoke RemoteAccess

0 VPN

Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

SSI-VPN Portals

SSLVPN Settings
SSL-VPN Clients
VPN Location Map

Figure 10.89: Create a custom VPN

Dashboard

Network

Policy & Objects
Security Profiles

VPN

Overla ntroller VPN
IPsec Tunnels

|Psec Wizard

|Psec Tunnel Template

S5L-VPN Portals

SSL-VPN Settings

SSLVPN Clients

cation Map

New VPN Tunnel

Name

Comments

Network

IP Wersion

Remote Gateway
IP Address
Interface

Local Gateway

Mode Config

NAT Traversal

Dead Peer Detection

DPD retry count

DPD retry interval

Forward Error Correction

Advanced...

Figure 10.90: Create a custom VPN

FG-AWS

Comments

IPv4 RIRY
Static IP Address

3.225.102.50
™ portl

Enable Forced

#0/255

Diszble | Onldle

3

20

Egress Ingress

Next >

Cancel



4. Set an IP address for FG-AWS tunnel. We will set the IP address based on the configuration

file.

Dashboard
Network
Policy & Objects

Security Profiles

VPN
Overlay Controller VPN
IPsec Tunnels
IPsec Wizard
|Psec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients
VPN Location Map

r & Authentication
WiFi Controller
System

X Security Fabric

New VPN Tunnel
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Method

Local ID

Figure 10.91: Create a custom VPN

@ Dashboard
&+ Network
b Policy & Objects

Security Profiles
VPN
Overlay Controller VPN
IPsec Tunnels
IPsec Wizard
IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients
VPN Location Map

& Authentication

¥X Security Fabric

Ll Log & Report

F-“RATINET

Authentication

Pre-shared Key

Phase 2 Selectors

Pre-shared Key -

sessessesssRRsRRIRIRRIRIRIRRIRIRRREY

IKE
Version 1
Phase 1Proposal @ Add
Encryption AES128 -
32 2k
Diffie-Hellman Group 21 20
15 14
Key Lifetime (seconds) 28800

Authentication

SHA1 h

30 29 28 27
19 18 1l 16
) 2 1

Figure 10.92: Create a custom VPN

Name Local Address Remote Address
FG-AWS 192.168.10.0/24 10.0.0.0/16 #
New Phase 2 S D
Name FG-AWS
Comments Comments y
Local Address Subnet v  192.168.10.0/24
Remote Address Subnet || 10.00.0/16
New VPN Tunnel

New Phase 2 S D

Name FG-AWS

Comments Comments 4

Local Address Subnet v | 192.168.10.0/24

Remote Address Subnet | 10.0.0.0/16

@ Advanced...

Phase 2 Proposal = @ Add

Encryption AES128 » Authentication  SHA1 -

Enable Replay Detection

Enable Perfect Forward Secrecy (PFS)

32 B1; 30 29 28 27
Diffie-Hellman Group 21 20 19 18 17 16
15 14 5 2 1

Local Port All

Remote Port All

Protocol All

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds -

Seconds 3600
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ﬁ vpn-0adbT7e3aZcaleebd txt - Notepad

File Edit Format View Help
#3: Tunnel Interface Configuration

! A tunnel interface is configured to be the logical interface associated
! with the tunnel. All traffic routed to the tunnel interface will be

! encrypted and transmitted to the VPC. Similarly, traffic from the VPC

! will be logically received on this interface.

! Customer Gateway. If the address changes, the Customer Gateway and VPN
! Connection must be recreated with Amazon VPC.

1

1

1

1

1

1

! The address of the interface is configured with the setup for your

1

1

1

! This is required in order for tunnel failower wia gwdetect to function
1
1

! Perform this from the Global VDOM.
Go to Network Tab --» Interface --> wanl and edit wpn-Ba9b7e3alca3eebd2-@

IP : 169.254.72.194

Remote IP: 169.254.72.193/38
Select Ping

Administrative Status: Up
Select Ok.

m Q. N O W

Figure 10.93: Configuration file for setting an IP address for FG-AWS tunnel

i FortiGate VM64-KVM 1
(90 e
1] 5 9 9 0
2
& Edit | @ Delete e Interface Search Q
Name % Type Members = IP/Netmask = Administrative Access ¥

B 3= 802.3ad Aggregate @

#e fortilink 8¢ 302.3ad Aggregate Dedicated to FortiSwitch PING
Security Fabric Connection

[Z] B Physical Interface

e M _port1 ® Physical Interface 142.232.198.157/255.255.255.0 HTTPS
: HTTP
& @ FG-AWS 2 Tunnel Interface 0.0.0.0/0.0.00
™ port2 ) Physical Interface 192.168.10.1/255.255.255.0
™ port3 ¥ Physical Interface 0.0.0.0/0.0.00

Figure 10.94: Set an IP address for FG-AWS tunnel
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Edit Interface

Name 2 FG-AWS

Alias

Type 2 Tunnel Interface

Interface  [#_portl

VRFID @ |0

Role @ Undefined -
Address

Addressing mode Manual

IP 16%.254.72.194

Remote IP/Netmask | 169.254.72.193/30

Administrative Access

pva O HTTPS HTTP @ PING
[J FMG-Access [ sSH () SNMP

0O Security Fabric

OrF™ (J RADIUS Accounting Connection @

() Speed Test

® DHCP Server

Network
Security mode C
Figure 10.95: Set an IP address for FG-AWS tunnel

Create a static route from FG-LAN to AWS-LAN. We will set a static route based on the
configuration file.

Mj *“wpn-0adb7ela2caieebd txt - Motepad

File Edit Format View Help

! #4 Static Route Configuration

Your Customer Gateway needs to set a static route for the prefix corresponding to your
! VPC to send traffic over the tunnel interface.

! An example for a VPC with the prefix 18.0.8.8/16 is provided below:

1

! This is configured from the root VDOM

Go to Network Tab --»> Static Routes --» Create New

a. Destination: Subnet (10.8.6.8/16)
b. Interface: wpn-8a9b7e3alcaleebd2-@ ! This is the VPN tunnel interface
c. Click Ok

Figure 10.96: Configuration file for creating a static route from FG-LAN to AWS-LAN
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@ Dashboard New Static Route
b Network
_ Automatic gateway retrieval @ (B
Interfaces
~ Destination €@ Internet Service
10.0.0.0/16
Interface @ FG-AWS x
SD-WAN +
Static Routes Administrative Distance € 10
Policy Routes Comments Write a comment... £0/255
RIP Status (+RIELEGE © Disabled

OSPF
BGP Advanced Options
Routing Objects

Multicast

Policy & Objects

Security Profiles

VPN
User & Authentication

= WiFi Controller

& System Cancel

Figure 10.97: Create a static route from FG-LAN to AWS-LAN

# Edit | m Clone W Delete Search Q

a Destination + T Gateway IP = Interface & Status =
0.0.0.0/0 142.232.198.254 ™ portl @ Enabled
10.0.0.0/16 3.225.102.90 @ FG-AWS @ Enabled

Figure 10.98: Create a static route from FG-LAN to AWS-LAN

6. Create a firewall policy from Port2 to Tunnel and from Tunnel to Port2. We will create a
subnet for LAN on premise and a subnet for AWS. Also, in site-to-site VPN, NAT should be

disabled here.
New Address
Name FG-LAN
Color &=  Change
Type Subnet b
IP/Netmask 192.168.10.0/24
Interface O any -

Static route configuration (B

Comments Write a comment... £ 0/255

Figure 10.99: Create a subnet for local network
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New Address
Name AWS-LAN
Color = | Change
Type Subnet *
IP/Netmask 10.0.0.0/16
Interface O any v

Static route configuration C

Comments Write a comment... 4 0/255

Figure 10.100: Create a subnet for AWS local network

@ Dashboard New Policy
b Network
B Policy & Objects Name €@ FG-AWS
Firewall Policy Incoming Interface ¥ port2 >
IPv4 DoS Polic Outgoing Interface *\ FG-AWS v
Add Source B FG-LAN x
+
Internet Service
Database Destination B AWS-LAN x
+
Services
Schedule © always >
Schedules
Service o ALL x
Virtual IPs +
IP Pools Action L eesdl @ DENY

Protocol Op
Traffic Inspection Mode  [EOIUSERE Proxy-based

& Security Profiles

Firewall / Network Options
VPN
NAT »

Protocol Options . default v | #

Security Profiles

AntiVirus
Web Filter

vuu

DNS Filter
Application Control (B

ine ~~

F“ATINET Cancel

Figure 10.101: Create a policy from port2 to FG-AWS Tunnel
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+Create New | | ¢ Edit || W Delete Q, Policy Lookup | | Search Q,

Name Source Destination Schedule Service Action NAT Security Profiles

FG-AWS @
= AWS-LAN [ always I ALL + ACCEPT © Disabled

o-inspection

Set Status 4
Y Filter by Name »
& Copy

I Paste '

=+ Insert Empty Policy *

“mlClone Reverse

iEShow Matching Logs
it Show in FortiView
# Edit

»_ EditinCLI

[l Delete Policy

Figure 10.102: Create a policy from FG-AWS Tunnel to port2

@ Dashboard Edit Policy
+» Network
B Policy & Objects Name © AWS-FG
Firewall Policy Incoming Interface | 12} FG-AWS -
IPv4 DaoS Policy QOutgoing Interface = [ port2 .
Source & AWS-LAN x
+
Destination B FG-LAN x
2 +
Services
Schedule [e always -
Schedules
Service I ALL ®

Virtual IPs ”
IP Pools Action  ACCEPT oMM

Protocol Options
Inspection Mode QEVEWEEE Proxy-based

Firewall / Network Options

NAT >
Protocol Options | default v &
System
. Security Profiles
NN Security Fabric
AntiVirus e J
Weh Filter e J
DNS Filter e J

Application Control OB

[rs -

Figure 10.103: Create a policy from AWS-FG Tunnel to port2
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FGVYMO1TM19

hboard +Create New | ¢ Edit te Q Policy Leokup | | Search

Ni
Name Source Destination Schedule Service Action NAT Security Profiles

B Policy & Objects
B @ FG-AWS B port2 @

AWS-FG  EAWSIAN B FG-LAN @ always WAL + ACCEPT O Disabled IEH no-inspection

Firewall Policy

FG-AWS & FG-LAN = AWS-LAN 16 always @ ALL + ACCEPT © Disabled no-inspection
Implicit @

Services

Figure 10.104: Firewall Policies Overview

Verify Connections

If you navigate to IPsec Tunnel, the status should be up.

@ Dashboard # Edit

Tunnel % Interface Binding Status

Search Q

B 2 custom @
© FGAWS #_port1

IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

Figure 10.105: Verify tunnel status in FortiGate (on premise)

VPN connections (1/1) info | @] H Actions ¥ H Download configuration | Create VPN connection

Q, Filt 1 @
| VPN ID: vpn-0a9b7e3a2cal3eebd? X | | Clear filters
{
Name v VPN ID v State v Virtual private gateway + Transit gateway v Cu
| (o] VPNAWS vpn-0asSb7e3aZca3eebd2 @ Available vgw-048d1dd1e6ba61f05 - gy
4 »
— E = @
vpn-0a9b7e3a2ca3eebd2 / VPNAWS =
Details Tunnel details Static routes Tags
A This VPN connectien is not using both tunnels. This mode of operation is not highly available and we strongly recommend you configure your second tunnel. X

Tunnel state

Tunnel number ¥ Outside IP address ¥ Inside IPv4 CIDR ¥ Inside IPv6 CIDR ¥ Status ¥ Last status change v Details
[Tunnel 1 3.225.102.90 169.254.72.192/30 - @ Up I May 30, 2022, 9:29:44 (UTC-07:00) -
Tunnel 2 54.83.91.6 169.254.143.60/30 - @ Down May 30, 2022, 9:16:00 (UTC-07:00) -

4

Learn more about available tunnel options and default values here. [4

Figure 10.106: Verify tunnel status in AWS
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10.5 Deploy FortiGate in AWS

Learning Objectives

» Create a VPC, public and private subnet, internet gateway, route tables
+ Create a FortiGate firewall in AWS through Marketplace
* Identify FortiGate subnets in AWS

Scenario: In this lab, we’ll learn how to deploy FortiGate in AWS.

AWS Configuration

1. Create a VPC.

s e [Alt+5]
o@e‘ww”cauevii\me Your VPCs info Actions ¥ Lﬁ-,,,—;ﬁ;;@] ©
ell us what you thin / 3
A

Q ®

VPC Dashboard
FCZ Global Ve Name VECID v state IPv4 CIDR IPv6 CIDR
Filter by VPC:

Q, Selecta VPC

v VIRTUAL PRIVATE
cLoup

No VPCs founc
»

Subnets

Figure 10.107: Create a VPC

253
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Create VPC i

AVPCis an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info
Create only the VPC resource or create VPC, subnets, etc.

© VPConly VPC, subnets, etc.

MName tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

AWS-VPC

IPv4 CIDR block info
© Pv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

IPv4 CIDR

| 10.0.0.0/1§|

IPv6 CIDR block Info

© NolIPv6 CIDR block
IPAM-allocated IPv6 CIDR block
Amazon-provided IPvé CIDR block
IPvE CIDR owned by me

Tenancy Info

Default v

Figure 10.108: Create a VPC named “AWS-VPC”

2. Create a subnet.

@D New VPC Experience Subnets info Actions ¥ m
Tell us whst you think
- - / ,
VPC Dashboard / @

EC2 Global View e
b e 4 Name v Subnetid v state v wpC v IPvACIDR v P
Filter by VPC:
Q selecta VPC
 VIRTUAL PRIVATE
cLouD
Your VPCs

Subnets

Route Tables
Select a subnet

Figure 10.109: Create a subnet
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VPC Subnets Create subnet

Create subnet

VPC

VPCID

Create subnets in this VPC.
vpc-060a1e2007366fbf4 (AWS-VPC) v
Associated VPC CIDRs

IPv4 CIDRs
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

Public Subnet

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block  Info
| Q. 10.0.0.0/24 X |

Figure 10.110: Create a public subnet under AWS-VPC
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VPC > Subnets » Createsubnet

Create subnet .

VPC

VPCID
Create subnets in this VPC.

vpc-060a1e2007366fbf4 (AWS-VPC) v
Associated VPC CIDRs

IPv4 CIDRs
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

Private Subnet

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block Info

| Q 10.0.1.0/24 X |

Figure 10.111: Create a private subnet under AWS-VPC

3. Create an internet gateway.

© f‘ﬁw V:C E’*’;T‘T”EE Internet gateways info Create internet gateway
el us what you thin /

- e ]

VPC Dashboard & @
EC2 Global View ew 4 Name v Internet gateway ID v State L VPCID v Owner
Filter by VPC:

No internet gateways found in this Region
Q, selecta VPC

v VIRTUAL PRIVATE
cLouD

Your VPCs

Subnets - B = ®

Route Tables Select an internet gateway above

Internet Gateways

Figure 10.112: Create an internet gateway
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VPC > Internet gateways Create internet gateway

Create internet gateway .

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

| AWS-1GW]

Tags - optional

Atag s a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

Q, Name X Q AWS-IGW X
Add new tag

You can add 49 more tags.

Cancel Create internet gateway

Figure 10.113: Create an internet gateway

© Ni‘”’ "zc EXP:”?”[E Internet gateways (1/1) info Create internet gateway
ell us what you thir

- Q, s . View details a2 @
VPC Dashboard
Attach to VPC
ECZ Global View new b Name v Internet gateway 1D v State v VPCID Owner
Filter by VPC:

AWS-IGW igw-0b81c8d93b9edeadf © Detached = Manage tags 590508865535

Q selecta VPC = i

Delete internet gateway | r
VIRTUAL PRIVATE
CLouD

Your VPCs

Subnets = = = @

Route Tables igw-0b81c8d93b9edeadsf / AWS-IGW

Internet Gateways
Details Tags
Egress Only Internet

Gateways

Figure 10.114: Attach an internet gateway to VPC

VPC > Internet gateways » Attach to VPC (igw-0b81c8d93b9edeadt)

Attach to VPC (igw-0b81c8d93b9e4eadf) ww

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

Q, vpc-060a1e2007366fhf4| *

» AWS Command Line Interface command

Cancel Attach internet gateway

Figure 10.115: Attach an internet gateway to VPC

4. Create a new Public RouteBy default, name of the “built-in route” is “-”. Rename it to Private
Route.
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©revwrctomie  Route tables (1/1) e Creserouetaie
Tell us what you think
= Q : <1 > &
ard
EG2iobal Viewnes < Name v Route table ID v Explicit subnet associat... Edge associations Main ¥  VPC
Filter by VPC:
Private Route [% rth-087e78e7f2a174a94 = = Yes vpc-060a1e2007366fbf4 |
Q selecta VPC 7 1
 VIRTUAL PRIVATE
cLOUD
Your VPCs
Subnets 7 EH = =
Route Tables rth-087e78e7f2a174a94 / Private Route

Figure 10.116: Edit private route

Go to Route tables > create route table.

VPC > Routetables > Create route table

Create route table e

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

[ Public Route

VPC
The VPC to use for this route table.

vpc-060a122007366fbf4 (AWS-VPC) v

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
Q, Name X Q. Public Route x

Add new tag

You can add 49 more tags

Cancel Create route table

Figure 10.117: Create a public route



@D New VPC Experience
Tell us what you think
VPC Dashboard
EC2 Global View new
Filter by VPC:
Q Selecta VPC

w VIRTUAL PRIVATE
CcLouD

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways
DHCP Option Sets
Elastic IPs

Managed Prefix Lists
Endpoints

Endpoint Services

NAT Gateways

Figure 10.118: Edit routes on Public Route

VPC > Routetables

Edit routes

Destination

10.0.0.0/16

Q 0.0.00/0

rtb-0121768a9204bc14a

Route tables (1/2) info

Q

= Name v

Route table ID A4
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Explicit subnet associat...

Edge associations

Main ¥

ns ¥ Create route table

1> @

VPC

Public Route

rtb-0121768a9204bc14a - =

No

vpc-060a1e2007366fbf4 | A

Private Route

rth-087e78e7f2a174a94 - =

vpc-060a1e2007366fbf4 | A

»

rth-0121768a9204bc14a / Public Route

Details Routes

Routes (1)

Q

Destination

10.0.0.0/16

Subnet associations

Edge associations Route propagation Tags

Target v Status v

local @ Active

Both v

Propagated

No

Edit routes

Target

Q local

Status

% | @Active

x | Q igw]

x| =

igw-0b81c8d93bYedeadf (AWS-IGW)

Propagated

No

No

Figure 10.119: Create a new default route to the internet gateway

@ New VPC Experience
Tell us what you think
VPC Dashboard
EC2 Global View new
Filter by VPC:
Q, selectaVPC

w VIRTUAL PRIVATE
cLoup

Your V/PCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways
DHCP Option Sets
Elastic IPs

Managed Prefix Lists
Endpoints

Endpoint Services

NAT Gateways

VPC > Route tables

rth-012176839204bc14a

rtb-0121768a9204bc14a / Public Route

Cancel

® You can now check network connectivity with Reachability Analyzer

Run Reachability Analyzer ‘ X ‘

Details info

Route table ID Main Explicit subnet associations Edge assaociations
rtb-0121768a9204bc14a No - -

VPC Owner ID

vpc-060a1e2007366fbf4 | AWS- 590508865535

VPC

Routes Subnet associ Edge associations Route propagation Tags

Explicit subnet associations (0)

Q

Figure 10.120: Associate Public Subnet to Public Route

Edit subnet associations

1 @
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VPC > Route tables rtb-0121768a9204bc14a >  Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

Q 1 &
-] Name v Subnet ID v IPv4 CIDR v IPv6 CIDR v Route table ID v
Public Subnet subnet-06ed7507849737ecf 10.0.0.0/24 & Main (rtb-087e78e7f2a174a94 / Private Route) |

Private Subnet subnet-0936fd8c6f4984efe 10.0.1.0/24 - Main (rtb-087e78e7f2a174a94 / Private Route)

Selected subnets

subnet-06ed7507849737ecf / Public Subnet X

Cancel
Figure 10.121: Associate Public Subnet to Public Route
5. Create Key Pair. Go to EC2 — Key Pairs > Create Key Pair.
EC2 > Keypairs » Create key pair
Create key pair i
Key pair
A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to
an instance.
Name
AWS-Lab

The name can include up to 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type Info
O RSA
ED25519

Private key file format
O pem

For use with Open5sH

ppk

For use with PuTTY

Tags (Optional)

No tags associated with the resource.

Add tag

You can add up to 50 more tags.

Figure 10.122: Create a key pair

6. Create Instances. Go to EC2 — Instances > Launch instances.

Swe associations
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D MNew EC2 Experience 5, Instances info onnec ‘ Instance state ¥ H Actions ¥ | n
Tell us what you think )
o _ & < >|e

EC2 Dashboard

e Name v Instance ID Instance state ¥ Instancetype ¥  Statuscheck Al
Events No instances
Tags You do not have any instances in this region
¥ Instances 4
Instances ne

Instance Types

Figure 10.123: Launch a FortiGate instance

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Sforage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel and &
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, ¢
AWS Marketplace; or you can select one of your own AMIs.

Q, Fortinet
Search by Systems Manager paran
Quick Start (0) 1to 10 of 44 Products >
My AMIs (0) FiZATINET  Fortinet FortiGate Next-Generation Firewall m

## #r i (19)] 7.2.0 Previous versions | By Fortinet Inc.

AWS Marketplace (44
place (44) Starfing from S0.36/r or from 51.920.00/yr (up fo 50% savings) for software + AWS usage fees

Free Trial . . . AR
Community AMIs (7) Linux/Unix, Other 7.2.0 | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 4/30/22

Fortinet FortiGate allows mitigation of blind spots to improve policy cempliance by implementing critical security contrels within your AWS
environment. FortiGate includes all of the security and networking services common to FortiGate physical appliances

Figure 10.124: Select Fortinet FortiGate Next-Generation Firewall

Fortinet FortiGate Next-Generation Firewall

F::RTINET. Fortinet FortiGate Next-Generation Firewall Pricing Details

FortiGate Next-Generation Firewall technology
delivers complete content and network protection by

Hourly Fees
combining stateful inspection with a comprehensive

suite of powerful security features. Application  |ngtance Type Software EC2 Total
control, antivirus, IPS, Web filtering and VPN along
# t2.small $0.36 $0.023  $0.383/hr
with advanced features such as an extreme threat
database, vulnerabity management and flow-  t3-small 30.38 50021 $0.901/hr
based ... t3.xlarge $1.02 $0.166  $1.186/hr
More info c4 large 50.88 $0.10 $0.98/hr
View Additional Details in AWS Marketplace c4 xlarge $1.02 $0199  $1.219hr
Product Details c4 2xlarge 52.35 $0.398  $2.748/hr
o SEGRI cd. dxlarge $3.29 50.796  $4.086/hr
ortinet Inc.
- _— v ak Atk (19) c4 Bxlarge $4.10 $1.591  $5.691/hr
"E ‘t,emirv =g s u o5 large 50.88 50.085  $0.965/hr
TSl e o5 xlarge 51.02 017 $1.19/hr
Base Operating System Linux/Unix, Other 7.2.0 o5.2xlarge $2.35 50.34 $2.69/hr
Delivery Method 654-bit (x86) Amazon Machine Image (AMI) o5 dxlarge $3.29 5068 $3.97/hr
License Agreement End User License Agreement o5 Sxlarge $4.10 3153 $5.63/hr
On Marketplace Since 11/7/114 c5 18xlarge $5.15 $3.06  $8.22/hr
Highlights c5dlarge $0.88 50.096  $0.976/hr
chd xlarge $1.02 50192 $1.212/hr
= FortiGate offers protection from a broad array of threats, with support for all
chd 2xlarge $2.35 50384  $2.734/hr

of the security and networking services offered by the FortiOS operating

Figure 10.125: Accept FortiGate licence
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Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applici
networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance

Filter by: = All instance families v Current generation ¥ | Show/Hide Columns

Currently selected: t2.small (- ECUs, 1 vGPUs, 2.5 GHz, -, 2 GiB memory, EBS only)

Note: The vendor recommends using a céi.xlarge instance (or larger) for the best experience with this product.

Family - Type - vCPUs (i) ~ Memory (GiB) ~ Instance Storage (GB) (i) ~
@ 12 12 nano 1 0.5 EBS only
Q 12 1 1 EBS only
a8 12 t2.small 1 2 EBS only
@ 2 2 medium 2 4 EBS only
@ 2 t2 large 2 8 EBS only

Figure 10.126: Select FortiGate instance type

Step 3: Configure Instance Details

No default VPC found. Select another VPC, or create a new default VPC.

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take

and more.
Number of instances () |1 Launch into Auto Scaling Group (i)
Purchasing option (i) [JRequest Spot instances
Network (i) [vpc-060a1e2007366Mf4 | AWS-VPC 4| C create newvPC
No default VPC found. Create a new default VPC.
subnet (i)  [subnet-06ed7507849737ecf | Public Subnet | us-eas ¥ | Create new subnet
251 IP Addresses available
Auto-assign Public IP () [Enable A
Hostname type (i) | Use subnet setting (IP name) *|
DNS Hostname () Enable IP name IPv4 (A record) DNS requests

Enable resource-based IPv4 (A record) DNS requests

Enable resource-based IPv6 (AAAA record) DNS requests

Figure 10.127: Select Network is “AWS-VPC”, Subnet is “Public Subnet” and Auto-assign Public IP is
“Enable”
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Step 4: Add Storage

Your instance will be launched with the following storage device seftings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Volume Type (1) Device (i) Snapshot (1) Size (GIB) (1) Volume Type (i) IoPs (1) m;‘s‘f?l:f‘t
Root /dev/sdal snap-0Obagf2dasecfa6965 |2 | |Genera| Purpose SSD (gp2) v\ 10073000 N/A
EBS ~|  [idevisdp v| [search (case-insensit] [30 | [General Purpose SSD (gp2) ~] 100/3000 N/A

Add New Volume
Figure 10.128: Leave the Add storage as the default

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

ey (128 characters maximum) Value (256 characters maximum) Instances (_j)

=

|Name | |FG |

Figure 10.129: Assign Tag with Key is Name and Value is FG

Step 6: Configure Security Group
A secur\ty group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow speciﬂc traffic to reach your instance. For example_, i
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing ¢
security groups.

Assign a security group: ® Create a new security group

O Select an existing security group

Security group name: |Fort\Gate Security Group |
Description: |Fort\Gate Security Group |
Type (i) Protocol (i) Port Range (i) Source (i)
TCP 22 [Custom _ ~|[0.0.0.010 |
TCP 80 [Custom _ ~|[0.0.0.010 |
TCP 443 [Custom _ ~][0.0.0.010 |
TCP 541 [Custom  ~|[0.0.0.010 |
TCP [Custom _~|[0.0.0.0/0 |
TCP [Custom _~|[0.00.0/0 |
RDP ~ TCP 3389 [Custom _ ~|[0.0.0.010 |
ICMP 0- 65535 [Custom _ ~][0.0.0.010 |
Add Rule

Figure 10.130: Change to FortiGate Security Group and add RDP and ICMP to the Security Group
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Select an existing key pair or create a hew key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Choose an existing key pair v|
Select a key pair
[AwsS-Lab | RSA vl

B acknowledge that | have access to the corresponding private key file, and that without this
file, | won't be able to log into my instance.

Cancel Launch Instances

Figure 10.131: Accept key pair and launch instances

Tell us what you think

@ New EC2 Experience v, Instances (1/1) info ‘ Connect H Instance state ¥ H Actions ¥ ‘m

e
EC2 Dashboard .
EC2 Global View Name v Instance ID Instance state v Instance type ¥ Status check
i FG i-0ff098db261c07b53 @ Running @e t2.small @ Initializing
4
Tags
Limits
¥ Instances
Instances new Instance: i-0ff098db861¢07b53 (FG)
Instance Types
Launch Templates Details Security Networking Storage | Status checks Monitoring Tags
Spot Requests
¥ Instance summary Info
Savings Plans
i Hinst Instance ID Public IPv4 address Private IPv4 addresses
Zoshizal et 1-0ff098dbB61c07b53 (FG) 3.239.117.237 | open address [4 10.00.22
Dedicated Hosts
IPv6 address Instance state Public IPv4 DNS
Scheduled Instances L
= ® Running =
Capacity Reservations
Hostname type Private IP DNS name (IPv4 only) Answer private resource DNS name
¥ Images IP name: ip-10-0-0-22.ec2.internal ip-10-0-0-22.ec2.internal IPv4 (A)

Figure 10.132: FG instance has been launched successfully



Reserved Instances new

Dedicated Hosts
Scheduled Instances

Capacity Reservations

Images
AMIs new

AMI Catalog

Elastic Block Store
Volumes ne
Snapshots New

Lifecycle Manager Hew

4

Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Load Balancing
Load Balancers

Target Groups new
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[ |

Network interfaces (1/1) info

Q v d 1
Name v Network interface ID ¥ Subnet ID v VPCID v Availability Zo
FG Public Subnet eni-03b2e198495d21f54 subnet-06ed7507849737ecf [4 vpc-060a1e2007366fbf4 [4 us-east-1f
«
Network interface: eni-03b2e198495d21f54 (FG Public Subnet) & X
Details Flow logs Tags
@ ‘You can now check network connectivity with Reachability Analyzer. Run Reachability Analyzer X

¥ Network interface details

Network interface ID Name Description

eni-03b22198495d21f54 FG Public Subnet Primary network interface

Network interface status Interface type Security groups

@ In-use Elastic network interface 5g-09578bdb48a98e906 (FortiGate Security
Group)

VPCID Subnet ID Availability Zone

vpc-060a1e2007366fbf4 [£ subnet-06ed7507849737ecf [ us-east-1f

Figure 10.133: Change default interface name to FG Public Subnet

Add a new private subnet interface.

EC2 > Network interfaces » Create network interface

Create network interface

An elastic network interface is a logical networking component in a VPC that represents a virtual network card.

Details info

Description - optional
A descriptive name for the network interface.

FG Private Subnet

Subnet
The subnet in which to create the network interface.

|8 Bt | L]

subnet-06ed7507849737ecf us-east-1f
Public Subnet  Owner: 590508865535

SUbnet-0536fd8c6i4084ete us-east-1f
Private Subnet  Owner: 590508865535

Elastic Fabric Adapter
Enable

P Advanced settings

Figure 10.134: Create FG Private Subnet
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Security groups (1/2) info

&y reersamyy c1> @
—] Group 1D v Group name v Description

‘ 5g-09578bdb48a58e506 FortiGate Security Group FortiGate Security Group
O 5g-05247b200235cd3df default default VPC security group

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add 50 more tags

Cancel Create network interface

Figure 10.135: Create FG Private Subnet

@ Flternetwrk mierface: | < 1> @
-] Name v Network interface ID ¥ Subnet ID v VPCID v Availability Zone
FG Private Subnet eni-08adedc167a1180a6 subnet-0936fd8c6f4984efe [A vpc-060a1e2007366fbf4 [ us-east-1f
[l FG Public Subnet eni-03b2e198495d21f54 subnet-06ed7507849737ecf [4 vpc-060a1e2007366fbf4 [A us-east-1f

Figure 10.136: Change to FG Private Subnet

; Atta
| Q Filter | 4 s
Detach
= Name v Network interface ID  + Subnet ID v VP Delete ailability Zo
FG Private Subnet eni-08adedc167a1180a6 subnet-0936fd8c6f4984efe [A vpq Manage IP addresses s-east-1f
O FG Public Subnet eni-03b2e158455d21f54 subnet-06ed7507849737ecf [ ype Associate address s-east-1f
bl Disassociate address
Network interface: eni-08adedc167a1180a6 (FG Private Subnet) Change security groups ® X
Change source/dest. check
Details | Flow logs Tags Manage tags

Manage prefixes

Change description
@ You can now check network connectivity with Reachability Analyzer. j X

Create flow log

¥ Network interface details

Figure 10.137: Attach the FG Private Subnet to FG
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Attach network interface x

Network interface

eni-08adedc167a1180a6 (FG Private Subnet)

Instance
i-0ff098db861c07b53 a
Q|

i-0ff098db861c07b53
FG

Figure 10.138: Attach the FG Private Subnet to FG

Disable Source and Destination check on both FG Private and Public Subnet.

Q, Fil 1 &
Detach
-] Name v Network interface ID ¥ Subnet ID v VP  Delete \vailability Zone
FG Private Subnet eni-08zadedc167a1180a6 subnet-0936fd8c6f4984efe [4 vp¢ Manage IP addresses s-east-1f
FG Public Subnet eni-03b2e198495d21154 subnet-06ed7507849737ecf [A vp¢ Associate address s-east-1f

Disassociate address

Change termination behavior

Network interface: eni-08adedc167a1180a6 (FG Private Subnet) Change security groups & X

rChange source/dest. check ]

Details Flow logs Tags Manage tags

Manage prefixes

Change description
@ You can now check network connectivity with Reachability Analyzer. :| X
Create flow log

Figure 10.139: Disable source/destination check on FG Private Subnet

Change source/destination check X

Network interface
eni-08adedc167a1180a6

Source/destination check
Enable

Figure 10.140: Disable source/destination check on FG Private Subnet
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Network interfaces (1/2) info

0] [ = I

|Q T &
Detach
2 Name v Network interface ID ¥ Subnet ID v VP  Delete \vailability Zone
FG Private Subnet eni-D8adedc167a118026 subnet-0936fd8c6f4984efe [A vpq Manage IP addresses s-east 1f
FG Public Subnet eni-03b2e198495d21f54 subnet-06ed7507849737ect [4 upe  Associate address s-east-1f
1 Disassociate address
— Change termination behavior
Network interface: eni-03b2e198495d21f54 (FG Public Subnet) Change security groups & X

Details Flow logs Tags

rChange source/dest. check 1

Manage tags

Manage prefixes

@ You can now check network connectivity with Reachability Analyzer.

Change description

0x]

Create flow log

¥ Network interface details

Figure 10.141: Disable source/destination check on FG Public Subnet

Change source/destination check

Network interface

eni-03b2e198495d21f54

Source/destination check

Enable

Figure 10.142: Disable source/destination check on FG Public Subnet

9. Edit private route table.

Route tables (1/2) info

Q (1 > @
= Name v Route table ID v Explicit subnet associat... Edge associations Main ¥ VPC
Public Route rtb-0121768a9204bc14a subnet-06ed750784973... - No vpc-060a1e2007366fbfd | AW,
Private Route rtb-087e78e7f2a174a%94 - - Yes vpc-060a1e2007366fbf4 | AW,
4 3
- E =2 =
rtb-087e78e7f2a174a94 / Private Route
Details Routes Subnet associations Edge associations Route propagation Tags
p—— 1
Routes ()
Q || Both v | 1 D | @
Destination v Target v Status v Propagated v
10.0.0.0/16 local @ Active No

Figure 10.143: Edit Private Route
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Edit routes

Destination

10.0.0.0/16

Q 0.0.0.0/0

Add route

Edit routes
Target Status
Q, local % © Active
X Q -

Carrier Gateway
Core Network

Egress Only Intarnet Gateway
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Propagated

No

No Remove

Gateway Load Balancer Endpoint
Instance

Internet Gateway

local

NAT Gateway

Outpost Local Gateway

Peering Connection

Transit Gateway

Virtual Private Gateway

Figure 10.144: Add a default route and select Network Interface

VPC Route tables

Edit routes

Destination

10.0.0.0/16

Q 0.0.0.0/0

rth-087e78e7f2a174a94

Edit routes

Target

Q local

Cancel

Preview m

Status

e @ Active

x| [Qen]

x| -

eni-03b2e198495d21f54 (FG Public Subnet)

reni—Dﬁadedc157a1‘\aﬁaé (FG Private Subnet) I

Figure 10.145: Add a default route to target FG Private Subnet

10. Verify Public and Private IP address of FG.
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Instances (1/1) info

‘ C || Connect || Instance state ¥ || Actions ¥ |m
1

Q
Name N Instance ID Instance state v Instance type ¥ Status check
FG i-0ff098db861c07b53 & Running @&a t2.small (® 2/2 checks passed
4

Instance: i-0ff098db861c07b53 (FG) ©
Details Security Netwerking Storage Status checks Monitoring Tags
¥ Instance summary Info
Instance ID Public IPv4 address Private IPv4 addresses
i-0ff098db&61c07b53 (FG) 3.239.117.237 | open address [4 10.0.0.22

10.0.1.147

IPv6 address Instance state Public IPv4 DNS
- @ Running -
Hostname type Private IP DNS name (IPv4 only) Answer private resource DNS name
IP name: ip-10-0-0-22.ec2.internal ip-10-0-0-22.ec2.internal 1Pv4 (A)
Elastic IP addresses Auto-assigned IP address

Instance type
t2.small =

3.235.117.237 [Public IP]

Figure 10.146: Verify public and private IP address of FG

11. Accessing FortiGate on AWS.Type the IP address in the browser. You should be able to see
the FortiGate credentials page. Enter your username and password to login to the firewall.

A Not secure | bitpsi//3.239.117.237

A

Your connection is not private

Attackers might be trying to steal your information from 3.239.117.237 (for example,

passwords, messages, or credit cards). Learn more

NET=ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

=

Figure 10.147: Access FortiGate
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Login Disclaimer

Please login with username=admin and password=
<instance-id>

Figure 10.148: Access FortiGate

admin

| .CD-....'......D..D| |

Figure 10.149: Username is admin and password is
instance ID of FortiGate

Change Password

You arerequired to change the default password.
New password must include:

(5] Minimum Length

| .....l..| ‘

Logout

Figure 10.150: Change password
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&« C A Notsecure | b#ps//3.239.117.237/ng/system/dashboard/1

FGTAWS_IC2RK(
@ Dashboard
Status

rity

FortiView Appl
FortiView Web
FortiView Policies
FortiView

Network

Policy &

Security Profiles

[

o 0D B [P P

. J)

+ Add Widget

System Information

Hostname FGTAWS_IC2RKOQCO
Serial Number FGTAWS_ICZRKOQCO 2
Firmware v7.2.0 build1157 (Feature)
Mode NAT

SystemTime  2022/05/29 21:32:59
Uptime 00:00:12:33

WAN IP 5 3.239.117.237

FortiGate Cloud

DO A Not Activated

Figure 10.151: FortiGate dashboard

i

Licenses (E2 173.243.141.6) 1~
@ Firmware & General Updates
® IpPs

@ AntiVirus

@ Web Filtering

FortiToken 0/0
Security Fabric iv
-ﬂ = i = [T’
mEBE x @ &
R

& FGTAWS IC2RK0QCO

A Security Fabric Connection is disabled.

You should set port1 and port2 as DHCP client to receive an IP address from External and
LAN subnet. Portl is belong to External subnet or the internet and port2 is belong to the

LAN.
Table 10.5: Portl and Port2 description
Subnet Description
Port1 External subnet used to connect the FortiGate-VM to the internet.
Port2 LAN subnet used to deploy services.
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Edit Interface

Name [# port2

Alias

Type [ Physical Interface

VRFID @ 0

Role @ Undefined -

(O Dedicated Management Port

Address

Addressing mode Manual Auto-managed by IPAM | One-Arm Sniffer
Retrieve default gateway from server @

Distance 5

Override internal DNS [ o}

Administrative Access

1Pv4 [J HTTPS HTTP @ [ PING
(O] FMG-Access () ssH ) sNmP

x Security Fabric

O FT™M [0 RADIUS Accounting O Connection @

() Speed Test

Receive LLDP © Enzble | Disable
Figure 10.152: Change port2 to DHCP Client

i FortiGate VM64-AWS

1
L
m =

& Edit || @ Delete Ir Search
Name ¢ Type & Members & IP/Netmask < Administrative Access ¢
[E] 3= 802.3ad Aggregate @
Be fortilink He 302.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

[E] ® Physical Interface @

™ port1 [® Physical Interface 10.0.0.22/255.255.255.0  PING
HTTPS
SSH
HTTP
FMG-Access

™ port2 [® Physical Interface 10.0.1.147/255.255.255.0

E @ Tunnel Interface €@
D NAT interface (nafroot) (@ Tunnel Interface 0.0.0.0/0.0.00

Figure 10.153: FortiGate interfaces
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10.6 Site-to-Site VPN between FortiGate on Premise and FortiGate in
the AWS

Learning Objectives

+ Configure a VPN Wizard in AWS
» Configure site-to-site VPN between FortiGate on premise and AWS

+ Identify FortiGate subnets in AWS

e Switch1 ilf—lﬂl—u AWS-VPC
Al 142.232.198.155 S g \“—*\{\ 10.0.0.0/16
- o —

W Portt le0! el h\\ f 3.239.117.237
' e & | mPortt
j 1192.168.10.1/24 1 Public Subnet
s M W 00022 10.0.0.0/24
L ] |
FG-AWS Port2
10.0.1.147 Private Subnet
10.0.1.0/24
1
Leﬂm wzlnﬁ/
1192.168.10.2/24 -
. 10.0.1.25
webterm-1 .

Figure 10.154: Main scenario

Scenario: In this lab, we are going to create a site-to-site VPN from FortiGate on premise to FortiGate
in the AWS. Knowing the configuration of section 10.5 is necessary for this lab. Port1 FortiGate on
premise is set as a DHCP, so it will receive an IP address from Cloud.

275
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On-Premise FortiGate Configuration

Table 10.6: Devices configuration

Device Interface IP address
FortiGate Port 1 DHCP Client
Port 2 192.168.10.1/24 -

WebTerm EthO 192.168.10.2/24

1. Configure the interfaces of the firewall. Port2 by default is an internal interface and named
“LAN” and Portl is an external interface and named “WAN”.

2% FortiGate VM&4-KVM 1
) [ (0 [
[
2
& Edit W Delete ntegrate Interface Search Q
Name & Type ¢ Members € IP/Netmask Administrative Access ©

[E 3« 802.3ad Aggregate €@

Be fortilink 8 502.3ad Agzregate Dedicated to FortiSwitch PING

Security Fabric Connection

[E B Physical Interface

B ™ portl ™ Physical Interface 142.232.198.155/255.255.255.0 HTTPS
HTTP

M port2 M Physical Interface 192.168.10.1/255.255.255.0

Figure 10.155: Firewall interfaces

2. Create a site-to-site VPN from IPsec Wizard as Figures 10.156 to 10.158.

Dashboard Pl VPN Creation Wizard

Network
Policy &

Security Pro

“ontroller VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

SSL-VPN Portals

@ VPN Setup

Name FGToAWS
Template type SICIGRTCE Hub-and-Spoke | Remote Access
Custom

NAT configuration MNo NAT between sites

This site is behind NAT
The remote site is behind NAT

Remote device type

ity Cisco

Figure 10.156: Select VPN name
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Dashboard bl VPN Creation Wizard

Network @ Authentication |

Policy & Objects
Remote device NGl Dynamic DNS

Security Profiles
Remote IP address 3.239.117.237
VPN :
Qutgoing Interface ® port1 -
Owverlay Controller VPN
veriay Lontrotic: Authentication method REGENEIEWRGETE Signature
)sec Tunnels
o Tl Pre-shared key Pa$Sword L

IPsec Wizard

Figure 10.157: Set remote IP address

& Network © Policy & Routing

& Policy & Objects

Local interface ® port2 x
& Security Profiles +
Local subnets 192.168.10.0/24
o
Remote Subnets 10.0.0.0/16
IPsec Wizard L+]
IPsec Tunnel Template Internet Access €@ m Share Local = Use Remote

Figure 10.158: Set Policy & Routing

3. Create a static route to the default gateway.

s Network
: Automatic gateway retrieval @ (B
Interfaces
o Destination € Internet Service
NS
Baiotc ot 0.0.0.0/0.0.0.0
acket Capture
Gateway Address € Drynamic
SD-WAN
- 142.232.198.254
A Interface ™ portl ®
Policy Routes +
RIP Administrative Distance € 10
OSPF Comments Write a comment... £ 0/255

BGP Status (+ N EEGE © Disabled

Figure 10.159: Set a default gateway

AWS Configuration

1. Create a FortiGate firewall in AWS and configure the interfaces. You need to do all steps in
section 10.5.

2. Create a VPN from IPsec Wizard as Figures 10.160 to 10.162.
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@ Das d VPN Creation Wizard

& Network @ VPN Setup

B Policy & Objects

Name | AWSToFG |

| seanitybrofles Template type Hub-and-5poke | Remote Access = Custom
e NAT configuration

Overlay Controller VPN This site is behind NAT

IPsec Tunn The remote site is behind NAT

IPsec Wizard Remote device type omf=Vgiler: i}

IPsec Tunnel Template e Cisco

Figure 10.160: Select VPN name

@ Dashboard b VPN Creation Wizard

AL v @ Authentication >

B Policy & Objects o :
: Remote device IRl Dynamic DNS

& Secu rity Profiles

Remote IP address 142.232.198.155
0 VPN i
Qutgoing Interface M portl >
Qverlay Controller VPN
veridy Lontrofler Authentication method REGELCEGCHLGTE Signature
SReEncE Pre-shared key Pa$$word w»

IPsec Wizard

Figure 10.161: Set a remote IP address

Dashboard b /PN Creation Wizard

Network ® Policy & Routing
Policy & Objects
Local interface B port2 x
Security Profiles +
VPN Local subnets 10.0.1.0/24
Overlay Controller VPN o
IPsec Tunnels Remote Subnets 192.168.10.0/24
IPsec Wizard (4]
IPsec Tunnel Template Internet Access €@ m Share Local | Use Remote

Figure 10.162: Set Policy & Routing

3. Create static routes on FortiGate. We are going to create two static routes as follows:
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New Static Route

Automatic gateway retrieval @ B

Destination @ LTSS Internet Service
0.0.0.0/0.0.0.0
Gateway Address € Dynamic
10.0.0.1
Interface ™ portl x
+
Administrative Distance € 10
Comments Write a comment... £0/255
Status [+ RELVEGE O Disabled
Advanced Options
Figure 10.163: Set a default gateway via 10.0.0.1
New Static Route
Automatic gateway retrieval @ OB
Destination € LTS8 Internet Service
10.0.0.0/16
Gateway Address € Dynamic
10.0.1.1
Interface M port2 ®
+
Administrative Distance @ 10
Comments Write a comment... £ 0/255

Status (+ R ELEGE © Disabled

Advanced Options

Figure 10.164: Create a static route to 10.0.0.0/16 network via

10.0.1.1
# Edit || TR Clone | | W Delete Search Q,
a Destination ¢ b Gateway IP & Interface = . Status =
0.0.0.0/0 10.0.0.1 M port1 @ Enabled
10.0.0.0/16 10.0.1.1 ® port2 @ Enabled
& AWSToFG_remote 142.232.198.155 @ AWSToFG @ Enabled
& AWSToFG_remote Blackhole @ Enabled

Figure 10.165: Overview of static routes on FortiGate

4. Go to VPN > IPsec Tunnels and check status of the tunnel.
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& C A Notsecure | hips//3.239.117.237/ng/vpn/ipsec &

[[® FGTAWS IC2RKOQCO
@ Dashboard -eate New £ Edit Delete e Q
4 Network R N
B Policy & Objects Interface Binding Status =
& Security Profiles
8 vPN
Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

&« C A Notsecure | hitps//142.232.198.155/ng/vpn/ipsec

[E FGVM01TM19008000

@ Dashboard
& Network
& Policy & Objects

wn

earch

Tunnel = Interface Binding = Status =
a8 Security Profiles El £ Site toSite - FortiGate @
O VPN © FGToAWS

QOverlay Controller VPN

|Psec Tunnels

|Psec Wizard

Figure 10.167: Check status of tunnel on FortiGate on premise

5. You should be able to ping from WebTerm to Virtual Machine on AWS and vice versa.

WER_UP= mtu 18

e global e

from
-F N
from

i

HHH
R R R R S R P S ]

n 1
n 1
1
n 1
1
1
1
1
1
n 1

Figure 10.168: Ping from WebTerm to Windows VM
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B 3.239.117.237 - Remote Desktop Connection

BN Administrator: Command Prompt

1
1
1
1
1
1
1
1

Figure 10.169: Ping from Windows VM to WebTerm
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Appendix: GNS3 Basics

In this chapter, we will be going through the basics in GNS3. Try to play with and familiarize yourself
with this environment as this is a good tool for network simulations.

Adding a FortiGate Firewall to GNS3

1. Start by adding a new template.

872 rocicae?
= FortiGate 7.0.3

w Frame Relay switch

& i Linu 20103
& i Linux 2021
e Kali Linux CLI

NAT

@ Palo Alto

Bd ypcs

Q webterm

= Windows Server 2012 R2

B WordPress
B client2 /
+New template 4

Figure A.1: Create a New template

2. We want to install it from the GNS3 Server, so keep the option default and then press next.

283
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&

New template
Please select how you want to create a new template

I ® . Install an appliance from the GNS3 server (recommended) I

Import an appliance file {.gns3a extension)

Manually create a new template

— s

Figure A.2: Select Install an appliance from the GNS3 server

3. On the next window, search for “FortiGate”, and select the option under “Firewalls”, then
click “Install.”

€

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

Fortigate

Appliance name = Emulator Vendor

I iIf FortiGate  Qemu Fortinet I
UESTs
Routers
Switches

Update from online registry < Back Install Cancel

Figure A.3: Search for “FortiGate”

4. Press “Next” on this screen:
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é‘ Install FortiGate appliance ? x
Server

Please choose a server type to install the appliance. The grayed out server types are not supported or configured.

Server type

() Install the appliance on a remote server
- Install the appliance on the GNS3 VM (recommended)

() 1nstall the appliance on your local computer

i Appliance info | | MNext > | Cancel \
Figure A.4: Install the appliance on the GNS3 VM
5. Press “Next” on this screen:
é‘ Install FortiGate appliance ? >
Qemu settings B
Please choose the qemu binary that will be used to run this appliance.
Qemu binary: Hbinfqamufystem—xaﬁ_ﬁ (v4.2.1) = ‘
1 1
| applianceinfo | | < Back || Mext = \I Cancel |
| —

Figure A.5: Qemu settings

6. Tick the “Allow custom files” box.



286 Hamid Talebi

6 Install FortiGate appliance

Required files
Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size Status =
~ FortiGate version 6.4.5 34.7MB Missing files
FGT_VME4_KVM-vb-build1828-FORTINET.out.lkvm.gcow? 345 MB Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.2.2 564 MB Missing files
FGT_VME&4_KVM-v6-build1010-FORTINET.out.kvm.qcow2 362 MB Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.2.1 56.3 MB Missing files
FGT_VMB&4_KVM-vE-build0332-FORTINET.out.kvm.gcow? 56.1 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS53 VM)
~ FortiGate version 6.2.0 554 MB Missing files
FGT_VME4_KVM-vb-build0866-FORTINET.out.lkvm.gcow? 55.2 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.0.3 484 MB Missing files
FGT_VME4_KVM-vE-build0200-FORTINET.out.kvm.gcowd 49.2 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.0.6 49.9MB Missing files
FGT_VME4_KVM-v6-build0272-FORTINET.cut.kvm.qcow? 497 MB Missing
empty30G.qcow? 192.5KB Found on GMNS3 VM (GNS53 VM)
~ FortiGate version 6.0.0 442 MB  Missing files
FGT_VMBE4_KVM-vE-build0076-FORTINET.out.kvm.qcow2 44.0 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.6.7 414MB Missing files
FGT_VME&4_KVM-v3-build1633-FORTINET.out.kvm.qcow 41.2MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
+ FortiGate version 5.6.4 39.9MB Missing files
FGT_VMe&d_KVM-v5-build1575-FORTINET.out.kvm.gcow? 38.7 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM) .
* Allow custom flles | Create a new version | | Refresh
| Appliance info | | < Back Next > Cancel

Figure A.6: Tick Allow custom files

Click “Yes” on this screen:
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Required files
Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size Status
~ FortiGate version 6.4.5 34.7MB Missing files
FGT_VME4_KVM-vb-build1828-FORTINET.out.lkvm.gcow? 345 MB Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.2.2 564 MB Missing files
FGT_VME4_KVM-vE-build1010-FORTINET.out.kvm.gcowd 56.2 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.2.1 56.3 MB Missing files
FGT_VM&d_KVM-vE-build0332-FORTINET.out.kvm.gcow? 56.1 MB  Missing
empty30G.qcow? 107 5 KB Enund an GRIS2 VAL (GRS VR
~ FortiGate version 6.2.0 & Custom files X

FGT_VME4_KVM-vE-buil
empty30G.qcow?

~ FortiGate version 6.0.3
FGT_VM&4_KVM-vE-buil
empty30G.qcow?

This option allows files with different MD5 checksums, This feature is only for
advanced users and can lead to unexpected problems. Do you want to proceed?

* FortiGate version 6.0.6 - Y || Mo
FGT_VME4_KVM-vE-builtwereronmmerousmrmgrowe == o=y
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS53 VM)
~ FortiGate version 6.0.0 442 MB Missing files
FGT_VMBE4_KVM-vE-build0076-FORTINET.out.kvm.qcow2 44.0 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.6.7 414MB Missing files
FGT_VME&4_KVM-v3-build1633-FORTINET.out.kvm.qcow 41.2MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
+ FortiGate version 5.6.4 39.9MB Missing files
FGT_VME4_KVM-v5-build1575-FORTINET.out.kvm.qcow? 39.7 MB Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)

W Allow custom files | Create a new wersion

Appliance info < Back Next >

Figure A.7: Click on Yes

8. Highlight a random version.

»

Refresh

Cancel
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e' Install FortiGate appliance

Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Spplancoyersionsnd e
+  FortiGate version 6.4.5
+ FortiGate version 6.2.2

empty30G.qcow?

FortiGate version 6.2.1
~ FortiGate version 6.2.0

empty30G.qcow?
~ FortiGate version 6.0.3

empty30G.qcow?
~ FortiGate version 6.0.6

empty30G.qcowd
+_FortiGate version 6.0.0

FortiGate version 5.6.7

FGT_VME4_KVM-vE-build1010-FORTINET.out.kvm.gcow?

FGT_VME4_KVM-vE-build(866-FORTINET.out.kvm.gcow?

Size

Status

191.8 MB Ready to install

564 ME
56.2 MB
192.5KB
654 MB
554 MB
552 MB
192.5KB
434 MB

FGT_VME&4_KVM-v6-build0200-FORTINET.out.kvm.gcow? 49.2 MB

192.5KB
459 MB

FGT_VMB4_KVM-vE-build0272-FORTINET.out. kvm.qcow? 49.7 MB

192.5 KB

Missing files

Missing

Found on GNS3 VM (GMS3 VM)
Ready to install

Missing files

Missing

Found on GNS3 VM (GMNS3 VM)
Missing files

Missing

Found on GNS3 VM (GNS3 VM)
Missing files

Missing

Found on GMNS3 VM (GNS3 VM)

195.5 MB Ready to install

414 MB

FGT_VMéd_KVM-v5-build1653-FORTINET.out.kvm.qcow? 41.2MB  Missing
empty30G.qcow? 192.5KB Found on GN53 WM (GMNS53 VM)
~ FortiGate version 5.6.4 39.9MB  Missing files
FGT_VME4_KVM-v3-build1575-FORTINET.out. kvm.gcow2 397 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.6.3 39.2MB  Missing files
FGT_VME4_KVM-v5-build1547-FORTINET.out.kvm.gcow2 39.0 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
+ FortiGate version 5.6.2 3TeMB  Missing files
FGT_VMé&d_KVM-v5-build1486-FORTINET.out.kvm.gcow? 374 MB  Missing
empty30G.qcow? 192.5KB Found on GN53 WM (GMNS53 VM) .
V| Allow custom files | Create a new version | Refresh
| Appliance info | < Back | Next > | Cancel

Figure A.8: Highlight a random version

Click “Create a new version.”
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& Install FortiGate appliance ? x
Required files 0
Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default
Appliance version and files Size Status -
~ FortiGate version 6.4.5 34.7MB Missing files
FGT_VME4_KVM-vb-build1828-FORTINET.out.lkvm.gcow? 345 MB Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.2.2 564 MB Missing files
FGT_VME&4_KVM-v6-build1010-FORTINET.out.kvm.qcow2 362 MB Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.2.1 56.3 MB Missing files
FGT_VMB&4_KVM-vE-build0332-FORTINET.out.kvm.gcow? 56.1 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS53 VM)
~ FortiGate version 6.2.0 554 MB Missing files
FGT_VME4_KVM-vb-build0866-FORTINET.out.lkvm.gcow? 55.2 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.0.3 484 MB Missing files
FGT_VME4_KVM-vE-build0200-FORTINET.out.kvm.gcowd 49.2 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 6.0.6 49.9MB Missing files
FGT_VME4_KVM-v6-build0272-FORTINET.cut.kvm.qcow? 497 MB Missing
empty30G.qcow? 192.5KB Found on GMNS3 VM (GNS53 VM)
~ FortiGate version 6.0.0 442 MB  Missing files
FGT_VMBE4_KVM-vE-build0076-FORTINET.out.kvm.qcow2 44.0 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.6.7 414MB Missing files
FGT_VME&4_KVM-v3-build1633-FORTINET.out.kvm.qcow 41.2MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
+ FortiGate version 5.6.4 39.9MB Missing files
FGT_VMe&d_KVM-v5-build1575-FORTINET.out.kvm.gcow? 38.7 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM) .
| Allow custom files | Create a new wersion Refresh
Appliance info < Back Next > | Cancel

Figure A.9: Create a new version

Create a new custom version and select optional name for it.
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Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files
~ FortiGate version 5.4.10

Size
374 MB

FGT_VME4_KVM-v3-build1220-FORTINET.cut.kvm.qcow2 37.2 MB

empty30G.qcow
~ FortiGate version 5.4.8

182.5 KB
37.0MB

FGT_VME&4_KVM-v3-build1183-FORTINET.out.kvm.qcow? 36.2 MB

empty30G.qcow?
~ FortiGate version 5.4.7

192.5KB
37.1 MB

Status

Missing files

Missing

Found on GM53 VM (GNS3 VM)
Missing files

Missing

Found on GM53 VM (GNS3 VM)
Missing files

FGT_VME4_KVM-v5-build446-FOR
empty30G.qcow?

~ FortiGate version 5.4.6
FGT_VME4_KVM-v3-build1165-FORT
empty30G.qcow?

~ FortiGate version 5.4.5
FGT_VME&4_KVM-v3-build1138-FORI
empty30G.qcow?

* FortiGate version 5.4.4
FGT_VME4_KVM-v5-build7605-FORT

empty30G.qcow?

3‘ Creating a new version

Create a new version for this appliance.
Please share your experience on the GNS3 community if this version works.

Version name:

7 X

| custom| I

\ J |

| oK | Cancel

~ FortiGate version 5.4.3

FGT_VME4_KVM-v3-build1111-FORTINET.out.kvm.gcow2

empty30G.qcow?
~ FortiGate version 5.4.2

FGT_VME&4_KVM-v3-build1100-FORTINET.out.kvm.gcow2

empty30G.qcow?
+ FortiGate version 5.4.1

FGT_VME4_KVM-v5-build1064-FORTINET.out.kvm.gcow?

empty30G.qcow?

36.6 MB
364 ME
192.5 KB
36.2 MB
360 MB
182.5KB
36.2 MB
36.0 MB
192.5 KB

Figure A.10: Create a custom version

11. Press OK on this one, too:

Missing files

Missing

Found on GM53 VM (GNS3 VM)
Missing files

Missing

Found on GMS3 VM (GNS3 VM)
Missing files

Missing

Found on GM53 VM [GMS3 VM)

W Allow custom files | Create a new wersion

Appliance info < Back

: Next >

»

Refresh

|
| Cancel



6 nstall FortiGate appliance

Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files
+  FortiGate version 6.4.5
+ FortiGate version 6.2.2
FGT_VMEd_KVM-vb-build1010-FORTINET.out. kvm.gcow2
empty30G.qcow?
FortiGate version 6.2.1
~ FortiGate version 6.2.0
FGT_VMBE4_KVM-vb-build0866-FORTINET.out.kvm.gcow?
empty30G.qcow?
~ FortiGate version 6.0.3
FGT_VME4_KVM-vE-build0200-FORTINET.out. kvm.ge 6
empty30G.qcow?
~ FortiGate version 6.0.6
FGT_VME4_KVM-vE-build0272-FORTINET.out.kvm.g¢
empty30G.qcowd
+ FortiGate version 6.0.0
~ FortiGate version 5.6.7
FGT_VM&4_KVM-v5-build1653-FORTINET.out. kvm. gt
empty30G.qcow?
~ FortiGate version 5.6.4
FGT_VMBE4_KVM-v5-build1575-FORTINET.out. kvm.gcow2
empty30G.qcow?
~ FortiGate version 5.6.3
FGT_VME4_KVM-v3-build1547-FORTINET.out. kvm.gcowd
empty30G.qcow?
+ FortiGate version 5.6.2
FGT_VM&d_KVM-v5-build1486-FORTINET.out. kvm.gcow2
empty30G.qcow?

Figure A.11: Click on OK

12. Press OK again.

Size
191.8 MB
56.4 MB
56.2 MB
192.5 KB
65.4 MB
55.4 MB
55.2 MB
192.5 KB

AN A KAD

OK

192.5 KB
399 MB
38,7 ME
192.5 KB
392 MB
B
182.5KB
376 MB
374MBE
192.5 KB

Status

Ready to install

Missing files

Missing

Found on GNS3 VM (GMS3 VM)
Ready to install

Missing files

Missing

Found on GNS3 VM (GMNS3 VM)

SN R

?

153 VM)

Disk image filename for hda_disk_image

i-build 1653-FORTINET.out.kvm.qrow2 | |53 VM)

Cancel

Ty
Found on GNS3 VM [GMNS3 VM)
Missing files

Missing

Found on GNS3 VM (GMNS3 VM)
Missing files

Missing

Found on GNS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 VM [GMNS3 VM)

V| Allow custom files

Appliance info

FortiGate Firewall 291

Create a new wversion Refresh

< Back | Next > | Cancel
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6 nstall FortiGate appliance

Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size
+  FortiGate version 6.4.5 191.8 MB
+ FortiGate version 6.2.2 56.4 MB

FGT_VME4_KVM-v6-build1010-FORTINET.cut.kvm.qcow? 56.2 MB

empty30G.qcow? 192.5 KB
FortiGate version 6.2.1 65.4 MB
~ FortiGate version 6.2.0 55.4 MB

FGT_VMBE4_KVM-vb-build0866-FORTINET.out.lkvm.gcow? 55.2 MB

empty30G.qcow? 192.5 KB
~ FortiGate version 6.0.3 An A KaD

FGT_VME4_KVM-vE-build0200-FORTINET.out. kvm.ge 6 Tage

Status

Ready to install

Missing files

Missing

Found on GNS3 VM (GMS3 VM)
Ready to install

Missing files

Missing

Found on GNS3 VM (GMNS3 VM)

SN R

empty30G.qcow? 153 VM)
~ FortiGate version 6.0.6 Disk image filename for hdb_disk_image

FGT_VME4_KVM-vE-build0272-FORTINET.out.kvm.g¢

empty30G.gqcow empty30G.gcow2 183 VM)
+ FortiGate version 6.0.0 =
* FortiGate version 5.6.7 2.8 Eact

FGT_VMBE4_KVM-v5-build] 653-FOR'I'INET.out.k\rm.q(_wﬂ..,—_ A L

empty30G.qcow? 192.5KB Found on GN53 WM (GMNS53 VM)
~ FortiGate version 5.6.4 39.9MB  Missing files

FGT_VME4_KVM-v3-build1575-FORTINET.out. kvm.gcow2 397 MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.6.3 39.2MB  Missing files

FGT_VME&4_KVM-v3-build1347-FORTINET.out.kvm.gcow 39.0MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
+ FortiGate version 5.6.2 3TeMB  Missing files

FGT_VM&4_KVM-v3-build1486-FORTINET.out.kvm.qcow? 37.4 MB
empty30G.qcow? 192.5 KB

Figure A.12: Click on OK

13. Click on any empty30G file, and click Download. Save that file to your computer.

Missing
Found on GNS3 VM (GNS3 VM)

W Allow custom files | Create a new wersion

Appliance info

< Back | Next >

Refresh

Cancel
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& Install FortiGate appliance ? X
Required files a
Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default
Appliance version and files Size Status =
FGT_VME4_KVM-v5-build0762-FORTINET.out.kvm.gcow? 37.0 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
~ FortiGate version 5.2.12 36.8MB  Missing files
FGT_VMB&4_KVM-v5-build0760-FORTINET.out.kvm.qcow? 36.6 MB  Missing
empty30G.qcowd 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.11 33.6MB  Missing files
FGT_VMBE4_KVM-v5-build0754-FORTINET.out.kvm.gcow? 334 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.2.10 3I34MB  Missing files
FGT_VME4_KVM-v5-build0742-FORTINET.out. kvm.gcow? 33.2MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.9 33.2MB  Missing files
FGT_VMB4_KVM-v5-build0736-FORTINET.out.kvm.qcow2 33.0MB  Missing
empty30G.qoowd 192.5KB Found on GNS3 WM (GMNS53 VM)
~ FortiGate version 5.2.8 331 MB  Missing files
FGT_VME4_KVM-v5-build0727-FORTINET.out. kvm.qcow?2 329 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.7 3I3OMB  Missing files
FGT_VME&4_KVM-v5-build0718-FORTINET.out.kvm.gcow? 328 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
~ FortiGate version 5.2.5 325MB  Missing files
FGT VME4 KVM-v5-build0701-FORTINET.out kvm.gcow? 323 MB  Missing
192.5KB Found on GNS3 VM (GNS3 VM)

FortiGate version custom 191.8 MB Ready to install
+ FortiGate version customv2 192.5KB Missing files

FGT_VMé&d_KVM-v5-build1653-FORTINET.out. kvm.qcow? 0.0 B Missing
empty30G.qcow? 192.5KB Found on GN53 WM (GMNS53 VM) =
Import Download _ | Allow custom files | Create a new version Refresh

Appliance info < Back | Next > | Cancel

Figure A.13: Download empty30G.qcow2

14. Scroll down to your custom version and click the arrow on the left:
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6 nstall FortiGate appliance

Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size
FGT_VME4_KVM-v5-build0762-FORTINET.out.kvm.gcow? 37.0 MB
empty30G.qcow? 192.5 KB

~ FortiGate version 5.2.12 36.2 MB
FGT_VMBE4_KVM-v5-build0760-FORTINET.cut.kvm.qcow? 36.6 MB
empty30G.qcowd 192.5 KB
~ FortiGate version 5.2.11 33.6 MB
FGT_VMBE4_KVM-v5-build0754-FORTINET.out.lkvm.gcow? 33.4 MB
empty30G.qcow? 192.5 KB
~ FortiGate version 5.2.10 334 MB
FGT_VMBE4_KVM-v5-build0742-FORTINET.out.kvm.gcow? 33.2 MB
empty30G.qcow? 192.5 KB
~ FortiGate version 5.2.9 33.2MB
FGT_VME4_KVM-v5-build0736-FORTINET.out.kvm.qcow? 33.0 MB
empty30G.qoowd 192.5 KB
~ FortiGate version 5.2.8 33.1 MB
FGT_VMBE4_KVM-v5-build0727-FORTINET.out.kvm.qcow? 32.9 MB
empty30G.qcow? 192.5 KB
~ FortiGate version 5.2.7 33.0 MB
FGT_VME4_KVM-v5-build0718-FORTINET.out.kvm.gcow? 32,8 MB
empty30G.qcow? 192.5 KB
~ FortiGate version 5.2.5 32.5MB
FGT_VME4_KVM-v5-build0701-FORTINET.cut.kvm.qcow? 32.3 MB
empty30G.qcowd 192.5 KB
» FortiGate version custom 191.8 MB
+ FortiGate version customv2 192.5 KB
FGT_VMé&d_KVM-v5-build1653-FORTINET.out. kvm.qcow? 0.0 B
empty30G.qcow? 192.5 KB

Figure A.14: Select Custom version

Status

Missing

Found on GNS3 VM (GNS3 VM)
Missing files

Missing

Found on GMNS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 VM (GMNS3 VM)
Missing files

Missing

Found on GNS3 VM (GNS3 VM)
Missing files

Missing

Found on GMNS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 VM (GMS3 VM)
Missing files

Missing

Found on GNS3 VM (GNS3 VM)
Missing files

Missing

Found on GMNS3 VM (GNS3 VM)
Ready to install

Missing files

Missing

Found on GNS3 VM [GMNS3 VM)

W Allow custom files | Create a new wersion

Appliance info

< Back | Next >

15. Click the FGT filename under your custom version and click “Import.”

Refresh

Cancel
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& Install FortiGate appliance ? X
Required files a
Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default i
Appliance version and files Size Status =
FGT_VME4_KVM-v5-build0762-FORTINET.out.kvm.gcow? 37.0 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
~ FortiGate version 5.2.12 36.8MB  Missing files
FGT_VMB&4_KVM-v5-build0760-FORTINET.out.kvm.qcow? 36.6 MB  Missing
empty30G.qcowd 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.11 33.6MB  Missing files
FGT_VMBE4_KVM-v5-build0754-FORTINET.out.kvm.gcow? 334 MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 VM [GMNS3 VM)
~ FortiGate version 5.2.10 3I34MB  Missing files

FGT_VM&4_KVM-v3-build0742-FORTINET.out.kvm.gcow? 33.2MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.9 33.2MB ng files

FGT_VMB&4_KVM-v3-build0736-FORTINET.out.kvm.qcow2 33.0MB  Missing

empty30G.qoowd 192.5KB Found on GNS3 WM (GMNS53 VM)
~ FortiGate version 5.2.8 331 MB  Missing files

FGT_VM&4_KVM-v3-build0727-FORTINET.out.kvm.qcow? 329 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS3 VM)

~ FortiGate version 5.2.7 3I3OMB  Missing files
FGT_VME&4_KVM-v5-build0718-FORTINET.out.kvm.gcow? 328 MB  Missing
empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)

~ FortiGate version 5.2.5 325MB  Missing files
FGT_VME4_KVM-v5-build0701-FORTINET.out. kvm.gcow? 323 MB  Missing
empty30G.qcowd 192.5KB Found on GNS53 WM (GMNS53 VM)
FortiGate version custom 191.8 MB  to install
+ FortiGate version customv2 192.5 KB ng files
FGT_VMB4_KVM-v5-build1653-FORTINET.out. kvm.gcow?2 ng
empty30G.qcow? 192.5KB Found on GN53 WM (GMNS3 VM) =
Import W Allow custom files | Create a new wersion Refresh

~

Figure A.15: Import FortiGate Image

Appliance info < Back Next > | Cancel

16. Navigate to your downloaded FortiGate Firewall image and click “Open.”

4N l This PC (F:) WARMFILES Images GMNS3 Fortigate

Organize * New folder

Name - Date modified
# Quick access
B rGT.vmses K i ORT... 2021-12
M Desktop
Downloads
E Documents

B Pictures

Figure A.16: Select FortiGate Image

17. Still under your custom version, click “Import” on the empty30G file.
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6 Install FortiGate appliance

Required files
Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size Status

FGT_VME4_KVM-v5-build0762-FORTINET.out.kvm.gcow? 37.0 MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
~ FortiGate version 5.2.12 36.8MB  Missing files

FGT_VMB&4_KVM-v5-build0760-FORTINET.out.kvm.qcow? 36.6 MB  Missing

empty30G.qcowd 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.11 33.6 MB ng files

FGT_VMBE4_KVM-v5-build0754-FORTINET.out.kvm.gcow? 334 MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 VM (GNS3 VM)
~ FortiGate version 5.2.10 334 MB ng files

FGT_VME4_KVM-v5-build0742-FORTINET.out. kvm.gcow? 33.2MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.9 33.2MB  Missing files

FGT_VMBE4_KVM-v5-build0736-FORTINET.out. kvm.gcow? 33.0MB  Missing

empty30G.qoowd 192.5KB Found on GNS3 WM (GMNS53 VM)
~ FortiGate version 5.2.8 331 MB  Missing files

FGT_VME4_KVM-v5-build0727-FORTINET.out. kvm.qcow?2 329 MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS3 VM)
~ FortiGate version 5.2.7 3I3OMB  Missing files

FGT_VME&4_KVM-v5-build0718-FORTINET.out.kvm.gcow? 328 MB  Missing

empty30G.qcow? 192.5KB Found on GNS3 VM (GMNS3 VM)
~ FortiGate version 5.2.5 325MB  Missing files

FGT_VME4_KVM-v5-build0701-FORTINET.out. kvm.gcow? 323 MB  Missing

empty30G.qcowd 192.5KB Found on GNS53 WM (GMNS53 VM)

FortiGate version custom 191.8 MB Ready to install

+ FortiGate version customv2 191.8 MB Ready to install

FGT VME4 KVM-v5-build1653-FORTINET.out.kvm.gcow? 181.6 MB Found on GMS3

empty30G.qcow2 192.5KB Found on GNS3 VM (GNS3 VM)

Import W Allow custom files | Create a new wersion

Appliance info < Back Next >

Refresh

Cancel

Figure A.17: Select empty30G.qcow?2

18. Navigate to your downloaded empty30G file and click “Open.”

* Open

> v p l This PC (F:) WARMFILES > Images » GNS3 Fortigate

Organize * New folder

MName . Date modified Type
# Quick access
l' empty30G.qcow2 2022-04-26 11:30 PM QCOW2 File 193 KB

M Desktop
= W FGT_VMB4_KVN i M. 2021-12 55 PM e 60

Downloads
E Documents
B Pictures

" Network

File name: | empty’

Figure A.18: Import empty30G.qcow?2 file

19. After that, highlight the custom version again and click “Next.”
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6 Install FortiGate appliance

Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files
empty30G.qcow?

* FortiGate version 5.2.13
FGT_VME4_KVM-v5-build0762-FORTINET.out.kvm.gcow?
empty30G.qcow?

~ FortiGate version 5.2.12
FGT_VME4_KVM-v3-build0760-FORTINET.out. kvm.gcow?
empty30G.qcow?

~ FortiGate version 5.2.11
FGT_VME4_KVM-v5-build0754-FORTINET.out.kvm.gcow?
empty30G.qcow?

* FortiGate version 5.2.10
FGT_VME4_KVM-v5-build0742-FORTINET.out. kvm.gcow?
empty30G.qcow?

~ FortiGate version 5.2.9
FGT_VME4_KVM-v3-build0736-FORTINET.out. kvm.gcow?
empty30G.qcow?

~ FortiGate version 5.2.8
FGT_VME4_KVM-v5-build0727-FORTINET.out.kvm.gcow?
empty30G.qcowd

* FortiGate version 5.2.7
FGT_VME4_KVM-v5-build0718-FORTINET.out.kvm.gcow2
empty30G.qcow?

~ FortiGate version 5.2.3
FGT_VME4_KVM-v3-build0701-FORTINET.out.kvm.gcow?
empty30G.qcow?

»_FortiGate version custom

FortiGate version customv2

Size
192.5 KB
7.2 MB
3ToMB
192.5 KB
36.8 MB
36.6 MB
192.5 KB
33.6 MB
334 MB
192.5 KB
334 MB
33.2MB
192.5 KB
33.2 MB
33.0 MB
192.5 KB
331 MB
32.9 MB
192.5 KB
33.0MB
328 MB
192.5 KB
32,3 MB
323MB  Missing

192.5KB Found on GNS3 VM (GMS3 VM)
191.8 MB Ready to install

191.8 ME Ready to install

Status

Found on GMNS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 VM (GMS3 VM)
Missing files

Missing

Found on GNS3 VM (GMNS3 VM)
Missing files

Missing

Found on GMNS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 VM (GMS3 VM)
IMissing files

Missing

Found on GNS3 VM (GNS3 VM)
Missing files

Missing

Found on GMNS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 VM (GMNS3 VM)
Missing files

V| Allow custom files | Create &wversion_ | Refresh
-
| Appliance info < Back | Next > | Cancel

Figure A.19: Select custom version and then click on Next

Click “Yes” on this window:
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6 |

Required files

Flease select one version of FortiGate and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size Status

empty30G.qcow? 192.5KB Found on GNS3 WM (GMNS53 VM)
~ FortiGate version 5.2.13 3IT2MB  Missing files

FGT_VMéEd_KVM-v5-build0762-FORTINET.out.kvm.gcow? 37.0MB  Missing

empty30G.qcow? 192.5KB Found on GN53 WM (GMNS53 VM)
~ FortiGate version 5.2.12 368MB  Missing files

FGT_VME4_KVM-v5-build0760-FORTINET.out.kvm.gcow? 36.6 MB  Missing

empty30G.qcow? 192.5KB Found on GNS53 VM (GMNS3 VM)
~ FortiGate version 5.2.11 336MB  Missing files

FGT_VME4_KVM-v5-build0754-FORTINFLout kvm.acow? 33AMB  Missing

empty30G.qcowd & nppliance X

+ FortiGate version 5.2.10
FGT_VYMé&d_KVM-v5-buildi742-FORTIN
empty30G.qcow?

~ FortiGate version 5.2.9
FGT_VM6&4_KVM-v5-build0736-FORTIN

o Would you like to install FortiGate version customv2?

| Yes | No
empty30G.qcow? —_—
~ FortiGate version 5.2.8 I3 TIE Vsl TITES
FGT_VME4_KVM-v5-build0727-FORTINET.out.kvm.gcow? 329 MB  Migfing
empty30G.qcowd 192.5KB F#ind on GN53 VM (GMNS3 VM)
* FortiGate version 5.2.T7 330MB  Missing files
FGT_VME4_KVM-v5-build0718-FORTINET.out. kvm.gcow? 328 MB  Missing
empty30G.qcow? 192.5KB Found on GNS53 WM (GMN53 VM)
~ FortiGate version 5.2.5 323MB  Missing files
FGT_VME4_KVM-v5-build0701-FORTINET.out.kvm.gcow? 32.3 MB  Missing

empty30G.qcow? 192.5 KB
»  FortiGate version custom 191.8 MB
+ FortiGate version customv2 191.8 MB

Found on GNS3 VM (GMS3 VM)
Ready to install
Ready to install

V| Allow custom files | Create a new version | |

Refresh

Figure A.20: Click on “Yes”

21. Then click “Finish.”

| Appliance info || <Back Next =

Cancel

é Install FortiGate appliance

Usage
Please read the following instructions in order to use your new appliance.

{rhe template will be available in the firewall category.

Default username is admin, no password is set.

N

| Appliance info | | < Back | Einish \ Cancel

Figure A.21: Click on “Finish”
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Configuring Your Palo Alto Firewall Template and Adding the Device

1. Let’s start by modifying the GNS3 template of the Palo Alto firewall by right clicking the
existing template, and clicking on “Configure template.”

Security devices £
Filter

amn i

- FortiGate 6.0.0
amm .

. FortiGate 6.0.1
amn .

-— FortiGate 6.4.0
amn .

. FortiGate 6.4.7
amn .

- Fortigte 6.4.5

C Refresh templates
¥ Configure template
r] Delete template

Figure A.22: Configure Palo Alto template

2. Make sure the max amount of RAM is set to at least 4096MB, and the amount of vCPUs are
at least 2.

e Jode properties -: x
 PaloAlto-1 configuration

General settings HDD CD/DVD MNetwork Advanced Usage

MName: PaloAlto-1

RAM: 3

vCPUs: H

Qemu binary: | /binfgemu-system-x86_64 (v4.2. 1) -

Boot priority: | HDD =

On dose: Power off the WM r
| Console type: | telnet - Auto start console I
|

Reset OK Cancel Apply

Figure A.23: Configure template
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3. Now close the window, and drag in the Palo Alto device from the left hand pane.

Security devices @
Filter

=a :
o FortiGate 6.0.0
-

-

-

- FortiGate 6.0.1

FortiGate 6.4.0

FortiGate 6.4.7

FortiGate 6.4.8

FortiGate 7.0.2

FortiGate 7.0.3

Wl" palo Atto

Figure A.24: Drag a Palo Alto in the workspace

»

4. Once you’ve dragged in the Palo Alto device, right click it, then click “Start.

PaloAlto-3

x Configure

>_ Console

4

7 Suspend

[ Stop

C Reload

EZ Custom console
[¥] Change hostname
4 Change symbol
Duplicate

(@ Show node information

& Show in file manager

Figure A.25: Start Palo Alto
Keep in mind that this device takes a while to start.

Webterm Installation

1. Let’s begin by clicking “New template” on the bottom left hand of GNS3.
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0 alo Alto

e template
Console

Figure A.26: Create a new template

2. We want to install this into the GNS3 VM. Click on the option to “Install an
appliance from the GNS3 Server,” then click next.

& Newtemplate ? Pad

New template
Please select how you want to create a new template

® Instal an appliance from the GNS3 server {recommended)

Import an appliance file (.gns3a extension)

Manually create a new template

< Back | Mext = | Cancel

Figure A.27: Install an appliance from the GNS3 server

3. On the next window, search for “webterm,” select the option under “guests,” then
click “Install.”
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& New template ? x

Appliances from server
Select one or mare appliances to install. Update will request the server to download appliances from our online registry.

Appliance name  * Emulator Vendor
Firewalls
* Guests
@ webterm Docker webterm

Routers
Switches \

Update from online registry < Back | Instal | Cancel

Figure A.28: Search for “webterm”

On the next screen, ensure that “Install the appliance on the GNS3 VM is already
selected, then click “Next.”

& Install webterm appliance 7 X
Server
Flease choose a server type to install the appliance. The grayed out server types are not supported or configured. ‘
Server type

Install the appliance on a remote server

I 8 Install the appliance on the GNS3 VM {recommendad)

Install the appliance on your local computer

Appliance info | Mext = Cancel

Figure A.29: Select “Install the appliance on the GNS3 VM”

5. On the next screen, click “Finish.”
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& Install webterm appliance ? *
Usage
Please read the following instructions in order to use your new appliance. ‘

The template will be available in the guest category.

The froot directory is persistent.|

Appliance info < Back | Einish | Cancel

Figure A.30: Click on Finish
After that, it should appear under all devices in GNS3

Configuring Your Webterm Device with a Static IP

1. Drag in the webterm device from the left pane. Then once it finishes downloading the docker
file, right click it and select “Edit config.”

x Configure

>_ Console

=2 Auxiliary console

P> Start

"7 Suspend

B stop

' Reload

Custem console
Change hostname
Qﬂ Change symbol
Duplicate

@ Show node information
& Show in file manager
4 Bring to front

E Import config

] Export config

& Edit config

=3 Raise one layer

webter =* Lower one layer

Lock itern
[E1] Delete

Figure A.31: Edit config
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2. A window will pop up containing the device’s network configuration. We want to modify this
file to match the specified IP address. The final modification should look like a little like this:

& webterm-1 interfaces 7 X
1o gl vl conbics oncommil s o s e el

= Staticconfin for eth
auto ethd
iface eth0 inet static
address 10.0.0.2
netmask 255.255,255.0
gateway 10.0.0.1
up echo nameserver 8,8.8.8 > fetc/resolv, conf

FDTICP conhg Tor et
# auto eth
#iface eth0 inet dhep|

Refresh | Save Cancel

Figure A.32: Static IP address configuration
After these modifications, click on the save button on the bottom right of the window.

Configuring a Webterm DHCP Client

We just need to uncomment these 2 lines to enable DHCP. Click on save and we are done.

@ VPN Setup ) ntication
Name | FG1 |
Template type m Hub-and-Spoke = Remote Access

Sl Custom

NAT configuration No NAT between sites

This site is behind NAT
IPsec Wizard The remote site is behind NAT

1Psec Tunnel Template Remote device type  EER=NaalerIes

PN “duce Cisco

IPsec Tunnels

Site to Site - FortiGate

o @

This FortiGate Remote FortiGate

Figure A.33: DHCP IP address configuration



FortiGate Firewall 305

Connecting Devices in GNS3

Please see the example below:'

Figure A.34: Connecting devices

Using NAT in GNS3

The NAT device in GNS3 will allow devices in our virtual topology to communicate with the internet.
This device is under the all devices section of GNS3.

&) Cisco 7200 [Customized]
& Closs 1200
Cloud
5 Ethemet hub

@P Ethemet switch

\' Frame Relay switch

B i Linux 20183
B ol Linux 2021.1
B aliLinux cLI

L4 palo Alto

B ypes

Q ‘webterm

‘Windows Server 2012 R2
|
B ordpress

B oy Client2

o

Figure A.35: NAT

1. If using an offline version of the book, navigate to https://opentextbc.ca/fortigatefirewall/back-matter/appendix/ in order to see this
animated example.
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Make sure you select the GNS3 VM as the option whenever you see this window (applies for all
devices)

& server ? ¥

Please choose a server

YAVPC
| GNS3 VM (GNS3VM) | ~|1"

Figure A.36: Choose GNS3 VM

Using Kaliin GNS3

Sometimes we need to use Kali to demonstrate an attack. Please keep in mind that Kali is used strictly
for testing purposes, and should not be used as a daily driver, to hack your friends, or to pretend to look
cool.

1. Let’s begin by clicking “New template” on the bottom left hand of GNS3.

Security devices B
rtiGate 6.0.0

rtiGate 6.0.1

Fo
Fo
FortiGate 6.4.0
FortiGate 6.4.7
Fo

rtiGate 6.4.8

Palo Alto

= tiew template T

Console

Figure A.37: Create a new template

2. We want to install this into the GNS3 VM. Click on the option to “Install an appliance from
the GNS3 Server,” then click “Next.”
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é New template ? x

HNew template
Please select how you want to create a new template

I:' Install an appliance from the GNS3 server (recommended)

Import an appliance file {.gns3a extension)

Manually create a new template

< Back | Mext > Cancel

Figure A.38: Select “Install an appliance from the GNS3 Server”

3. On the next window, search for “kali”, and select the non “CLI” option.

€ Newtemplate ? *

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

kali

Appliance name = Emulator Vendor
Firewalls
~ Guests

E Kali Linux Qemu Kali Linux
™ Kali Linux CLI Docker Kali Linux
Routers
Switches

Update from online registry < Back | Install ‘ Cancel

Figure A.39: Select Kali Linux

4. On the next screen, ensure that “Install the appliance on the GNS3 VM” is already selected,
then click “Next.”
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é Install webterm appliance

Server
Please choose a server type to install the appliance. The grayed out server types are not supported or configured.

Server type

i) Install the appliance on a remote server

@ Install the appliance on the GNS3 VM (recommended) I

) Install the appliance on your local computer

5. “Next” again:

| ap_phance info | MNext > Cancel
Figure A.40: Install the appliance on the GNS3 VM
é Install Kali Linux appliance ?
Qemu settings 9
Please choose the qemu binary that will be used to run this appliance. -
Qemu binary: | fusr bin/gemu-system-x86_64 (v4.2.1) -
| a_pphance info | | < Back | MNext > \ Cancel

Figure A.41: Qemu binary

6. Expand the “2019” option, and download both missing files.
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& Install Kali Linux appliance ? X
Required files
Flease select one version of Kali Linux and import the required files. Files are searched in your downloads and GNS3 images directories by default ‘
Appliance version and files Size Status =
» Kali Linux version 2021.1 34GB Readytoins Would say missing
~ Kali Linux version 2019.3 2.9GB  Ready V <

2

ali-linux-persistence- Igb.qcowd 33,1 MB Found on GNS3 VM (GNS3 VM)
* Kali Linux version 2019.2 3.2GB
kali-linux-2019.2-amd64.iso 31GB g
kali-linux-persistence-1gb.qcow? 33.1 MB Found on GNS3 VM (GNS3 VM)
* Kali Linux version 2019.2 (MATE) 3.1GB
kali-linux-mate-2019.2-amd64.iso 3.1 GB g
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)
~ Kali Linux version 2019.1a 33GB  Missing files
kali-linux-2019.1a-amd64.iso 3.2GB
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)

+ Kali Linux version 2018.4 3.0GB issing files
kali-linux-2018.4-amdé4.iso 2.9 GB g
kali-linux-persistence-1gb.qcow? 33.1 MB Found on GNS3 VM (GNS3 VM)

~ Kali Linux version 2018.3a 30GB  Missing files

kali-linux-2018.3a-amd64.iso 30GE  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)
~ Kali Linux version 2018.1 29GB  Missing files

kali-linux-2018.1-amd64.iso 28GEB  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)
+ Kali Linux version 2017.3 27GB  Missing files
kali-linux-2017.3-amdé4.iso 27GB  Missing
kali-linux-persistence-1gb.qcow? 33.1 MB Found on GNS3 VM (GNS3 VM)
~ Kali Linux version 2017.2 28GB  Missing files .
Import Download | ~<fme— Allow custom files | Create a new version Refresh
Appliance info < Back Megtt > Cancel

Figure A.42: Select the Kali-Linux version and then Download

7. After that, import the downloaded file to the specified 2019 selection.

* Open

« e l This PC :) WARMFILES » Images » Linux

Organize * New folder
e
# Quick access : 13 G IV Imnaye rue
B Deskiop (86_64-Netinstall-20 021-01- 1! Disc Image File
Disc Image File
Di .

Downloads

E Documents .

B Pictures

ebian-10.7.0-an f 2 - Disc Image File
B install-amd6a in 0201227721450 2 2: Disc Image File
M This P( .‘ install-amd&4-minimal-20210110T21450 2 14 ) mage File
= B install-amd64-minimal-2021 14 Jisc Image F
B kali-linux-2019.3-amd6d.iso : Disc Image File
B kali-lin 021.1-installer-amd64.i - - Disc Image File
Image File
= (F:) WARMFILES
OTTERFILES

" Network

File name: | kali-linux-201 md6d.iso

Figure A.43: Select the Kali-Linux downloaded file

8. It should take a second, but GNS3 will start to load up the ISO into the GNS3 VM.
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6_ nsiall kall Linux appliance -

Required files

Flease select one version of Kali Linux and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files
» Kali Linux version 2021.1
~ Kali Linux version 2019.2
kali-linux-2019.3-amd64.iso
kali-linux-persistence-1gb.gcowd
* Kali Linux version 2019.2
kali-linux-2019.2-amd64.iso
kali-linux-persistence-1gb.qcow2
= Kali Linux version 2019.2 (MATE)
kali-linux-mate-2019.2-amd&4.iso
kali-linux-persistence-1gb.gcow2
~ Kali Linux version 2019.1a
kali-linux-2019.1a-amdé4.iso
kali-linux-persistence-1gb.gcowd
* Kali Linux version 2018.4
kali-linux-2018.4-amd64.iso
kali-linux-persistence-1gb.qcow2
+ Kali Linux version 2018.3a
kali-linux-2018.3a-amd64.iso
kali-linux-persistence-1gb.gcow2
~ Kali Linux version 2018.1
kali-linux-2018.1-amd64.iso
kali-linux-persistence-1gb.gcowd
* Kali Linux version 2017.3
kali-linux-2017.3-amdé4.iso
kali-linux-persistence-1gb.qcow2
+ Kali Linux version 2017.2

Import Download

Figure A.44: Load the image

Size

34 GB
2.9 GB
2.8GB
331 MB
3.2GB
31GB
331 MB
3.1GB
3.1GB
331 MB
33 GB
3.2 GB
331 MB
3.0GB
29 GB
331 MB
3.0GB
3.0GB
331 MB
2.9 GB
2.8 GB
331 MB
2.7GB
2.7GB
331 MB
2.8 GB

Status

Ready to install

Missing files

Missing

Found on GNS3 VM (GNS3 VM)
g files

Missing

Found on GMN53 VM (GMS3 VM)
g files

& Please wait ? *

Uploading kaliHinux-2019, 3-amd&4.iso
729.6MB [ 2.8 GB

Found o

Missing - 25%,

Missing

Found on GNS3 VM [GNS3 VM)

Missing files

Missing

Found on GMN5S3 VM (GMNS3 VM)

Missing files

Missing

Found on GNS3 VM (GNS3 VM)

Missing files

Missing

Found on GMS3 VM (GMNS3 VM)
sing files

Allow custom files

Appliance info

9. After that, click the 2019 version again, then click “Next.”

< Back

Create a new wversion

Mext =

Refresh

Cancel
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& Install Kali Linux appliance ? X
Required files >
Flease select one version of Kali Linux and import the required files. Files are searched in your downloads and GNS3 images directories by default -
Appliance version and files Size Status =
b Kali Linux version 2021.1 34 GB Ready to install
Kali Linux version 2019.3 29 GB Ready to install
kali-linux-2019.3-amd&4.iso 2.8GB Found on GNS3 VM (GMS3 VM)
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)
+ Kali Linux version 2019.2 3.2GB  Missing files
kali-linux-2019.2-amd64.iso 31GE  Missing

kali-linux-persistence-1gb.qcow? 33.1 MB Found on GNS3 VM (GNS3 VM)
 Kali Linux version 2019.2 (MATE) 31GB  Missing files
kali-linux-mate-2019.2-amd6édiso 3.1 GB  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)
~ Kali Linux version 2019.1a 33GB  Missing files
kali-linux-2019.1a-amd64.iso 32GB  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)

+ Kali Linux version 2018.4 30GB  Missing files
kali-linux-2018.4-amdé4.iso 29GB Missing
kali-linux-persistence-1gb.qcow? 33.1 MB Found on GNS3 VM (GNS3 VM)

~ Kali Linux version 2018.3a 30GB  Missing files

kali-linux-2018.3a-amd64.iso 30GE  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)

~ Kali Linux version 2018.1 29GB  Missing files
kali-linux-2018.1-amd64.iso 28GB  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GNS3 VM (GNS3 VM)
+ Kali Linux version 2017.3 27GB  Missing files
kali-linux-2017.3-amdé4d.iso 27GB  Missing
kali-linux-persistence-1gb.qcow? 33.1 MB Found on GNS3 VM (GNS3 VM)
~ Kali Linux version 2017.2 28GB  Missing files .
Alow custom fles | Create anew version | | Refresh
| &.\.:pl.i.anoe. ini;o | < Eaci( | Next > | ; Cancel
Figure A.45: Ready to install Kali 2019.3
Then click “Finish.”
é Install Kali Linux appliance ? *
Usage 5
Please read the following instructions in order to use your new appliance. -

frhe template will be available in the guest categary.

Default password is toor
Enable persistence by selecting boot option 'Live USB Persistence’

Cancel

:_g_pphaﬂce info | | < ﬂ_ack

Figure A.46: Click on “Finish”
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Using WordPress in GNS3

Sometimes we need a basic webserver to demonstrate website functionality. This can be accomplished
using the WordPress appliance in GNS3. Start by clicking the new template button on the bottom of the

page.

ortiGate 7.
Palo Alto

wtiew template

Console

Figure A.47: Create a new template

We want to install an appliance from the GNS3 server.

6 New template ? x

New template
Please select how you want to create a new template

I ® . Install an appliance from the GNS3 server (recommended)

Import an appliance file {.gns3a extension)

Manually create a new template

< Back | Mext> Cancel

Figure A.48: Install an appliance from the GNS3 server

Look up “WordPress,” then click “Install.”
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é New template ? x

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

wordpress

Appliance name  * Emulator Vendor
Firewalls
~ Guests
= WordPress  Docker Turnkey Linux

Routers
Switches \

Update from online registry < Back | Instal \ Cancel

Figure A.49: Search for “WordPress”

Just press next for the following dialogue boxes, and you should now have WordPress!

B i Linue cLI
NAT

Palo Alto

e VPCS

& webterm

Windows Server 2012 R2
m

B \yordpress B

B Client2

Figure A.50: WordPress installed successfully!

Running WordPress

After changing the interface configuration, start the machine. You will see a dialogue box:
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TurnKey GNU/Linux Configuratien Censole

WP appliance

Web: http://10.0.08.2
https://10.0.6.2

Web shell: https://10.0.0.2:12320

Webmin: https://10.0.0.2:12321

Adminer: https://10.0.0.2:12322

SSH/SFTP: root@le.e.8.2 (port 22)

TKLBAM (Backup and Migration): NOT INITIALIZED

TurnKey Backups and Cloud Deployment
https://hub.turnkeylinux.org

< [uit >

Figure A.51: Running WordPress

Press enter and you’ll see the device under some basic configuration. Once you get to the prompt, you
can exit that window, and you will have WordPress ready!

min.conf: started
mindone.
for Mon Apr

ommand te link thi
the man

login).

the container.
nmended.

Figure A.52: WordPress is ready!

Using Switches in GNS3

Usually we just use switches to connect multiple devices together in GNS3. However, it can also be
used for VLANS. Start by dragging one in and double clicking it.
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6‘ Node properties

*

 Switchl configuration

General
Name: Switch1
Console type: | none e
Settings Ports
-
- . - Port « VLAM  Type EtherType
0 1 access
- 1 1 access
VLAN: 1 2 1 access
3 1 access
Type: Tz - 4 1 access
5 1 access
) B 1 access
QinQ EtherType: | 0x8100 7 1 access
1 »
Add Delete
Reset oK Cancel Apply

Figure A.53: Switch configuration

Here you can see that they are all basically untagged. To configure a specific port, simply double click
your desired port

€ Node properties ? X
' Switch1 configuration
General
Name: Switch1
Console type: | none -
Settings Ports
Eo. 7 Port = WLAN Type EtherType
0 1 access
1 1 access
VLAN: 1 2 1 access
3 1 access
Type: access 4 1 ACCESS
5 1 access
’ 6 1 JCCESS
LA S
] »
Add Delete
Reset oK Cancel Apply

Figure A.54: Switch port configuration

Configure the necessary settings for them (access is for tagging, dot1q is for trunking).
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Click on add to Apply the changes.

6‘ MNode properties ?
 Switchl configuration |
General
Name: |Swihd'11 |
Console type: |nor|e A |
Settings Ports
Eo. |? |=| Port = WLAN Type EtherType
0 1 access
= 1 1 access
VLAN: |1 |v | 2 1 access
3 1 access
Type: | dotiq - | 4 1 access
5 1 access
QinQ EtherType: | 0x3100 - .? 1 :zz:::
4] D
| Add || Delete |
| Reset | oK | | Cancel | | Apply |
Figure A.55: Switch port configuration
€ Node properties ?
' Switch1 configuration |
General
Name: |Switd11 |
Console type: |nor|e b |
Settings Ports
Port: [ |=| Port = WLAN Type EtherType
: 0 1 access
= 1 1 access
B ! |' | 2 1 access
3 1 access
Type: |dot1q = | 4 1 ACCESS
5 1 access
inQ EtherType: | 0x8100 - i 1 access
QinQ EtherType X l—l_"' 7 dotig
1 1 4 T T »
| Add | Delete i
| Reset | OK | | Cancel | | Apply |

Figure A.56: Switch port configuration

Then click Apply and OK.
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