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Accessibility Statement

BCcampus Open Education believes that education must be available to everyone. This means
supporting the creation of free, open, and accessible educational resources. We are actively committed
to increasing the accessibility and usability of the textbooks we produce.

Accessibility of This Textbook

The web version of this resource has been designed to meet Web Content Accessibility Guidelines 2.0,
level AA. In addition, it follows all guidelines in Appendix A: Checklist for Accessibility of the
Accessibility Toolkit — 2nd Edition. It includes:

« Easy navigation. This text has a linked table of contents and uses headings in each chapter to
make navigation easy.

» Accessible images. All images in this text that convey information have alternative text.
Images that are decorative have empty alternative text.

» Accessible links. All links use descriptive link text.
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Accessibility Checklist

Element Requirements Pass?

Headings Content is organized under headings and subheadings that are used sequentially. Yes
Images that convey information include alternative text descriptions. These descriptions

Images are provided in the alt text field, in the surrounding text, or linked to as a long Yes
description.

Images Images and text do not rely on colour to convey information. Yes
Images that are purely decorative or are already described in the surrounding text contain

Images empty alternative text descriptions. (Descriptive text is unnecessary if the image doesn’t | Yes
convey contextual content information.)

Tables Tables include row and/or column headers that have the correct scope assigned. Yes

Tables Tables include a title or caption. Yes

Tables Tables do not have merged or split cells. Yes

Tables Tables have adequate cell padding. Yes

. . | Videos have captions of all speech content and relevant non-speech content that has been

Multimedia ) Yes
edited by a human for accuracy.

Links The link text describes the destination of the link. Yes

. Links do not open new windows or tabs. If they do, a textual reference is included in the

Links - Yes
link text.

Links Links to files include the file type in the link text. Yes

Font Font size is 12 point or higher for body text. Yes

Font Font size is 9 point for footnotes or endnotes. Yes

Font Font size can be zoomed to 200% in the webbook or eBook formats. Yes

Known Accessibility Issues and Areas for Improvement

+ The book relies heavily on screenshots from the Palo Alto firewall software. These
screenshots do not have alt text. While many of the screenshots are described in the
surrounding text, the book has not been reviewed to ensure that the surrounding text is an
adequate alternative for all images in the book.

Let Us Know if You are Having Problems Accessing This Book

We are always looking for ways to make our textbooks more accessible. If you have problems
accessing this textbook, please contact us to let us know so we can fix the issue.
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Please include the following information:

* The name of the textbook
* The location of the problem by providing a web address or page description.
* A description of the problem

» The computer, software, browser, and any assistive technology you are using that can help us
diagnose and solve your issue (e.g., Windows 10, Google Chrome (Version 65.0.3325.181),
NVDA screen reader)

You can contact us one of the following ways:

* Web form: BCcampus IT Support
» Web form: Report an Error

This statement was last updated on November 29, 2023.

The Accessibility Checklist table was adapted from one originally created by the Rebus Community
and shared under a CC BY 4.0 License.
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For Students: How to Access and Use this Textbook

This textbook is available in the following formats:

* Online webbook. You can read this textbook online on a computer or mobile device in one
of the following browsers: Chrome, Firefox, Edge, and Safari.

* PDF. You can download this book as a PDF to read on a computer (Digital PDF) or print it
out (Print PDF).

* Mobile. If you want to read this textbook on your phone or tablet, you can use the EPUB
(eReader) file.

« HTML. An HTML file can be opened in a browser. It has very little style so it doesn’t look

very nice, but some people might find it useful.

For more information about the accessibility of this textbook, see the Accessibility Statement.

You can access the online webbook and download any of the formats for free here: Palo Alto Firewall:
Practical Guidance and Hands-On Labs. To download the book in a different format, look for the

“Download this book” drop-down menu and select the file type you want.

How can I use the different formats?

Internet Screen
Format . Device Required apps Accessibility Features reader
required? .
compatible
Online Computer, | An Internet browser | WCAG 2.0 AA compliant, option to
webbook Yes tablet, (Chrome, Firefox, enlarge text, and compatible with Yes
phone Edge, or Safari) browser text-to-speech tools
Adol?e Reader (for Ability to highlight and annotate the
Computer, | reading on a .
PDF No . text. If reading on the computer, you | Unsure
print copy | computer) or a .
. can zoom in.
printer
Computer, .
EPUB No tablet, An eReader app Op ton to enlarge text, change font Unsure
style, size, and colour.
phone
Computer, | An Internet browser | WCAG 2.0 AA compliant and
HTML No tablet, (Chrome, Firefox, compatible with browser Yes
phone Edge, or Safari) text-to-speech tools.
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Tips for Using This Textbook

» Search the textbook.

o If using the online webbook, you can use the search bar in the top right corner to
search the entire book for a key word or phrase. To search a specific chapter, open
that chapter and use your browser’s search feature by hitting [Cntr] + [f] on your
keyboard if using a Windows computer or [Command] + [f] if using a Mac
computer.

o The [Cntr] + [f] and [Command] + [f] keys will also allow you to search a PDF,
HTML, and EPUB files if you are reading them on a computer.

o If using an eBook app to read this textbook, the app should have a built-in search
tool.

+ Navigate the textbook.

o This textbook has a table of contents to help you navigate through the book easier.
If using the online webbook, you can find the full table of contents on the book’s
homepage or by selecting “Contents” from the top menu when you are in a chapter.

+ Annotate the textbook.

o If you like to highlight or write on your textbooks, you can do that by getting a
print copy, using the Digital PDF in Adobe Reader, or using the highlighting tools
in eReader apps.



About BCcampus Open Education xiii

About BCcampus Open Education

Palo Alto Firewall: Practical Guidance and Hands-On Labs by Hamid Talebi and Xavier Cawley was
funded by BCcampus Open Education.

BCcampus Open Education began in 2012 as the B.C. Open Textbook Project with the goal of making
post-secondary education in British Columbia more accessible by reducing students’ costs through the
use of open textbooks and other OER. BCcampus supports the post-secondary institutions of British
Columbia as they adapt and evolve their teaching and learning practices to enable powerful learning
opportunities for the students of B.C. BCcampus Open Education is funded by the Ministry of Post-
Secondary Education and Future Skills and the Hewlett Foundation.

Open educational resources (OER) are teaching, learning, and research resources that, through
permissions granted by the copyright holder, allow others to use, distribute, keep, or make changes to
them. Our open textbooks are openly licensed using a Creative Commons licence and are offered in
various eBook formats free of charge, or as printed books that are available at cost.

For more information about open education in British Columbia, please visit the BCcampus Open
Education website. If you are an instructor who is using this book for a course, please fill out our
Adoption of an Open Textbook form.

This book was produced using the following styles: Palo Alto Firewall: Practical Guidance and
Hands-On Labs Style Sheet [Word file]
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A Practical Introduction

The Fundamental Theory

Palo Alto is a next-generation firewall. This means that it uses more advanced techniques to detect
threats compared to a traditional firewall. Where a more traditional firewall would inspect source and
destination IP addresses and ports, a next generation firewall would detect an application, user, or piece
of content. From there we can choose to either allow, block, drop or reset the connection.

Chapter Navigation

Every lab will contain a learning outcome section on the top. Here is an example:

Learning Objectives

* Learn how to navigate this book

* Open up GNS3

These will contain what the current lab is trying to teach.

A topology of how the lab will look like, will be displayed after the learning outcomes. Here is an
example:
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Outside

These are
Webterms

etho

DHCP

Outside-Sw

el \:‘ . o7
s Outside

DHCP
ethernetl/3

-
PA-1

Figure E.1: An example scenario

A Practical Introduction

What this book aims to accomplish is a practical understanding of the usage and functionality of Palo
Alto firewalls. Learn by doing will be a strong driving force in the coming labs and examples in this
book, and I encourage you to try and extend these labs and have fun with them.
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Chapter 1. Basics
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1.1 GNS3 and Palo Alto

Learning Objectives

+ Configure a static IP for the management port on the firewall

+ Change general settings of the firewall using the web interface

Scenario: In this lab, we’re only going to start with the basics. Connecting to and configuring basic
settings on Palo Alto. There will be a little console usage, but don’t fret. The rest of these will involve
some sort of GUI based option

PaloAlto-1

management 192.168.0.1/24

eth0 192.168.0.2/24

e

Management

Figure 1.1: Main Scenario
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Table 1.1: Addressing Table

Device Configuration
PaloAlto-1 Management: 192.168.0.1/24
WebTerm1-Management eth0: 192.168.0.2/24

Console into the Palo Alto Device

Make sure to start all your devices, then double click the Palo Alto device. You should see a console
window pop up. We need to wait till the prompt changes to “PA-VM”. Otherwise, we cannot login.

B PaloAlto-1 - PuTTY - | *®

vin 1 n:

Figure 1.2: No Login

After about 15 mins, hit enter, and the prompt should change. Login with the following credentials:
Username: admin
Password: admin
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It will prompt you to change your password. Once you’re finished changing your password, you will
see the prompt change to this:

B PaloAlto-1 - PuTTY - | *®

Figure 1.3: Firewall General mode
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Configure a Static IP on the Palo Alto Device

I promise you that this is one of the only times we will be interfacing with the command line. But this
is necessary for setting up a static IP. Type these commands into the now open console:

1) configure

2) set deviceconfig system type static

3) set deviceconfig system ip-address 192.168.0.1 netmask
255.255.255.0

4) commit

Line 1: Gets you into configuration mode.
Line 2: Configuration mode command to set the management interface to a static address.
Line 3: Sets IP of the management interface.

Line 4: Every time you make any change in Palo Alto, you must commit the changes for it to take
effect.

It should look like this if all commands were successful:

commit

urn to command prompt

Figure 1.4: Set a static IP address



Access the Web Interface from Webterm

1.1 GNS3 and Palo Alto 9

Double click on the webterm device. A Firefox window should immediately pop up:

B 11 - TightVNC Viewer — [m] *
BEHED N S| @on an| By @ e @a|FH
& NewTab x |+
¢ o [ Q_ Search with Google or enter address N @O & =
<]
=Y WA
{5 Search the Web -
28 Top Sites
o i
(o
0o
)
%
youtube facebook wikipedia reddit twitter
%k Highlights +
+¢
+
Start browsing, and we'll show some of the great
articles, videos, and other pages you've recently
visited or bookmarked here.
JWM _G= @ Mozlla Firefox 02:50

Figure 1.5: WebTerm Firefox browser

On the top address bar, type in “https://192.168.0.1” (without quotes) then hit enter.


https://192.168.0.1/
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After typing that in, you should see a block page:

%11 - TightVNC Viewer

BEHERD N S| do A B @ e @8

Y Warning: Potential Security Rislc Ahead -

viozilla Firefox

A Warning: Potential Securt X | 4

“ 5 C R - & Y

‘ (@ httpsy/192.168.0.1

n O &

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.0.1. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

ommended)

JWM == @& Warning: Potential Security R

02:51

Figure 1.6: Type IP address of Palo Alto
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To get past this, click advanced, then click “Accept the Risk”.

3 Warning: Potential Security Risk Ahead - Mozilla Firef

& Wwarning: Potential Securit X | 4
<= C @ ‘ (@ httpsy/192.168.0.1 .- @ W | nNo e =
1 Warning: Potential Security Risk Ahead
Firefox detected a potential security threat and did not continue to 192,168.0.1. If you wvisit this site,
attackers could try to steal information like your passwords, emails, or credit card detalls.
L3
Learn more...
Websites prove their identity via certificates. Firefox does not trust this site because it uses a
certificate that is not valid for 192.168.0.1. The certificate is only valid for
92d486c856d17934,
Error code: MOZILLA PKIX ERRCR SELF SIGWED CERT
iew Certificate
Go Back [Recommended) Accept the Risk and Continue
@ Firefox automatically sends some data to Mozilla so that we can improve your experience, Choose What | Share ‘ b4
WM == @ Warning: Potential Security R 01:37

Figure 1.7: Past of security warning
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Now that we’re past the scary-looking warning screen, type in the credentials to the user: admin. The
password should be the password you set after initially logging in through the command line.

%11 - TightVNC Viewer - O X
HEHED N S| @A By & & @E|H

% Login X |+

€= ¢ @ (@ & hupsyn92.168.0.1phplogn php? -9 % N o ® =

' #/» paloaltor

NETWORKS

Username

Password

Figure 1.8: Enter credentials
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Now, we’re in the web interface for the Palo Alto device!

R %11 - TightVNC Viewer — O b4
BEHEDIN S| ®@on || @&
3 PA-WM - Mozilla Fire
4 PANM x |+
&« d o | @ £ httpsy/192.168.0.1/7#dashboard:vsys1 we @ ﬁ| o =
Welcome @

(]
Welcome to PAN-OS 10.1!

‘With this release, Palo Alto Metworks introduces an integrated CASB (Cloud Access Security Broker) solution to enable SaaS applications with
confidence, and a reinvention of Internet security with the intreduction of Advanced URL Filtering and major enhancements to our DNS Security
service. Highlights include:

App-ID Cloud Engine—Powers our 5aaS Security Inline subscription and dramatically increases visibility and control of over 15,000 SaaS applications >
and their corresponding functions. Applications identified through the App-1D Cloud Engine integrate with Policy Optimizer to streamline

incorporation of these new applications into an application-based security policy with the strongest possible security posture. New applications

become available in PAN-OS through the App-1D Cloud Engine as they're defined, without needing to wait for App-ID signatures to be developed.

5aas 5 ity Inline Subscripti In combination with next-generation firewalls, the SaaS Security Inline subscription provides SaaS visibility and
security controls that prevent data security risks of unsanctioned SaaS app traffic traversing your network. With SaaS policy rule recommendations
authored by the SaaS administrator and imported as policy rules by the firewall administration, SaaS Security Inline facilitates a seamless SaaS
security workflow throughout your organization for an improved security posture.

Advanced URL Filtering—Extends beyond basic URL filtering with the intreduction of a new, cloud-based ML-powered web security engine that
protects against today's most evasive and targeted web-based attacks. Advanced URL Filtering performs ML-based inspection of real web traffic

e N B ey

|:| Do not show again
#0000

https:/j192.168.0.1/7#
JWM == @ PA-WM - Mozila Firefox 02:55

Figure 1.9: First page of Palo Alto
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Explore the Web Interface

Let’s focus on what we’ll actually be used as these labs progress.

BruhloAlto - Mozilla Firefox
4% BruhloAlto X |+

<« c @ @ £ htty

(192.168.0.1/7

o I O & =

MONITOR *O LICIES OBIECTS WORK DEVICE

fsatn Management | Operations Int Telemetry G ion CE DL
= High Awvailability T —
ot A General Settings Panorama Settings &
= Password Profiles
R P Hostname BruhloAlto
Admin Roles Domain
Login Banner
Force Admins to Acknowledge Login
Banner
User Identification
SRR SSL/TLS Service Profile
= Data Redistribution
Time Zc US/Pacific
5 Device Quarantine e s 2
WM Information Sources Locale en
r' Troubleshooting Time ;;;;pr 26 1B:38:56 PDT
~ L Certificate Management Geo Location
€0 Locatiorn
= Certificates
D = Autormatically Acguire Commit Lock
_E] Certificate Profile
E’ OCSP Responder Certificate Expiration Check
&) S5L/TLS Service Profile Use Hypervisor Assigned MAC Addresses
SCEP GTP Security
2 S5L Decryption Exclusio SCTP Security
E‘ SSH Service Profile Secure Communication Settings ¢

% Response Pages
I:@ Log Settings

Server Profiles

paloalto’

@ Firefox automatically sends some data to Mozilla so that we can improve your experience, Choose What | Share | X

JWM == @ BruhloAlto - Mozilla Firefox 01:38

Figure 1.10: Device Settings
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In device settings, we can change the hostname, create users, generate certs, etc. The bottom line is that
it is used for general system administration. We will be delving more into this as the chapters progress.

3 BruhloAlto - Mozilla Firefox

4 BruhloAlto X |+
<« C & @ §\ httpsi/192.168.0.1/7#network:vsys Linetworkfinterfaces see o o & =
= Interfaces Ethernet | VLAN | Loopback | Tunnel | SD-WAN
PR Zones —
S =
= VLANS .::_::.\ Bitems | 5
E@ Wirtual Wires
Mrhliourers INTERFACE MANAGEMENT LINK VLAN /
@ IPSec Tunnels INTERFACE TYPE PROFILE STATE | IP ADDRESS VIRTUAL ROUTER TAG VIRTUAL
{l GRE Tunnels & etherne 1171 none none Untagged none
£ DHCP
U DNS Prowy E=Fethernet1/2 none none Untagged none
~ @ GlobalProtect S ethernet1/3 none none Untagged none
5 Porta
@ Portals ST ethernetl/4 none none Untagged none
[é Gateways
'?D MDM == ethernetl/s none none Untagged none
Eg Clientless Apps EFethernetl/é none e Untagged none
EL? Clientless App Groups
. Qos &= etherne t1/7 none |‘£nc Untagged none
?_: LLDP = ethernetl/8 none none Untagged none
Ar @ Metwork Profiles
1 GlobalProtect IPSec Cry
T IKE Gateways
[ IPSec Crypto
3 IKE Crypto
E- Maonitor
@_ﬂ Interface Mgmt .@. POF/CSY
paloalto
@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share x
jwu__ BIR @ BruhioAto - Mozlla Firefox 01:39

Figure 1.11: Network Interfaces Settings
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In network settings, we can change interface IP addresses, create tunnels, and setup routing.

3 BruhloAlto - Mozilla Firefox

4 BruhloAlto X |+

&« ¢ @ @ § https:/192.168.0.1/7#obje

w in @ ®

i:objectsfaddresses

MONITOR

S ®

@ el -::::-\ Oitems | 5 ¢
I Address Groups MAME LOCATION TYPE ADDRESS TAGS

\f.e;' Regions

,_"',—_'1 Crynamic User Groups

E Applications k

L& Appl
B
2 Services
'-'_?o ervice Groups
@ Tags
3 Devices
v "\?_1" Global Protect
HIP Objects
&3 HIP Profiles
@ External Dynamic Lists
et :‘: Customn Objects

E5 Data Patterns

tion Groups

Application Filters

@ Spyware
®) Vulnerability
@ URL Category
et @ Security Profiles
@ Antivirus
U Anti-Spyware
2 Vulnerability Protection

(@ Add (@) PDF/CSV
paloalto
@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share | X
jwu__ BIR @ BruhioAto - Mozlla Firefox 01:40

Figure 1.12: Objects Settings
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We won’t be using the objects tab very much, however, it is important to know about it. Here, we can
create pre-defined address objects, define ports, and create security policy templates.

4 BruhloAlto - Mozilla Firefox
# Bruhloalto x |+
< c @ @ §\ httpsiy192.168.0.1/7#policies:vsys1:policies/security-rulebase

£ Securlty Q
3 NAT

2 Qos

__R Policy Based Forwarding
5 Decryption

f_{_j Tunnel Inspection

B application Override

wication

Policy Optimizer =2

g MNew App Viewer
g Rules Without App Controls Y
r‘ Unused Apps
e EE Rule Usage
E_'} Unused in 30 days
E_\j} Unused
E_\'_'} Unused

in 90 days

+ | (¥) Add

Object : Addresses

MONITOR

TAGS

POLICIES OBIECTS

TYPE ZONE

intrazone

interzone any

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

ADDRESS

Maowve ¥

N

@
1l

Zitems | = %
Source
USER DEVICE ZONE
(intrazone)

(@ PDF/CSV [ Highlight Unused Rules »
= paloalto

Choose What | Share b4

jwm__ Bl @ Brunloalto - Mozlla Firefox

01:40

Figure 1.13: Policy Settings

The policies tab is arguably the most important tab of the firewall. Here we will configure security
policies and define NAT rules. An important thing to note is these pre-existing security policies.
Everything within a zone is allowed, whereas a zone to another zone is not allowed.
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Change the Hostname of Palo Alto

Head over to the device tab, and click the cog icon to the right of device settings.

4 BruhloAlto - Mozilla Firefox

#% BruhloAlto

<« c @

A High Availability
]| Config Audit
Password Profiles

Administrators

Admin Roles

Auther

cation Profile

=) Auther
User Identification

6%‘@ Data Redistribution

tion Sequence

Device Quarantine
WM Information Sources
rL Troubleshooting
w ﬁ Certificate Management
E Certificates
_E] Certificate Profile
B ocsP Resp
2] SSL/TLS Service Profile
SCEP
2 S5L Decryption Exclusio
E‘ 55H Service Profile
% Response Pages
I:@ Log Settings

~ L Server Profiles

X

o
@ £ h

MONITC

Management

Operations

General Settings

Hostname
Domain
Login Banner

Force Admins to Acknowledge Login
Banner

55L/TLS Service Profile
Time Zone
Locale

Time

Geo Location

Autormatically Acguire Commit Lock
Certificate Expiration Check

Use Hypervisor Assigned MAC Addresses
GTP Security

SCTP Security

Advanced Routing

Tunnel Acceleration

BruhloAlto

US/Pacific

en

. @0

=
B8
@
i

DEVICE

Panorama Settings {0}

Panorama Servers

Enable pushing device monitoring data to
Panorama

k Receive Timeout for Connection to 240
Panorama (sec)

Send Timeout for Connection to Panorama 240
(sec)

Retry Count for 550 Send to Panorama 25

Enable automated commit recovery

Tue Apr 26 18:41:30 PDT

2022

(@ Firefox automatically sends some data to Mozilla so that we can improve your experience,

[

Mumber of atternpts to check for Panorama
connectivity on automated commit recovery

Interval between retries (sec) on automated
commit recovery

]

Secure Communication Settings

e

403

Certificate Type Predefined
Panorama Communication

PAN-DB Communication

Choose What | Share it

JWM

_ -- @ BruhloAlto - Mozila Firefox

01:41

Figure 1.14: Changing hostname

Change the hostname to anything but PA-VM. I will change mine to “BruhloAlto”.
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After changing the hostname to anything you desire, click on OK at the bottom right of the screen.
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Locale |en
Date | 2022/04/26
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[C] GTP Security
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Tunnel Acceleration
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@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share

x
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Figure 1.15: General Settings
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After any change in Palo Alto, you will have to commit the changes. When you make changes in Palo
Alto, it is put into what we call a “candidate configuration.” This means that changes do not take
effect immediately. After we change some settings, we need to press the commit button on the top

right.
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Figure 1.16: Commit Configuration
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Pressing commit will push the candidate configuration to the running configuration. This is helpful
because the Palo Alto device is smart enough to tell you if a configuration won’t work without
affecting your active network settings. Let’s commit these changes by clicking commit again.

3 BruhloAlto - Mozilla Fire

«)-> ¢ @ @
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Figure 1.17: Commit all changes
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If all is well, after a while you should see something similar to this. It means everything worked!
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Figure 1.18: Configuration committed successfully
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Verify the Changes

Refresh the page by pressing the F5 key (or clicking on the refresh button) on the webterm web
browser. If the hostname changed, the tab will change to the hostname you set.

B x11 - TightVNC Viewer
BEED NI S| R At G e @e |

hloAlto - Mo

aE
<« C @ © & httpsi/192.168.0,1/7#natworkivsysliinetwork/zon g neoe =

MONITO

User-ID Device-1ID
INTERFA.. | ZONE | PACKET
) / VIRTUAL | PROTEC... | BUFFER | LOG INCLUD.. | EXCLUD. INCLUD... | EXCLUD.
O |name | Tvee SYSTEMS | PROFILE | PROTEC.. |SETTING | ENABLED | NETWO.. |NETWO.. | ENABLED  NETWO.. | NETWO.

@ Add PDF/CSV

47 paloalto
@ Firefox autornatically sends some data to Mozilla so that we can improve your experience. choose What | Share | X

jwn BB @ BrhioAlto - Mozila Firefox 01:47

Figure 1.19: Verify configuration

You can also see the changes being reflected on the console interface if you press enter.

P Paloklto-1 - PuTTY

Figure 1.20: Verify configuration in CLI
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1.2 DORA the DHCP Provider

Learning Objectives

» Set up a DHCP server on Palo Alto
» Set up zones

« Connect clients to the internet with Palo Alto

Scenario: In this lab, we are going to configure our friend DORA (Discover Offer Request
Acknowledge) the hander of addresses. And we’ll also be configuring internet access so that clients
may finally browse their precious Internet with SNAT (Source Network Address Translation).

PaloAlto Internet
=
J etho ethernetl/1 ethernetl/2 a
DHCP Client 10.0.0.1/24 DHCP Client
Outside
Clint
Inside
management

192.168.0.1/ 24

etho
192.168.0.2/ 24

Management

Figure 1.21: main scenario

25
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Table 1.2: Addressing Table

Device Configuration

management: 192.168.0.1/24
PaloAlto Ethernet1/1: 10.0.0.1/24
Ethernet1/2: DHCP

Client (WebTerm) eth0: DHCP

Management (WebTerm) ethO: 192.168.0.2/24

Table 1.3: Zone Configuration

Zones Interfaces
Inside Ethernet1/1
Outside Ethernet1/2

Create Zones in the Palo Alto Web Interface

Under the network tab, click zones, then add on the bottom left of the screen.

“ BruhloAlto - Mozilla Firefox
# BruhloAlto x |+

&« c o @ & https://192.168 0.1/7#network::vsys 1:networkjzones [xd n

(]
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T Clientless App Groups

<)

D 19 %
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&) IKE Crypto
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5 Interface Memt -
E ® Add (@ PDF/CSV

paloalte
@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share | X
jwi _ [ @ Bruhiotto - Mozlla Firefox 01:51

Figure 1.22: Creating zones

In here, we just change the name and type of zone. For information’s sake. We will only be dealing
with (mostly) layer 3 things in Palo Alto for this book. After that, press OK. Remember to create Inside
and Outside zones (Remember to also commit changes from time to time!)
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F& %11 - TightVMNC Viewer
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Figure 1.23: Create a zone Inside as a layer3
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Figure 1.24: Create a zone Outside as a layer3
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Set Up a Static Interface IP Address in Palo Alto

Go under the network tab, and click on ethernet1/1.

11 - TightVNC Viewer - O X
BEAE D S| e o | By
- BruhloAlto - Mozilla Firefox

# BruhloAlto x |+

< C @ @ & ht

w N @O &

OBJECTS 4 (] |£| v+ Q

S Q@

= Interfaces

Ethernet VLAN Loopback Tunnel
FA Zones E—_—
=)
WLANS = ;
;% Q Bitems | > ¢
'@ Virtual Wires
V"‘“" i INTERFACE MANAGEMENT LINK VLAN / k
@ 1PSec Tunnels INTERFACE TYPE PROFILE STATE | IP ADDRESS VIRTUALROUTER | TAG VIRTUAL |
A GRe Tumels nane none Untagged nane
DHCP
F B Brency none none Untagged none
~ lobalProtect S ethernetl/3 none none Untagged none
& ethernet1/4 nane none Untagged nane
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B Clientless Apps e nane none Untagged nane
T Clientless App Groups
2 s &= nane none Untagged nane
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~ (3 Network Profiles
) GlobalProtect IPSec Gry
 IKE Gateways
# 1PSec Crypto
) IKE Crypto
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(@) PDF/CSV

@ Firefox automnatically sends some data to Mozilla so that we can improve your experience. Choose What | Share | X

WM == @ BruhloAlto - Mozllla Firefox 01:54

Figure 1.25: Select Ethernet 1/1
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The first thing we want to do when configuring an interface is changing the interface type to layer 3,
the virtual router to default, and changing the security zone to the desired zone. In this case, we have to

change it to inside for ethernet1/1, and outside for ethernet1/2.

‘@xﬂr'ﬁght\/N(\/lewev - [m] X
SHED N S| domar| B & @ e |
4% BruhloAlto X ‘ +
R n o & =

| @ # httpsy/192.168.0.1/7#network::vsysl:network/interfaces

Cr c @

Ethernet Interface @
Intertace Name [atherneti/1
Comment
Interface Typd | Layer3 2
Netflow Profile | None £
Config 1Pud. IPvé SD-WAN Advanced
Assign Interface To

Virtual Route

Security Zm

Choose What | Share | X

01:56

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

JWM == @ BruhloAlto - Mozila Firefox

Figure 1.26: Ethernet 1/1 Configuration

Now, under the IPv4 tab of the opened window, click on Add, then type in the address and prefix of the

interface.
% BruhloAlto x [EE
&« C o @ @ https://192.168.0.1/7#network:vsys1:network/interfaces . @ ﬁ‘ N o & =
Ethernet Interface @
Interface Name | ethernetl/1
Netflow Profile | None v
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]
¢ @ sutic ) ppRoE (' DHEP Client
O [w
| & T10001724 |
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1P address/netmask Ex. 1921682254/
https:f192.168.0.1/7#
@ Firefox autornatically sends some data to Mozilla so that we can improve your experience, ‘ choose What I Share | X
G157

WM == @ BruhloAlto - Mozila Firefox

Figure 1.27: Set an IP address for Ethernet 1/1
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Ping an Interface in Palo Alto

By default, a Palo Alto interface is not pingable. In a lab environment, checking if pings are working is
a good sanity test. Go to the advanced tab, click the drop-down menu next to the management profile,
then click New.

K& 11 - TightVNC Viewer - O b

| e oo At | By | @ 8 @ & | [

BEHED NS

4% BruhloAlto x ‘ +
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Figure 1.28: Ethernet 1/1 configuration — Advanced Tab
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Call this whatever you want, but make sure to tick the ping option under networking services. Then
press OK.
3 BruhloAlto - Mozilla Firefox
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Figure 1.29: Enable Ping under Interface Management Profile
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Enable DHCP on an Interface in Palo Alto

It’s almost the same thing as setting up a static interface, but you act differently in the IPV4 menu.
Instead of typing in an IP address and mask, you just specify that this is a DHCP client.

3 BruhloAlto - Mozilla Firefox
4% BruhloAlto X |+

&« > ¢ @ | @ #. https://192.168.0.1/7#network:vsysL:networkjinterfaces

e @ ﬁ|
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Interface Type
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O
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Automatically create default route pointing to default gateway provided by server
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Figure 1.30: Enable DHCP Client on Ethernet 1/2

Don’t forget to commit your changes!
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If all is well after a commit, you will be able to check your DHCP IP address by clicking “dynamic

DHCEP client” in the main network menu.
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4 Bruhlolto
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Figure 1.31: Dynamic DHCP Client- Receive an IP address from

DHCP Server

Here is an example of that:
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Figure 1.32: IP Address of Interface 1/2
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Set Up a DHCP Server in Palo Alto

In the network tab, click on DHCP, then click Add.

3 BruhloAlto - Mozilla Firefox
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Figure 1.33: Add a DHCP Server

First, we need to define the interface, I set that to ethernet1/1 because it is our LAN. Then, I press Add
and define a range that fits the network subnet.
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Figure 1.34: Set an IP Pools for Interface 1/1
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After that, we need to configure some DHCP options under the options tab. Here we need to define the
gateway, (which is usually the interface IP address) subnet mask (which is usually 255.255.255.0), and

a DNS server. I just use Google’s DNS server as an example.

¥ BruhloAlto - Mozilla Firefox
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Figure 1.35: Set a Gateway and a primary DNS

Again, remember to commit your changes!
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Ping Palo Alto from a LAN Device

When opening up your webterm for “Client”, click the bottom left button, then click terminal.

R x11 - TightVNC Viewer - o X
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Figure 1.36: Open Terminal in WebTerm1
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Typein ip a or ifconfig on the terminal. If you see an IP address under ethO, the DHCP Server

worked!

x11 - TightVNC Viewer
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Figure 1.37: Check the IP address in Terminal
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Now, let’s ping our Palo Alto device. Type in ping 10.0.0. 1. If all works out, you should see this:

11 - TightVNC Viewer
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nogueu
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Figure 1.38: Ping 10.0.0.1 in the terminal

This means that everything so far worked! Press Ctrl+C to stop pinging the Palo Alto device.
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Security Profile Basics

In the policies tab, we want to create a new policy. Click on new in the bottom left of the Palo Alto web

interface.

2 BruhloAlto - Mogzilla Firefox
% BruhloAlto x [

n O &

<« ¢ @ | ® & httpsy/192.168.0.12 #policies:vsys Lipolic

o
SO
a y tum o

P NAT Source

2 Qos

& Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE

& Decryption ; |

B intrazone  any any oy any lintrazone)
@ Tunnel Inspection
nene interzone any any any any any

& Application Override
B

(GF Dos Protection

@ sD-waN

Policy Optimizer =
53 New App Viewer 0
(73 Rules Without App Controls
A Unused Apps 0

v %= Rule Usage

B Unused in 30 days
BD) Unused in 90 days

B Unused

Move ¥ (@ PDF/CSY [] Highlight Unused Rules

Object : Addresses

https://192.168.0.1/74%
WM _ == @ BruhloAlto - Mozlla Firefox

Figure 1.39: Add a Security Policy
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Under the general tab, we just want to give it a name. We will only be working with universal rules.
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Figure 1.40: Set a Name for Security Policy




40 Chapter 1. Basics

Under the source tab, we specify the inside zone (from). In this case, it will be the “Inside” zone.
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Figure 1.41: Set a Source Zone for Security Policy

Under the outside tab (to). Specify the outside zone.
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<« c @

| ® # httpsy/192.168.0.1/7#policies: wsys Lipolicies/security-rulebase

N O @

Security Policy Rule

General | Source Application | Service/URL Category | Actions

select

v 5 any

0 | oestinamion zone A | O [ oestination avoess ~

any v

[ | oesmination pevice ~

Insice

© Delete

®Add

[ Negate

®Add

WM _ == @ BruhloAlto - Mozlla Firefox

Figure 1.42: Set a Destination Zone for Security Policy

After that, press OK to confirm.
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SNAT (Source NAT: Access the Internet in Palo Alto)

Under the policies tab, go to NAT, then click Add.

K& 11 - TightVNC Viewer
SHERD S| @on | B @ @a|H

2 BruhloAlto - Mozilla Firefox
| 4% BruhloAlto »x |+

— G @ @ . https:/192.168.0.1/7#policies:vsys1ipolicies/nat-rulebase e w5 m o &

MONITOR POLICIES

S @
Security L&) Oitems | »(

NAT Original Packet

2 oS
= ) ) ) DESTINATION | DESTINATION DESTINATION
£R® Policy Based Forwarding NAME TAGS SOURCE ZONE ZONE INTERFACE SOURCE ADDRESS | ADDRESS SEH
= Decryption |
({_] Tunnel Inspection
=] Application Override
7 Authentication

@E DoS Protection

e

@ 5D-WaN

. Policy Dptimizerv —
v EE Rule Usage

E‘_‘) Unused in 30 days

E_\j} Unused in 90 days

’?_':. Unused

Object : Addresses + Mave > (E) PDF/CSV [] Highlight Unused Rules [ ] View Rulebase as Groups = ]
. paloalto

02:16

JWM == @ BruhloAlto - Mozilla Firefox

Figure 1.43: Set a NAT
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In this case, we want to translate packets originating from the Inside to go to the outside zone using the
interface address of ethernet1/2. This would be Port Address Translation Overload. Under the general
tab, just change the name.

x11 - TightVNC Viewer - . X

# Bruhloalto x ‘ +

& a @ |®6‘_ https:/192.168.0.1/?#policies vsys1::policies/nat-rulebase e ﬁ| In 0 &

NAT Policy Rule

General Original Packet Translated Packet

| Name | SNAT] |

Description

Tags

Group Rules By Tag

NAT Type i

Audit Comment

Audit Comment Archive

JWM == @ BruhloAlto - Mozilla Firefox 02:17

Figure 1.44: Set a Name for NAT
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Under the original packet tab, click Add then make the source zone inside. As for the destination zone,
make it outside.

1 BruhloAlto - Mozilla Firefox

4% BruhloAlto

> O @ |@£ https://192.168.0.1/7#policies:vsys1:policies/nat-rulebase e @ ﬁ| I O &

NAT Policy Rule

General Original Packet Translated Packet

DM}' Destination Zone . An'y Aﬂ'j’
ﬂ—!ﬁﬂm b D |§0URCEADDRESS ] | D DESTINATION ADDRESS
T | o
= v ] k

Destination Interface

any

Service

any

JWM == @ BruhloAlto - Mozllla Firefox 02:17

Figure 1.45: Set a Source Zone and Destination Zone for NAT
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Under translated packet on source address translation. Specify the translation type as Dynamic IP and
port, the address type as interface address, and the interface as ethernet1/2(The interface in the outside
zone) After that, click OK.

x11 - TightVNC Viewer - . X

# Bruhloalto x |+
%

(€<= & @ |® n https:/192.168.0.1/7#policies:vsys 1:policies/nat-rulebase e @ ﬁ| N o & =

NAT Policy Rule

General Original Packet Translated Packet

Source Address Translation Destination Address Translation

Translation Type DynamicIP.AndPort Translation Type | Nene
Address Type | Interface Address

Interface |
IP Address | None

JWM == @ BruhloAlto - Mozilla Firefox 02:19

Figure 1.46: Set a Translated Packet

Don’t forget to commit!
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Check Internet Connectivity on Webterm

In webterm, you could test pinging 8.8.8.8 like so:

F& x11 - TightVNC Viewer - [u] X

BEHED NI & @At Qe @ e

jwm B | Terminal 02:17

Figure 1.47: Verify your configuration

Or you can try navigating to a website for example https://something.com.

%11 - TightVNC Viewer - o X
FEED I S| @on A @ Q@ e[
omething. - Mozilla Firefox
B something x |+
<« Cc ® & something.com v N D& =
Something.
L3
| JWM7 [=] [- LXTerminal ]@ Something. - Mozlla Firefax 02:17

Figure 1.48: Verify your connectivity to the Internet

If both of these work. You have successfully configured DHCP and SNAT properly!
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1.3 SNAT

Learning Objectives

+ Configure Source NAT (SNAT)

Prerequisites:

* Security policy for Inside to Outside
+ Interface configuration

» Knowledge of previous labs

Scenario: Source NAT is what your router does on a daily basis to provide you with Internet access
just so you can go on social media and complain about how slow your internet is. Your router at home
does this all automatically for you. But since we’re real network engineers with a firewall on one
hand, and determination on the other. Let’s learn how to configure this all by ourselves using Palo
Alto! We’ve already configured this in the previous chapter, so let’s just go over it again!

47
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Clint

Q, etho

10.0.0.2/24

Inside

Figure 1.49: Main Scenario

PaloAlto-1 AT
10.0.0.1/24 DHCP
ethernetl/1 ethernet1/ 2 .
192.168.0.1/24 .
management Outside
Management
tho

;

192.168.0.2/24

Table 1.4: Addressing Table

Device Configuration

Clint eth0: 10.0.0.2/24 GW: 10.0.0.1 DNS: 8.8.8.8
Ethernet1/1: 10.0.0.1/24

PaloAlto Ethernet1/2: DHCP
Management: 192.168.0.1/24

Management (WebTerm) eth0: 192.168.0.2/24

Outside (WebTerm)

ethO: DHCP

Table 1.5: Zone Configuration

Zone Interface
Inside Ethernet1/1
Outside Ethernet1/2
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SNAT (Source NAT: Access the Internet in Palo Alto)

Under the policies tab, go to NAT, then click Add.

IC Vie
SHERD N 5| @on | B @ @

SNAT 49

= XavPA - Mozilla Firefox

% XavPA x |+ A

&« G @ @ . https:/192.168.0.1/7#policies:vsys1ipolicies/nat-rulebase W ees w5 N

POLICIES

& Security LB 1
NAT
£ Qos

Original Packet

_ Decryption 1 | sMAT none B Incide BA Outside
19 Tunnel Inspection
B Application Override
:" Authentication

@E DoS Protection

@ sp-wan

. Policy Dptimizerv —
| v EE Rule Usage
E) Unused in 30 days 1
E_\j} Unused in 90 days 1

’?_':. Unused 1

Object : Addresses

Move ¥ '@' PDF/CSV D Highlight Unused Rules D iew Rulebase as Groups

httpS:HlQZ_lGS.O.lj?#

B oo ) ) DESTINATION | DESTINATION DESTINATION
=¥ Policy Based Forwarding NAME TAGS SOURCE ZONE | ZONE INTERFACE SOURCE ADDRESS | ADDRESS SER

@
]

item =

paloalto '

JWM == @ XavPA - Mozila Firefox

el

Figure 1.50: Set a Source NAT
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We want to translate packets originating from the Inside to go to the outside zone using the interface
address of ethernet1/2. This would be Port Address Translation Overload. Under the General tab, just

change the name.

x11 - TightVNC Viewer

SHERD NN S| @onan| B @ @a|H

4 XavPA x ‘ +

&« d o | @ & https:/192.168.0.1/7#policies:vsys 1 ::policies/nat-rulebase

- @ % n O @

NAT Policy Rule

General Original Packet Translated Packet

|Namu [ saT |

Description

Tags

Group Rules By Tag

NAT Type i

Audit Comment

Audit Comment Archive

JWM == @ XavPA - Mozila Firefox

Figure 1.51: Set a Name for NAT
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Under the original packet tab, click add then make the source zone inside. As for the destination zone,
make it outside.

R %11 - TightVNC Viewer — O b4

SHERD NN S| @onan| B @ @a|H

2% XavPA X | + N
& a @ |®6‘ https:/192.168.0.1/?#policies vsys1::policies/nat-rulebase e ﬁ| In 0 &

NAT Policy Rule

General Original Packet Translated Packet

D Destination Zone
Any

B any B Ay

[] | SOURCE ZOME_~ IO“L""E e I [ | source ADDRESs ~ | O |DESTINATIONADDRESS ~
] e inside

Destination Interface

any

Service

any

JWM == @ XavPA - Mozilia Firefox 00:03

Figure 1.52: Set a Source Zone and Destination Zone for NAT

Configure these settings under the translated packet tab in the source address translation area:

Table 1.6: SNAT Configuration

Parameter Value

Translation Type Dynamic IP and Port
Address Type Interface Address
Interface Ethernet1/2

IP Address None
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B2 511 - TightVNC Viewer - O X

SHERD NG| @on | B @ @a|H

https://192.168.0.1/7#policiesvsys Lipolicies/nat-rulebase e @ ﬁ| N @O &

NAT Policy Rule

General Original Packet Translated Packet

Source Address Translation Destination Address Translation
Translation Type | Dynamic IP .And Port Translation Type | None
Address Type Iﬁte rface Address
Interface | ethernet1/2

IP Address | None

JWM == @ XavPA - Mozilia Firefox 00:07

Figure 1.53: Set a Translated Packet

Don’t forget to commit!
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Check Internet Connectivity on Webterm

Open up webterm, and navigate to any website of your choosing.

K& %11 - TightVNC Viewer - O x

BHER| N S| @on A | B & Q@&
3 Xavier (

Xavier Cawley - The Funny ¢ X | 4

<— - ! ‘@‘ | @ @ httpsfwwwxavierlc.com e & ﬁ| N @O & =

Xavier Cawley

The Funny Computer Man

ABOUT ME BLOG LAB GUIDES Qll

About Me

Hi, I'm Xavier Cawlay. I'm currently a student in BCIT studying systems administration! | enjoying creative problem solving and
retro technology, as well as doing any sort of software based self projects to further improve my ways. Hopefully if yvou're a
[future employer, you can see how I'm able to combine technology and comedy to hopefully improwve my employability.

[l can be reached at xavier@xavierlc.com

Xavier Cawley. No copyrights, just a student

JWM == @ Xavier Cawley - The Funny Cc 00:08

Figure 1.54: Verify your connectivity to the Internet

If your desired webpage showed up, you have successfully configured SNAT!
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1.4 DNAT

Learning Objectives

+ Configure Destination NAT (DNAT)
» Configure WordPress

Prerequisites:

» SNAT for the Internet
* Security policy for Inside to Outside
+ Interface configuration

+ Knowledge of previous labs

Scenario: When I think of DNAT (Destination Network Address Translation) I always think of the
days of setting up port forwarding for all my favorite games just so I could host server friends can
play on. You can think of DNAT like this too if it helps! The goal of this lab is to reach WordPress
from the Outside. So, users only enter the IP address of Ethernet 1/2 in the Outside webterm and the
firewall redirects the traffic to WordPress.

55
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Outside IR
Q’\ ethd DHCP ; :
\ / o
v
el oo 7 Outside

T
el
ethernet1/2 DHCP
we PalgAlto
ethd ethernetl/1 ﬂ
10.0.0.2/24 10.0.0.1/ 24

Inside management 192.168.0.1/24

ethD 192.168.0.2/24

@

Management

Figure 1.55: Main scenario

Table 1.7: Addressing Table

Device Configuration

WP (WordPress) eth0: 10.0.0.2/24 GW: 10.0.0.1

Ethernet1/1: 10.0.0.1/24
PaloAlto Ethernet1/2: DHCP
Management: 192.168.0.1/24

Management (WebTerm) eth0: 192.168.0.2/24

Outside (WebTerm) ethO: DHCP

Table 1.8: Zone Configuration

Zone Interface

Inside Ethernet1/1

Outside Ethernet1/2
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Create Reference Addresses

Under Objects > Addresses, click Add.

K& 11 - TightVNC Viewer - O b
SEHE D I 2| e o | By @ |3
= BruhloAlto - Mozilla Firefox
| 4 Bruhloalto x [k
w I o & =

&« ¢ @ ® £ https:/192.168.0.1/?#objec

OBJECTS

S ®
= Addresses Q Qitems | 5 %
I3 Address Groups NAME LOCATION TYPE ADDRESS TAGS
@; Reglons
,_"1,—_'1 Drynamic User Groups
S mpplications
|-_E%| Application Groups
E Application Filters
B Services
[ service Groups
Tags
3 Devices

~ @ GlobalProtect
HIP Objects
8 HIP Profiles
@ External Dynamic Lists
v T Custom Objects
E Data Patterns
Ej Spyware
U] Vulnerability
[@ URL Category
™ @ Security Profiles
@ Antivirus
@ Anti-Spyware
@ Mulnerability Protection
[@ URL Filtering

"3 Eile Rinckine (@) POF/CSV

4 - 04/ paloalto
JWM == @ BruhloAlto - Mozila Firefox 02:21

Figure 1.56: Add an address
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In this window, we will add the IP of the WordPress server to reference it easier.

R %11 - TightVNC Viewer — O b4
SHERD N G| @on | B @ @a|H

3 PA-\ 0

% PAVM x | +

<« Cc @ |® f, https:/192.168.0.1/7#objects:vsys 1 objects/addresses we @ ﬁ| moe& =

Address

Marme | Wordpress
Drescription

Type | IP Metmask w || 10.0.0.2 Resolve

W) =
I B @, pa -\ - Mozla Firefox 08:26
- N

Figure 1.57: WordPress IP address
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We also want to put our firewall’s “public” IP (the interface facing the NAT cloud) here too. You can
find the firewall’s DHCP address under network > interfaces. Then click the hyperlink under IP
address:

4 BruhloAlto - Mozilla Firefox

4 BruhloAlto X |+
<« C & @ §\ httpsi/192.168.0.1/7#network:vsys Linetworkfinterfaces see o o & =
= Interfaces Ethernet | VLAN | Loopback | Tunnel | SD-WAN
PR Zones —
T VLAN 3
Sl b Q Bitems | %
E@ Wirtual Wires
MrhulSourers INTERFACE MANAGEMENT LINK VLAN /
@ IPSec Tunnels INTERFACE TYPE PROFILE STATE | IP ADDRESS VIRTUALROUTER - RTAG VIRTUAL
{l GRE Tunnels & ethernetl/1 Layerd Ping 10.0.0.1/24 default Untagged none
£ DHCP
B DS Proxy == ethernet1/2 Layer3 default Untagged none
~ @ GlobalProtect Edethernet1/3 none Untagged none
%2 Porta
?: Portas == ethernetl/4 none none Untagged none
[& Gateways
'?D MDM == ethernetl/s none none Untagged none
Eg Clisntiass Spps == ethernet1/6 none none Untagged none
EL? Clientless App Groups
.| Qos = etherne t1/7 none none Untagged none
% LLDP = ethernetl/8 none none Untagged none
Ar .@ MNetwork Profiles
1 GlobalProtect IPSec Gry
T IKE Gateways
[ IPSec Crypto
3 IKE Crypto
E- Maonitor
@‘1’ Interface Mgmt
@ZDI‘U Protection
s
2 NG Profile (&) PDF/CSV
jwu__ BIR @ BruhioAto - Mozlla Firefox 02:02

Figure 1.58: Dynamic-DHCP Client IP address
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From there you will find the IP address of the firewall:

R %11 - TightVNC Viewer — O b4

SHERD N G| @on | B @ @a|H

Y PA-VM - Mozilla Firefox
4 PANM x |+
B h

« ¢ @ ®

ttps:/192.168.0.1/7#network:vsys 1 networkfinterfaces e ﬁ| In O &

Dynamic IP Interface Status @

Interface ethernetl/2
State Bound
Remaining Lease Time 0 days 0:37:49
IP Address 192.168.122.116
Gateway 192.168.122.1
Primary DN5 192.168.122.1
Secondary DN5 0.0.0.0
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0
Primary MIS 0.0.0.0
Secondary NI5 0.0.0.0
POP3 Server 0.0.0.0
SMTP Server 0.0.0.0
MINS Siiffise k

Renew Release Close

httpS:ngZlGS.O.lf?#
WM == @ PA-{PA-VM - Mozilla Firefox) 08:30

Figure 1.59: Verify Dynamic-DHCP Client IP address
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Create a DNAT Policy

Under Policies > NAT, click the Add button on the bottom.

K& 11 - TightVNC Viewer
SHERD S| @on | B @ @a|H

2 BruhloAlto - Mozilla Firefox
| 4% BruhloAlto »x |+

< Cc @ @ . https:/192.168.0.1/7#policies:vsys1ipolicies/nat-rulebase

POLICIES

Titem | %

& Security W

* NAT Original Packet

2 Qos
B oo ) ) DESTINATION | DESTINATION DESTINATION
=¥ Policy Based Forwarding NAME TAGS SOURCE ZONE | ZONE INTERFACE SOURCE ADDRESS | ADDRESS SER

_ Decryption 1 | sMAT none B Incide BA Outside
19 Tunnel Inspection

B Application Override

:" Authentication

@E DoS Protection

@ sp-wan

. Policy Dptimizerv —
v EE Rule Usage
E‘_‘) Unused in 30 days
E_\j} Unused in 90 days 1

’?_':. Unused 1

Object : Addresses + Move > () PDF/CSV [] Highlight Unused Rules [ ] View Rulebase as Groups %
. paloalto

02:22

JWM == @ BruhloAlto - Mozilla Firefox

Figure 1.60: Add a DNAT Policy

Under the Original Packet tab, configure these settings:
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Table 1.9: DNAT Configuration

Parameters Value
Source Zone Outside
Destination Zone Outside
Destination Interface any

Service

service-http

Destination Address

(Firewall Public Address Here)

x11 - TightVNC Viewer

SHED G| @on | B & & @
3 PA-VM - Mozilla Firefox
% PANM x | +

< cd @ | @ &, https/192.168.0.1/7#policies:vsys L policies/nat-rulebase

- @ 7 n O ©

NAT Policy Rule

General Original Packet Translated Packet

Destination Zone
DAm
O |SOURCE ZONE ~ Outside

] e outside

Destination Interface

any

Service

service-http

JWM == @ PA VM - Mozila Firefox

Am
~ 1 (a |SOURCE ADDRESS

[ any

| D |DESTINATIONADDRESS Cal

L 2w

() Add

08:42

Figure 1.61: DNAT Policy Rule- Original Packet



Under the translated packet tab, Destination Address Translation. Configure these:

Table 1.10: DNAT Translated Packet Configuration
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Parameters

Value

Translation Type

Static IP

Translated Address

(TP of WordPress here)

Translated Port

80

x11 - TightVNC Viewer

| ® . https:/192.168.0.1/7#policies:vsys1:policies/nat-rulebase v @ ﬁ| n o &

NAT Policy Rule

General Original Packet Translated Packet

Source Address Translation

Translation Type | None

JWM -..- @ PA-VM - Mozllla Firefox

ion Address T

Translation Type | Static IP
Translated Address | Word
Translated Port | B0
[ Enable DNS Rewrite

Figure 1.62: DNAT Policy Rule- Translated Packet

Then, press OK.
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Security Policy for DNAT

Under Policies > Security. Click Add at the bottom.

R %11 - TightVNC Viewer — O b4
SHERD S| @on | B @ @a|H

2 BruhloAlto - Mozilla Firefox

| 4% Bruhloalto X | 4+
see w N 0 & =

&« C @

E2 Security L&) Jitems | ¢
= cali Source
£ QoS
5% Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE
5 Decr
= 1 | InteOut none universal B |nside any any A Outside
{9 Tunnel Inspection
B Application Override 2  intrazone-defaulgy nor intrazone ny any r Iy {intrazone)
i/ Authentication . . E
3 | interzone-defaully none interzone " any r any

I:& DoS5 Protection
@ sp-waN

Policy C)ptimizerv =
g MNew App Viewer
g Rules Without App Controls Y
L_| Unused Apps
e EE Rule Usage
ED Unusedin 30days 1
E) Unused in 90 days 1
E_\j} Unused 1

Move ¥ (E) PDF/CSV [] Highlight Unused Rules »
paloalto

Object : Addresses

httpS:HlQZ_lGS.O.lj?#

JWM == @ BruhloAlto - Mozilla Firefox 02:23

Figure 1.63: Add a Security Policy




1.4 DNAT 65

Under the source tab, add the outside zone under the source zone:

x11 - TightVNC Viewer - . .
SEHED I S| e @on A B | & & @ |

3 PA-\VM - Mozilla Firefox

- @ % n @ @

Security Policy Rule
General Source Destination Application Service/URL Category Actions Usage
DAﬂ‘}' Aﬂ? any \/ any \/
O | source zoNE ~ [ | sourcE ADDRESS ~ O | source user ~ O | source DEVICE ~
] BER Outside k
() Add () Add () Add () Add
|:| MNegate

WM _ == @ PA-VM - Mozilla Firefox 08:46

Figure 1.64: Configuring the Source Zone
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Under the destination tab, add the inside zone as the destination zone:

x11 - TightVNC Viewer - . .
SEHED I S e @on A | & & @B

3 PA-\VM - Mozilla Firefox

- @ % n @ @

Security Policy Rule
General Source Destination Application Service/URL Category Actions Usage
select v Aﬂ‘i any p
D DESTINATION ZONE D DESTINATION ADDRESS D DESTINATION DEVICE -~
] B Inside k
() Add () Add () Add
|:| MNegate

WM _ == @ PA-VM - Mozilla Firefox 08:46

Figure 1.65: Configuring the Destination Zone

After that press OK, then Commit.
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Test DNAT

Using the Outside webterm. Navigate to the public IP address of your firewall. If any webpage shows
up, whether it’s the WordPress site or the one below. You got DNAT working!

:
SHERD NG| @on | B @ @
A |nitialization required - Mozilla Firefox
Initialization required b
« c & | ® Ve {?| N @O & =

Please initialize this system...

Welcome to Turniey! You need to initialize this system first before you can use it. To do that you'll need to log into the root

account via SSH. The turnkey-init initialization program will start automatically:

TurnKey Linux - First boot configuration

Root Password

L3

Please enter new password for the root account.

0

WM == @ Initialization required - Mozila 08:49

Figure 1.66: Verify your configuration
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Chapter 2. Security Tuneup

69
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2.1 Work with Applications

Learning Objectives

+ Configure security policies

Prerequisites:

» Knowledge of previous labs
* SNAT for internet access

* Security Policy from Inside to Outside

Scenario: Employees can doze off and do other things that they’re not supposed to do during work
time. If only there was an easy application-aware next-generation firewall that can block these
applications! (Hint: It’s this firewall!) In this lab, we are going to add applications to the security
policy to only allow specific traffic to pass through the firewall.

71
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Client

Q, eth0
10.0.0.2/24

Inside

Figure 2.1: Main scenario

ethernetl/1
10.0.0.1/24

PaloAlto

ﬂ ethernet1/2

management

etho

Management

€

Table 2.1: Addressing Table

Device

Configuration

Client (webterm)

eth0: 10.0.0.2/24 GW: 10.0.0.1

PaloAlto

Ethernet1/1: 10.0.0.1/24
Ethernet1/2: DHCP
Management: 192.168.0.1/24

Management (webterm)

eth0: 192.168.0.2/24

Table 2.2: Zone Configuration

Zone Interface
Inside Ethernet1/1
Outside Ethernet1/2
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Modify Allowed Applications

Under polices > security, create a new security policy that allows inside to outside.

K& 11 - TightVNC Viewer
SHERD S| @on | B @ @a|H

2 BruhloAlto - Mozilla Firefox
| 4% BruhloAlto »x |+

— G @ @ . https:/192.168.0.1/7#policies:vsyslipolicies/security-rulebase e w5 m o &

MONITOR POLICIES

(")
SO
= Security 1531 Y Jitems | X
= il Source
2 Qos
5% Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE

5 Decryption
({'i']'l’ IHI—II ' v 1 | InteQut none universal B Inside any any = Outside
unnel Inspection

B Application Override 2 intrazone-defaulgy none intrazone any any any any
faity

(intrazone)
:" Authentication
@E DoS Protection
@ sp-wan

3 | interzone-defaully None interzone any any any any any

Policy Optimizer —

g MNew App Viewer
g Rules Without App Controls Y
L_| Unuse
e EE Rule Usage
E_\j} Unused in 30 days 1
E) Unused in 90 days 1
E_\j} Unused 1

Apps

| Object : Addresses + | @ Add Move ¥ (@ PDF/CSV [] Highlight Unused Rules » |
paloalto

https://192.168.0.1/7# 1 04/26/2022 18:35: 1 05/26/2022 18:38:2
JWM _==Q_ BruhloAlto - Mozilia Firefox 02:24

Figure 2.2: Create a Security Policy

Under the application tab, add these under applications:

* dns
* ssl
* web-browsing

* dns-over-https

These will allow only basic web browsing.
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«11 - TightVNC Viewer - . X
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Security Policy Rule
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k
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JWM == @ PA-WM - Mozila Firefox 16:46

Figure 2.3: Set a custom application

Press OK, and commit the changes.
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Test the Policy

On the client machine, navigate to any website, and you’ll see it works:

F& x11 - TightVNC Viewer
BEHED I & o @o s b Q6 @R

d The Great Tech Adventur: X | =+

&« C @ @ @ httpsythegreattechadventure.com

THE GREAT TECH ADVENTURE

OH,.THE PLACES YOU'LL TROUBLESHOOT!

= MENU

INFIGURATION; INFORMATION- TECHN LINW
Linux Users & Groups .
APRIL 18, 2 JASON
In continuing with the trend of things | Google too often, ¥ veicreated a list of some of the more
frequent Linux commands | Use concerning Users:& Groups.«lo add a new user with'ahome

directory: useradd -m %username% To set a password onl, UseF's account: passwd

CONTINUE THE ADVENTURE...

FOR IT, CONFIGURATION, LINU;

JWM h[m @ The Great Tech Adventure - ( 16:48
Figure 2.4: Verify your configuration

However, you’ll notice that ping will not function:

%11 - TightVNC Viewer

ER N S| @

At | c] a | E

of some of the more
directory: useradd -m %username'

CONTINUE THE ADVENTURE...

BUSINESS SKILLS FOR IT, COMFIGURATION, LINU:

)(er_ ) = @ The Grat Tc Adlventure - ¢ 16:49
Figure 2.5: Verify Ping

=

You can allow Ping application under application settings and then you can verify whether you are able
to Ping or not.
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2.2 Deal with Bad Actors

Learning Objectives

« Restrict certain websites

» Deal with DoS floods

Prerequisites:

» SNAT for the Internet
* Security policy for Inside to Outside
+ Interface configuration

+ Knowledge of previous labs

Scenario: In this lab, we will learn how to block a specific website and how to prevent script kiddies
from succeeding with the infinite ping tool they downloaded from the sketchiest site you’ve ever seen.
Kali acts like an attacker machine and we are going to attack the firewall through port Ethernet1/2.
Then, we’ll enable DoS Prevention in the firewall to prevent attacks.

77
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client
LY
‘Tthﬂ etherneti/1
10.0.0.2/24 10.0.0.1/24

: management
Inside 192.168.0.1/24

Management
i LY

ethd
192.168.0.2/ 24

Figure 2.6: Main scenario

Table 2.3: Addressing Table

Device Configuration

management: 192.168.0.1/24
PaloAlto-1 Ethernet1/1: 10.0.0.1/24
Ethernet1/2: DHCP

Client (webterm) eth0: 10.0.0.2/24 GW: 10.0.0.1 DNS: 8.8.8.8
Management (webterm) eth0: 192.168.0.2/24
KaliLinux2019-3-1 ethO: DHCP

Table 2.4: Zone Configuration

Zone Interfaces

Inside Ethernet1/1

Outside Ethernet1/2
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Create a URL Category

Under object > custom objects > URL category, click Add. Click cancel on the pop-up.

*11 - TightVNC Viewer - | X

- @ 7 n O ©

(&)= @ © | @ &\ https:/192.168.0.1/7#cbjects:vsys1:objectsjcustom-ok 80%

Custom URL Category

Name |

Description
Type | URL List
Matches am AL o
Q
1,
(m} |srrss

& Import g5 Export

wrernExample o

JWM @ PA-VM - Mozilla Firefox 07:20
Figure 2.7: Create a Custom URL Category
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Here we can block 5, 6, or multiple sites. But here we will use just 1. Give it a name, then click Add.

B2 511 - TightVNC Viewer - O X

SHERD S| @on | B @ @a|H
—

# Xav-PA x |+
[

(&)= 3 @ |® m https:/192.168.0.1/7#objectsvsys 1objectsjcustom-objectsfurl-c e @ ﬁ| N @O &

Custom URL Category

Name | BlockedWebsites
Description
Type | URL List
ok i P P b T bt o

Q 2items | 5
O |SITES

r
E] www.thegreattechadventure.com

F
ﬂ thegreattechadventure.com

®aAdd O Delete | 2 Import G5 Export

Enter ane

> of the form www.example.com or

JWM == & Xav-PA - Mozilla Firefox

Figure 2.8: Add a CustomURL Category

Enter some websites you would like to block. Here I have added a sample website
(www.thegreattechadventure.com) you can also use wildcards if you want.

After you’re done. Click OK.


https://www.thegreattechadventure.com/
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Block a Website

Under Policies > Security. Click Add:

K& 11 - TightVNC Viewer

SHERD S| @on | B @ @a|H
= BruhloAlto - Mozilla Firefox

| 4% BruhloAlto »x |+

« ¢ @ @ & https//192.168.0.1/7

@]
b
8
@
n

SO
-:::::-\ 3items | %

E Security
T* NAT Source
2 Qos

B Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE
@ Decryption

({_] Tunnel Insp
= Applicati

1 | InteQut none universal B Inside

= Outside

Override 2 intrazone-defaulgy none intrazone any any any any {intrazone)
3/ Authentication . . E

Bl 3 | interzone-defaully none interzone any any any any any

G: DoS Protection

@ sp-wan

. Policy Optimizer —

g MNew App Viewer
g Rules Without App Controls Y
m Unse
N, EE Rule Usage
E_\'_';. Unused In 30 day
E) Unused in 90 days 1

E_\'_':. Unused 1

i Apps

' Object : Addresses Move ¥ (@) PDF/CSV [] Highlight Unused Rules »

paloalto '

https:(/192.168.0.1/7#

JWM == @ BruhloAlto - Mozilla Firefox

223

Figure 2.9: Add a security policy
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Under the source tab, add the Inside zone under the source zone:

B&J 511 - TightVNC Viewer

SHERD N G| @on | B @ @a|H

https://192.168.0.1/7#policiesvsys Lipolicies/security-ri 80%

i @O @

@ ﬁ|

Security Policy Rule

General | Source | Destination Application Service/ URL Category Actions Usage

] sy
(] |soum:£ ZOME ~

0O P Inside

Fadd

B sy
| O |soun§ ADDRESS -~

(®) Add

[] Negate

JWM -I- @[PA-VM - Mozila Firefox]

any o

| [m] |scum:susm ~

(®) Add

any o

| [m] |scum:£ DEVICE ~

Figure 2.10: Add a Source Zone



2.2 Deal with Bad Actors 83

Under the destination tab, add the Outside zone under the destination zone:

R %11 - TightVNC Viewer

SHERD N G| @on | B @ @a|H

@ % n 0 @

https://192.168.0.1/7#policiesvsys Lipolicies/security-ri 80%

Security Policy Rule

General Source | Destination Application Service/ URL Category Actions Usage
select o Ay any o
(] |D£s11mmm ZONE ~ | O |n£s11m'rlon ADDRESS ~ | O |DESTNA'I10N DEVICE ~

O | P outsige

@add 0 @add 0 ® Add

[] Negate

JWM == @ PA-WM - Mozila Firefox 07:33

Figure 2.11: Add a Destination Zone
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Under the Service/URL Category tab, add the created URL category you created in the previous step.

R %11 - TightVNC Viewer

# Xav-PA x | +

« C @ | @ . https:/192.168.0.1/?#policiesvsyslipolicies/security-rulebase

Security Policy Rule

General Source Destination Application

application-default ~

O !SERVICE ~

() Add

httpS:ngZlGS.O.lf?#
jwv BB @ xav-pA - Mozlla Firefox

Service/URL Category

Actions

Cmm

| O IURL CATEGORY ~

P4 BlockedWebsites

B aAdd © Delete

08:02

-
Figure 2.12: Assign URL Category
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Under the actions page, set the action to deny.

R %11 - TightVNC Viewer — O b4

SHERD S| @on | B @ @a|H

# Bruhloalto x ‘ +

“— d o |®6‘ https:/192.168.0.1/7#policies vsys 1:policies/security-rulebase we @ ﬁ| In 0 &

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

Action Setting Log Setting

| Action | I w |:| Log at Session Start

il Log at Session End

Log Forwarding | None

Other Settings

Profile Setting Schedule | None

Profile Type | Mone S Qo5 Marking | None

|:| Disable Server Response Inspection

JWM == @ BruhloAlto - Mozilla Firefox 02:26

Figure 2.13: Set an Action to Deny

Then click OK.
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Enable Block Pages

Under Device > Response pages. Click on Disabled beside Application Block Page.

K& 11 - TightVNC Viewer - O b

SHERD S| @on | B @ @a|H

< BruhloAlto - Mozilla Firefc
| 2 Bruhloalto

<« C @

w In @O @

MONITOR POLICIES OBJECTS

S @
1% items | =

B High Availability TYPE ACTION LOCATION NAME
B Config Audit %
g Password Profiles

[P
18 Setup

ware Block Page Default

o ion Block Page Drefault
= Administrators
.:f; dmin Roles Detadt
(52 Authentication Profile Default
%Aull'ul cation Sequence Default
User Identification Default
a e
&g Data Redistribution GlobalProtect App Help Page Default
EZQ Device Quarantine 3 "
GlobalProtect Portal Login Page Default
WM Information Sources
5 ect Po ! ge Drefault
|" Troubleshooting e au
~ L Certificate Management Default
B3 certi MFA Login Page Default
& certincate Profile SAML Auth Inte Default
) OCsP Responder S5L Certificate Errors Motify Page Default
& SSL/TLS Service Profile
L} SSL/TLS Service Profie Qi oo - o Opt-out Page Disabled Default
SCEP
) ) URL Filtering a tegory Match Block Page Default
[ 55L Decryption Exclusio
URL Filteri inue and Override Page
E‘ S5H Service Profile URL Filter tir nd Override Pag Default
. e o URL Filteri ck Page Default
(& Log Settings Anti Phishing Default
~ L server Profiles Anti Ph Default
SNMP Trap

@ CQuelne

JWM == @ BruhloAlto - Mozila Firefox 02:27

Figure 2.14: Enabling Application Block Page
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Tick on the enable checkbox, then press OK.

B&J 511 - TightVNC Viewer — O *

SHERD N G| @on | B @ @a|H

@ % n 0 @

> @ @ | @ . https:/192.168.0.1/7#devicevsys1:device/block-pages 80%

Application Block Page

B Enatde Application Block Page

< -

JWM == @ PA-WM - Mozila Firefox 07:38

Figure 2.15: Enabling Application Block Page

Make sure to commit your changes!
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Test the Blocked URL

Open up Firefox on the Client machine, and try to connect to the URL you blocked. If all is right, you
should see a blocked page.

= x]':ght.\l: Viewer — [m] x
B o] @ oA @8 @ el
3 Application Blocked - Mozilla Fire

Application Blocked X | A Problem loading page X =+

¢« c @ | @ wwuthegreattechadventure.com R N O & =

4

Application Blocked

The application you are trying to use has been blocked in accordance with company policy. Please
contact your system administrator if you believe this is an error

User: 10.0.0.2

Application: web-browsing

WM _ == @ Application Blocked - Mozllla F 07:41

Figure 2.16: Application Block Page

If you see this page, that is alright too!

‘ 1 - TightVNC Viewer - o X

x|+

|® hitpsi/fwiw thegreattechadventure.com @ T n 0O @

@ Secure Connection Failed

An error eccurred during a connection to www.thegreattechadventure.com. PR_CONNECT_RESET_ERROR

« The page you are trying to view cannot be shown because the authenticity of the received data could
not be verified

* Please contact the website owners to inform them of this problem.

Learn more

WM == @ Problem loading page - Mozl 07:42

Figure 2.17: Application Block Page
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Set Up Kali to Be a Bad Actor

After entering into the live graphical environment and testing for internet connection. Open up the
terminal.

QEMU (KaliLinux2019.3-1) - TightVNC Viewer - o x

SHERD NN S| @onan| B @ @
Applications ~ Places v Terminal v Sat 07:44

root@kali: ~

File w Search Terminal Help

Figure 2.18: Open up Terminal in Kali

We will be using Pentmenu by GinjaChris to demonstrate a flood. Run these commands to download
and run the application:

#git clone https://github.com/GinjaChris/pentmenu
#cd pentmenu

#chmod +x pentmenu

#./pentmenu



https://github.com/GinjaChris/pentmenu
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QEMU (KaliLinux2019.3-1) - TightVNC Viewer
BEED| N S| o A B
Terminal =

@, 9

N

Applications ~ Places ~

File

A

A

to pentmenu

1)
2)
=l
4)
5) Quit
Show Applicatiens) tmenu=J]

Extraction

Figure 2.19: PentMenu app

Edit View Search Terminal

a g
Sat 07:56

root@kali: ~/pentmenu
Help

X\

!
thub.com/Ginja

entmen
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Select option 2 for DoS attack.

QEMU (KaliLinux2019.3-1) - TightVNC Viewer - O x
SHERD N G| @on | B @ @a|H

Applications ~ Places ~ Terminal ~ Sat 07:56

root@kali: ~/pentmenu
Edit View Search Terminal Help

ions to https:

d use.

4) View Readme

5) Quit

Pentmenu

1) ICMP Echo Flood 6) TCP XMAS Flood 11) Distraction Scan
2) IcMP Blacknu UDP Flood 12) DNS NXDOMAIN Flood
3) TCP SYN Flood 8) DS 13) Go back

4) TCP ACK Flood i

5) TCP RST Flood

Pentmenu>
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Select option 1 for ICMP Echo Flood.

F& QEMU (KaliLinux2019.3-1) - TightVNC Viewe
BEHEDIN S| ®@on || @&
Applications ~ Places ~ Terminal ~ Sat 07:57

root@kali: ~/pentmenu
File Edit View Search Terminal Help

improvements and sug ions to https

y onsible, authorised use.
ponsible for your own action

ithub.com/Ginja

.githubusercontent.com/GinjaChri

Pentmenu=2

1) ICMP Echo Flooc 6) TCP XMAS Flood 11) Distraction Scan
2) ICMP Blacknu ) UDP Flood 12) DNS NXDOMAIN Flood

3) TCP SYN Flood 8) 13) Go back
4) TCP ACK Flood 9)
5) TCP RST Flood 10)
pe

/. /A

Figure 2.21: PentMenu app — Select ICMP Echo Flood(1)
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For the IP, use the IP of the interface in the outside zone. It should be in the 192.168.122.0/24 range.

@ QEMU (KaliLinux2019.3-1) - TightVNC Viewer Foe o X ‘
CERIIREEE EXIEE
Applications ~  Places ~ =] Terminal ~ Wed02:31

B

P £ https:/192.168.0.1/7#network:vsysL:networkfinterfaces n o e

root@kali: ~/pentmenu
File Edit View Search Terminal Help

Dynamic IP Interface Status

Interface ethernet1/2
State Bound
Remaining Lease Time O days 057:43
3 < 15216812218
a7 168.122.1
Primary DNS 1921681221
Secondary DNS 0.0.00
Primary WINS 0.0.00
Secondary WINS 00.00
Primary NIS 0:0.0.0
0000
0000
0000

IS St

nt 2
1) IcMP Ech
2) ICMP B

using hping3
UL Release

Figure 2.22: PentMenu app — Enter Target IP address
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Select r for random IP address.

QEMU (KaliLinux2019.3-1) - TightVNC Viewer - [} X
SHERD N G| @on | B @ @a|H
Applications ~ Places ~ Terminal ~ Sat 08:00

root@kali: ~/pentmenu

File Edit View Search Terminal Help

5) Quit
Pentmen
1) ICMP Echo F 6) TCP XMAS Flood 11) Distracti Scan
2) ICMP Blacknur 7) UDP Flood 12) DNS NXDOMAIN Flood
3) TCP SYN Flo 13) Go back
4) TCP ACK F1 5
5) TcP RST Flo
Pentmenu=1
yarineg

, or [rlandom or [ilnterface IP (default):

Starting ICMP Echo Flood. e 'Ctrl c¢' to end and return to menu
HPING 192.168 .29 (eth® 192.168.122.29): icmp mode set, headers + @ data b

no repli will be shown

After about 2 seconds, press Ctrl+C.
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Analyze the ICMP Flood

Back on the Management machine, go under Monitor > Session browser.

|
B EHED| N oo at|By| & Q @ 6|

2 PA-WIM - Mozilla Firefox
x | +

@ # https:/192.168.0.1/7#monitor:vsys 1:monitor/session- 80% e w N @O &

Filters - X®

START FROM FROM | TO INGRESS | EGR_. WIRTUAL
TIME ZONE | TO ZONE SOURCE DESTINATION PORT | PORT | PRO_. | APPLICATI.. | RULE VF I/F BYTES | SYSTEM

]

E 04/23 192 168 123 79 £2213 | 27848 | 1 ping braz default t ther... &0 wsysl
01:04:14

|

B o4/23 Outs.... | Outsid 210217255.126 192168122 29 62213 | 29184 | 1 ping braz default them... | ether.. | &0 | vsysl
O0104:06

]

04423 Outs.... | Outsid 571004511 192 168122 7% 62213 | 11520 | 1 ping traz default t ther... &0 waysl
01:04:16

|

B o04/23 Cuts.... | Outsid 174 203 B 82 192 168 120 79 62213 | 32768 | 1 ping traz default them.. ther... &0 wsysi
01:04:14

[ 04/23 46.116.185.13¢ 192 168122 79 42213 | 23796 | 1 ping traz default them... | ether.. | &0 | wvsysl
OL04:16

]

=

E 0423 Outs...  Outsid
01:04:16

traz default them... | ether. | &0 | vsysi

=

& o4/23
0104:16

waysl

]

@ 04/23 Outs.... | Outsid 32208162 166 192 168 122 29 42213 | 50432 |1 ping tra default them... | ether..| &0 | vsysi
01:04:14

=

B o423 £4.91 241 44 192 168.122 29 2213 | 2816 |1 ping trazone-default them... |ether.| &0 | vsysi
0104:16

B 04/23 Cuts.... | Outsid 131 24226 202 192 168 120 79 62213 | 6144 |1 ping braz default them... ther... &0 wsysl
01:04:14

|

i

E 04/23 59118 203191 192 168 123 79 £2213 | 4BSAO | 1 ping braz default t ther... &0 wsysl
01:04:14

|

B o04/23 Cuts.... | Outsid 2167547 244 192 168 120 79 62213 | 4508 |1 ping braz default them... ther... &0 wsysl
0104:14

]

B 04/23
01:04:16

waysl

|

B o04/23 Outs
01:04:16

traz default them... | ether. | &0 | vsysi

i

E 04/23 174.135.54.54 192 168 123 79 62213 | 14592 | 1 ping braz default t ther... &0 wsysl
0104:14

=

B 04/23 Cuts.... | Outsid 205.4.105.59 192 168 120 79 62213 | 14848 | 1 ping braz default them... ther... &0 wsysl
01:04:14

i

& o4/23 188151 230 235 192 168 123 79 £2213 | 37BBE | 1 ping braz default t ther... &0 wsysl
O104:14

]

FOF/CSY Page 1 ofl Displaying 1 - 226 of 224

paloalto

JWM == @ PA-UM - Mozilla Firefox 08:05

Figure 2.24: Verify session logs

As you can see, there are many entries here for ping. We want to prevent floods like these.
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Create a DoS Protection Profile

Under Objects > Security Profiles > DoS Protection. Click Add.

K& %11 - TightVNC Viewer

SHERD 5| @on | B @ e @a|H
= BruhloAlto - Mozilla Firefox

#% BruhloAlto X | 4+

« ¢ @ @ & https//192.168.0.1/7

OBJECTS

=7 Application Filters
» ~L
¥

ervices

I‘lfér: Service Groups
Tags
3 Devices
™ r_:(_;‘ GlobalProtect
HIP Objects
2 HIP Profiles
@ External Dynamic Lists
™ :‘: Custom Objects
5 Data Patterns
U Spyware
[ Vulnerability
[@ URL Category
~ [¥] Security Profiles Y
@ Antivirus
|::| Anti-Spyware
) Vulnerability Protection
(@ URL Filtering
(3 File BI
Elwi Analysis

D NAME LOCATION TYPE SYN FLOOD UDF FLOOD

ocking

19 Data Filtering
[ZF Dos Protection

Mabile Network Protect
(&) 5CTP Protection

)
J_gll ecurity Profile Groups
= () Add

(@) PDF/CSV

Flood Protection

ICMPV &

ICMP FLOOD FLOOD

OTHER IP
FLOOD

Olitems = >

Resources
Protection

SESSIONS

paloalto '

JWM == @ BruhloAlto - Mozilla Firefox

SPREE)

Figure 2.25: Create a DoS Protection



2.2 Deal with Bad Actors 97

Set the type to Classified and under Flood protection, click the checkbox on the SYN Flood, UDP
Flood, and ICMP Flood tabs.

R %11 - TightVNC Viewer — O b4

SHERD N S| @on | B @ @
Firef

# Bruhloalto x |+

(€<= & @ | @ & https:/192.168.0.1/7#objects:vsys 1:objects/security-profiles/dos- we [ ﬁ| m o &

DoS Protection Profile

Mame | DosProt
Description
Type (O Aggregate ° Classified

Flood Protection Resources Protection

S¥N Flood UDP Flood ICMP Flood ICMPvé Flood Other IP Flood

[w SYN Flood

Action | Random Early Drop
Alarm Rate (connections/s) | 10000
Activate Rate (connections/s) | 10000
Max Rate {connections/s) | 40000

Block Duration (s) | 300

JWM == @ BruhloAlto - Mozilla Firefox 02:35

Figure 2.26: SYN Flood Protection

After that, click OK.
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Apply the DoS Protection Profile

Under Policies > Dos Protection. Click Add.

K& %11 - TightVNC Viewer
SHERD 5| @on | B @ e @a|H

2 BruhloAlto - Mozilla Firefox
#% Bruhloalto »x |+

<« C @

w In @O @
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S @
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& Security (@]
pu £Y A
=% NAT Source Destination

2 Qos

:—acp licy B iR . ADDRESS USER ZOME/INTERFACE ADDRESS 5
5 olicy Based Forwarding |

NAME TAGS ZOME/INTERFACE

@ Decryption

({_] Tunnel Inspection

pplication Override
:" Authentication

[ DoS Protection

@ sp-wan

. Policy Optimizer —

i—
~ <— Rule Usage

ED) Unused in 90 days

’?_':. Unused

Object : Addresses + Move ¥ (@) PDF/CSV [] Highlight Unused Rules (] View Rulebase as Groups =z )
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02:36

JWM == @ BruhloAlto - Mozilla Firefox

Figure 2.27: Add a DoS Protection Rule



Under the Source tab, add the Outside zone.
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B&J 511 - TightVNC Viewer

!
=

B HE D N S| o A | B | & @ @& |

| @ & https:/192.168.0.1/7#policies:vsys1:policies/dos-ruleb:

@ % n 0 @

DoS Rule

General Source Destination Option/Protection

Type | Zone ~ -M}‘
| O |soum:s ADDRESS ~

() Add

[] Megate

JWM == @ PA-VM - Mozila Firefox

| (m} |so|.mcs USER

Figure 2.28: Add the Source Zone
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Under the Destination tab, add the Inside zone.

R %11 - TightVNC Viewer — O b4

SHERD N G| @on | B @ @a|H

@ % n 0 @

(&) G @ | @ & https:/192.168.0.1/7#policies:vsys1:policies/dos-ruleb: 80%

DoS Rule

General Source Destination Option/Protection

Type | Zone ~ -M}‘
(] |zms ~ | O |DES'I1NATIN ADDRESS ~

[ | Inside

(®) Add

[] Megate

JWM == @ PA-WM - Mozila Firefox 08:14

Figure 2.29: Add the Destination Zone

Under the Option/Protection tab, configure these settings:
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Table 2.5: DoS Rule Protection Configuration

Parameter Value

Action Protect

Schedule None

Log Forwarding None

Aggregate None

Classified Tick this box

Profile The name of the one you created

Address source-IP-only

*11 - TightVNC Viewer - | X
BEHED N S donan| ] & O &lH

| (— ) c o | @ b https://192.168.0.1/7#policies wsys1::policies/dos-rulebs 80% - @ {}| N @O & =

DoS Rule

General Source Destination

B any
= |smwcs ~

JWM -..- @ PA-VM - Mozllla Firefox

Option/Protection

Action
Schedule
Log Forwarding
Aggregate
|.a’ Classified

Profile | Dos Prot

Adress | source-ip-only

Figure 2.30: DoS Rule — Option/Policies

Then click OK.
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Create a Zone Protection Profile

Under Network > Network Profiles > Zone Protection. Click Add.

K& %11 - TightVNC Viewer - O x
SHERD N S| @on | B @ @a|H
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[0 GlobalProtect IPSec Gry
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JWM == @ BruhloAlto - Mozila Firefox 02:37
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Figure 2.31: Add a Zone Protection
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Under the flood protection tab, tick SYN, ICMP, and UDP.

x11 - TightVNC Viewer

| @ & https:/192.168.0.1/7#network:vsys 1:network/network-| 80%

@ % n 0 @
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Figure 2.32: Add a Flood Protection
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Under the Reconnaissance Protection tab, tick enables on all boxes, and change the action to block.
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Figure 2.33: Set UDP Port Scan
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Under the Packet Based Attack Protection tab, under the IP drop subtab, tick on Spoofed IP address
and Strict IP Address Check.
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Figure 2.34: Enable Spoof IP address and Strict Address Check
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Under the Packet Based Attack Protection tab, under the TCP drop subtab, tick on TCP SYN with
Data and TCP SYNACK with Data.
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Under the Packet Based Attack Protection tab, under the ICMP drop subtab, tick on ICMP Ping ID 0,
ICMP Fragment, and ICMP Large Packet(>1024).
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Figure 2.36: Enable ICMP Ping ID 0, ICMP Fragment

Then click OK.
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Apply a Zone Protection Profile

Under Network > Zones. Click on the Outside Zone.

4 BruhloAlto - Mozilla Firefox

+

#% BruhloAlto %

<« c @

=2 Interfaces 8y

P Zones

o VLANS

E@ Virtual Wires
Virtual Routers
(i, IPSec Tunnels
¢ GRE Tunnels

TYPE

O | Name

] | Inside layerd

INTERFA...
{ VIRTUAL
SYSTEMS

ethernetl...

thernetl...

£ DHCP
¥ DNS Proxy

A "\?_1" Global Protect
‘?v Portals
@ Gateways
@ MDM
Eg Clientless Apps
EL? Clientless App Groups
2 Qos
™ Liop
~ L& Metwork Profiles
1 GlobalProtect IPSec Gry

T IKE Gateways

=1 IPSec Crypto

71 IKE Crypto

I Monitor

ﬁ'i’ Interface Mg
I@ZDP: Protection

.} MnS Prafila

() Add

https://192.168.0.1/7#

(@ PDF/CSV

ZONE
PROTEC...
PROFILE

POLICIES

PACKET
BUFFER
PROTEC...

OBIECTS

LOG
SETTING

ENABLED

. @0

User-ID

IMCLUD...
NETWO...

any

any

EXCLUD...
NETWO...

none

none

ENABLED

Zitems | 2 %
Device-1D
INCLUD... | EXCLUD..
NETWO.. | NETWO..
any none
any none

paloalto’

jwm__ BIE @ BrunioAlto - Mozila Firefox

02:38

Figure 2.37: Create an Outside zone
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Under the Zone Protection category, select the profile you just created.
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Figure 2.38: Enable Zone Protection under Outside Zone

Click OK.

Don’t forget to commit your changes!
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Test the DoS Protection

Run Pentmenu again using the previous options, then Ctrl+C after 3 seconds.
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Figure 2.39: Running PentMenu

Under Monitor > Logs > Threat. You should see an entry for an ICMP flood.
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Figure 2.40: Verify logs
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2.3 Block Files and Viruses

Learning Objectives

+ Block specific file types

+ Explore and “apply” advanced firewall features

Prerequisites:

» SNAT for the Internet

* Security policy for Inside to Outside
+ Interface configuration

+ Enable block pages

* Knowledge of previous labs

Scenario: Here we will test out the file blocking, anti-malware, spyware, and spam features of Palo
Alto. Sometimes we should block clients from downloading certain file types, and on top of that,
implement some sort of antivirus and antispyware solution. We’ll also be “testing” wildfire. A feature
that thwarts new exploits from happening.

111
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Client
LY
‘Tﬂﬂ ethernet1/1
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management
Inside 192.168.0.1/24

etho
192.168.0.2/24

Figure 2.41: Main scenario

Table 2.6: Addressing Table

Device Configuration

management: 192.168.0.1/24
PaloAlto-1 Ethernet1/1: 10.0.0.1/24
Ethernet1/2: DHCP

Client (webterm) eth0: 10.0.0.2/24 GW: 10.0.0.1 DNS: 8.8.8.8

Management (webterm) eth0: 192.168.0.2/24

Table 2.7: Zone Configuration

Zone Interface

Inside Ethernet1/1

Outside Ethernet1/2




Create an Antivirus Profile

Under Objects > Security Profiles > Antivirus. Click on default, then Clone.
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Figure 2.42: Creating an Antivirus Profile
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Click on OK for the next window.
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Figure 2.43: Cloning the Antivirus profile



Select the new profile it clones (should be something like default-1).
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Figure 2.44: Verify the Antivirus profile
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Rename the profile, and tick the option for packet capture.
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Figure 2.45: Enable Packet Captures under Antivirus Profile

Then press OK.
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Create an Anti-Spyware Profile

Under Objects > Security Profiles > Anti-Spyware. Click Add.
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Figure 2.46: Add an Anti-Spyware Profile

Under the signature policies tab, click Add, name it, then configure these:

Table 2.8: Anti-Spyware Configuration

Rule Configuration
Medium Action: Alert

Severity: Medium, Low, Informational
HighAlert Action: Drop

Severity: Critical, High
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Figure 2.47: Verify an Anti-Spyware Profile

Then press OK.
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Create a File Blocking Profile

Under Objects > Security Profiles > File Blocking. Click Add.
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Figure 2.48: Add File blocking Profile

Configure these settings using the add button on the new window that just spawned.

Table 2.9: File Blocking Configuration

Name Properties

Applications: any
PDF File Types: pdf, encrypted-pdf
Action: Block

Applications: any
EXE File Types: exe, com
Action: Block
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Figure 2.49: Configure the File blocking profile

Then click OK.
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Create a WildFire Profile

Under Objects, Security Profiles > WildFire Analysis, click Add.
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Figure 2.50: Add a WildFire Profile

Configure these settings using the add button on the new window that just spawned.

Table 2.10: WildFire Configuration

Name Properties

Applications: any

Detect File Types: archive, jar, ms-office
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Figure 2.51: Add a WildFire Profile

Then press OK.
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Apply Security Profiles to a Security Policy

Under Polices > Security. Click the policy for inside to outside you created.
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Figure 2.52: Add a Security Policy
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Under the Actions tab, in the Profile Setting subsection. Configure these:

Table 2.11: Security Policy Actions Configuration

Parameters Value
Profile Type Profiles
Antivirus Select the one you created

Anti-Spyware

Select the one you created

File Blocking Select the one you created
WildFire Analysis Select the one you created
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Figure 2.53: Assigning security profiles

Then click OK. Remember to commit your changes!
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Test the Security Profiles

Since I do not have a licence, we cannot demonstrate all of these profile features, as you can see when
you commit.
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Figure 2.54: Commit the configuration

This is ok, we can still test out the file blocking features.
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On the client, navigate to a website that hosts PDF files (I used panedufiles.com).

& 11 - TightVNC Viewer - [m] x
SHED NI S| o ar| 5] & @a |
3 Palo Alto Metworks Education Files - Mozilla Firefox
Palo Alto Networks Educatior X | 4
<« c® | @ panedufies.com - @ | noe =
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Firewall 7.1 Install, Configure, and Manage
File Blocking and WildFire
Lab
Pancrama_AdminGuide.pdf
Firewall 7.1 Configure Extended Features
Advanced Content-ID Lab
PDF Exploit
S
[ I3
‘ JWM 1 @ Palo Alto Netwarks Educatior 20:08

Figure 2.55: Verify the configuration

Try and open one of these. If it shows the file blocking screen, it means that the file blocking worked!

3 11 - TightVNC Viewer
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BN 2| e d@onat| B & Q@&
3 File Transfer Blocked - Mozilla Fire:

File Transfer Blocked x |+
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- @ | n o &

File Transfer Blocked

The file you are trying to download or upload has been bloclked in accordance with company
policy. Please contact your system administrator if you believe this is an error

File name: Panorama_AdminGuide70.pdf

JWM E== ‘,F\Ie Transfer Blocked - Mozilla
Figure 2.56: File Transfer Blocked

20:09
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3.1 Captive Portal

Learning Objectives

* Configure VLANs

» Configure captive portal

Prerequisites:

» Setup Zones
» Some interface configuration
» Configuring VL ANs on the GNS3 switch

+ Knowledge of previous labs

Scenario: Now let’s push for some advanced networking configurations. Sometimes you just have to
push departments into their own VLANs for organization and compliance. Say we have a guest and
employee network. We want to prevent communication between the two as much as possible. We
would also want to implement some sort of login to access the internet for guests, much like hotels.

129
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VLAN-10

e

etho PaloAlto-1 NATL
10.10.10.10/24 M. Switchy ]
" Trunking
VLAN1D . = 37—
ethernetl/1 ethkrnet1/2 ot
192.168.0.1/24
VLAN-20 management

e
etho
y Outside

20.20.20.20/ 24
VLAN20 Management

Q etho

192.168.0.2/ 24

Figure 3.1: Main scenario

Table 3.1: Addressing Table

Device Configuration

management: 192.168.0.1/24
Ethernet1/1: Trunking
PaloAlto-1 Ethernet1/1.10: 10.10.10.1/24
Ethernet1/1.20: 20.20.20.1/24
Ethernet1/2: DHCP

VLAN-10 eth0: 10.10.10.10/24 GW: 10.10.10.1 DNS: 8.8.8.8
VLAN-20 eth0: 20.20.20.20/24 GW: 20.20.20.1 DNS: 8.8.8.8
Management eth0: 192.168.0.2/24

e0: Access mode, VLAN 10
Switchy el: Access mode, VLAN 20
e7: dotlq, VLAN 1

Table 3.2: Zone Configuration

Zone Interface
VLAN10 Ethernet1/1.10
VLAN20 Ethernet1/1.20

Outside Ethernet1/2
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Configure Sub Interfaces

Under Network > Interfaces. Click on ethernet1/1.
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("r‘_'_I IPSec Tunnels INTERFACE TYPE PROFILE STATE | IP ADDRESS VIRTUAL ROUTER TAG VIRTUAL
{l GRE Tunnels Layer3 none none Untagged none
= DHCP
U5 Bs p Layer3 Drynamic-DHCP Client default Untagged none
e roxy
~ ‘?}, Global Protect none none Untagged none
“':‘ Portals £ ethernetl/4 none none Untagged none
'& Gateways
'?D MDA == ethernetl/5 none none Untagged none
B Clientless Apps = ethernetl/é none nane Untagged none
E’é Clientless App Groups
J. Qos &5 ethernetl/7 none none Untagged none
z_'f__; LLDP = ethernetl/& none none Untagged none
b rE] Metwork Profiles
3 GlobalProtect IPSec Gry
TT IKE Gateways
3 IPSec Crypto
=1 IKE Crypto
C- Monitor
'f'?_-:" Interface Mgmt
Zone Pr i
. ~ ; - e
= s Profile (+) Add Subinterface (=) Delete (@) PDF/CSV

paloalto

JWM == @ BruhloAlto - Mozila Firefox 02:50

Figure 3.2: Ethernet 1/1 configuration
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In this window, we just want to set the interface type to layer 3.

R %11 - TightVNC Viewer — O b4

# Bruhloalto x |+
%

https://192.168.0.1/7#network:vsys 1:networkfinterfaces e @ ﬁ| N @O &

Ethernet Interface

Interface Mame

Comment

Interface Ty p

MNetflow Profile | None

Config 1Pvd IPvé SD-WAN Advanced

Assign Interface To

Virtual Router | None

Security Zone | None

JWM == @ BruhloAlto - Mozilla Firefox 02:51

Figure 3.3: Set Interface type to Layer3

Then press OK.



3.1 Captive Portal 133

Now while ethernet1/1 is still selected, click on add sub interface.

*11 - TightVNC Viewer _ O X
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= DHCP
DNS Proxy = ethernetl/2 Layer3 Dynamic-DHCP Client default Untagged none
w ‘?ﬁ, GlobalProtect EFethernetl/3 none none Untagged none
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E@ Clientless Apps none none Untagged none
E’é Clientless App Groups
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JWM == @ BruhloAlto - Mozilla Firefox 02:51

Figure 3.4: Add Sub interfaces
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We want to add 2 sub-interfaces. Here is what you should configure:

Table 3.3: Sub Interface Configuration

Interface Configuration

Interface Name: 10

Tag: 10

Config tab:

— Virtual Router: default
Ethernet1/1.10 — Security Zone: VLAN10

IPv4:

— Type: Static

—1P:10.10.10.1/24

Interface Name: 20

Tag: 20

Config tab:

— Virtual Router: default
Ethernet1/1.20 — Security Zone: VLAN20

1Pv4:

— Type: Static

—1P: 20.20.20.1/24

*11 - TightVNC Viewer

S EE D N S| oA S| &

%% BruhloAlto
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e VLANS
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@ virtual Routers
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% DNS Proxy
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@ portals
@ Gateways
@] mom
':_i Clientless Apps
B Clientless App Groups
& qos
= Lop
~ [ Network Profiles
=) GlobalProtect IPSec Gry
 IKE Gateways

&) IPSec Crypto
& IKE Crypto

a @

-3 BruhloAlto - Mozilla Firefox
X (et

MONITOR

erfaces e pd

In @O ®

Ethernet VLAN Loopback Tunnel SD-WAN
OF Witems | 3 %
INTERFACE MANAGEMENT LINK VLAN
INTERFACE TYPE PROFILE STATE | IP ADDRESS VIRTUAL ROUTER TAG VIRTUAL
== ethernet1/1 Layer3 none none Untagged none
& ethernetls/1.10 Layer3 10.0.10.1/24 default 10 none
& ethernel t1/1 Layer3 10.0.20.1/24 default 20 none
= ethernet1/2 Layerd Dynamic-DHCP Client default Untagged none
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Figure 3.5: Verify Sub interfaces




Semi-Advanced Security Policies

3.1 Captive

Well, it’s not really advanced, but under Policies > Security, click Add.

Portal 135
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Figure 3.6: Add a Security Policy



136 Chapter 3. Advanced Networking

We will be making a policy to allow VLAN10 and VLAN20 into the Outside zone. We can do this by
adding multiple zones under the source zone.

R %11 - TightVNC Viewer — O b4
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r
] e wLanio
L4
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B aAdd O Delete () Add () Add () Add
|:| Negate

https://192.168.0.1/7#
N g - Mozila Fi .
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Figure 3.7: Security Policy Rule — Source Zone

Then click OK.
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Still not really advanced. But under Policies > NAT, click Add.
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Figure 3.8: Add a NAT Policy
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We want to make a Static NAT policy for the Internet connectivity. But under the Original Packet tab,

we can select multiple zones.
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Figure 3.9: Select the Source Zone



Configure the rest for static NAT, then press OK.
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R %11 - TightVNC Viewer
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Figure 3.10: SNAT Translated Packet Tab
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Add a User

Under Device > Local User Database > Users. Click Add.
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Figure 3.11: Add Users
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Create any user you want with a username and password. Here is an example:

B&J 511 - TightVNC Viewer — O *

| & d o | @ & https:/192.168.0.1/7#device:vsys 1 :device/local-user-database/us e @ ﬁ| N @O &

MName |xav|

Mode ° Password Password Hash

Password | essssses

Confirm Password | dmesssss

Enable

JWM == @ PA-WM - Mozila Firefox 2121

Figure 3.12: Add a user xav

Then click OK.
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Create an Authentication Profile

Under Device > Authentication Profile, click Add.
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Figure 3.13: Add an Authentication Profile
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Under the Authentication tab, change the type to Local Database.

R %11 - TightVNC Viewer — O b4
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Figure 3.14: Select Local Database
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Under the Advanced tab, add your user.
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Figure 3.15: Add user xav as Allow List

Then press OK.
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Configure the Captive Portal

Under Device, User Identification in the Authentication Portal Settings tab, click the settings icon.
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Figure 3.16: Authentication Portal Settings

Configure these settings:

Table 3.4: Authentication Portal Configuration

Parameter Value

Enable Authentication Portal Tick this box
Authentication Profile Select the one you created
Mode Transparent
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B&J 511 - TightVNC Viewer — O *
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Figure 3.17: Authentication Portal Settings — Select Transparent

Then press OK.
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Under Network > Zones, click on the VLAN10 zone.
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Figure 3.18: Select Vlan 10
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In this window, we just want to tick the Enable User Identification checkbox.
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Figure 3.19: Enable User Identification

Then press OK.
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Finally, under Policies > Authentication. Click Add.
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Figure 3.20: Add an authentication Policy
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Under the Source tab, add VLAN 10 in the source zone.
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Figure 3.21: Add the Source Zone
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Under the Destination tab, add Outside in Destination Zone.
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Figure 3.22: Add the Destination Zone
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Under Actions, change the Authentication Enforcement setting, change it to default-web-form.
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Authentication Enforcemen] | default-web-form

Timeout {min} | 60

Log Settings

D Log Authentication Timeouts

Log Forwarding | None
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Actions

Figure 3.23: Select default-web-form

Then press OK.
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Test VLANSs and Captive Portal

On the VLAN-20 webterm, navigate to any website. If all was right, the desired website should appear.
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ABOUT ME BLOG LAB GUIDES Qll

About Me

Hi, I'm Xavier Cawlay. I'm currently a student in BCIT studying systems administration! | enjoying creative problem solving and
retro technology, as well as doing any sort of software based self projects to further improve my ways. Hopefully if yvou're a
[future employer, you can see how I'm able to combine technology and comedy to hopefully improwve my employability.

|l can be reached at xavier@xavierlc.com

Xavier Cawley. No copyrights, just a student
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Figure 3.24: Verify your configuration
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On the VLAN-10 webterm, navigate to any website. If all was right, you should see a certificate error,
accept this. Then you should see a login page.

&R 11 - TightVNC Viewer - [m] X
EEH| N 5| ghon A A=)

#» Authentication Portal x |+

< c @

-9 i N O @

Login Required

3

O The resource you are trying to access
requires proper user identification.

Please enter your credentials.
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Figure 3.25: Login Page

Enter your credentials and log in. If all was successful, you should see the website appear.
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| can be reached at xavier@xavierlc.com

Xavier Cawley. No copyrights, just a student
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Figure 3.26: Verify your configuration
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3.2 Remote Access VPN

Learning Objectives

+ Configure a tunnel interface

» Configure a remote access VPN

Prerequisites:

» Setup Zones

» Some interface configuration

» Create a new user

* Create an auth policy

+ Policy that allows VPN to Inside

+ Policy that allows Outside to VPN

* Knowledge of previous labs

Scenario: VPNs aren’t just about changing your location like many advertisements say they’re for.
What it’s really used for is to securely access a remote location’s resources like your workplace, or
even your own home. That is what this lab will focus on. We are going to install GlobalProtect Agent
on Kali and then we’ll try to reach the Internal through VPN connection.

155
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Internal

PaloAlto-1

etho

10.0.0.2/24
Inside

Figure 3.27: Main scenario

10.0.0.1/24 DHCP
ethernetl/1 ethernet1/
192.168.0.1/24

management

Management

Q etho

NAT1

é\mn.u:aum. 11

DHCP

Switchl
. e7
—EI'ﬂ e

Outside

192.168.0.1/24

Table 3.5: Addressing Table

Device Configuration
management: 192.168.0.1/24
PaloAlto-1 Ethernet1/1: 10.0.0.1/24

Ethernet1/2: DHCP

Internal (WordPress)

eth0: 10.0.0.2/24 GW: 10.0.0.1

KaliLinux2019.3-1

ethO: DHCP

Management eth0: 192.168.0.2/24
Table 3.6: Zone Configuration

Zone Interface

Inside Ethernet1/1

Outside Ethernet1/2

VPN Tunnel.1
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Create a Tunnel Interface

Under Network > Interfaces in the Tunnel tab, click Add.
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Figure 3.28: Creating a Tunnel
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In the new window, change the virtual router to default, and the security zone to the VPN zone.

R %11 - TightVNC Viewer

# Bruhloalto

v e @ n O @

Tunnel Interface

Interface Name
Comment

Metflow Profile | None

Config |Pvd 1P Advanced

Assign Interface To

Virtual RouLcr.
Security Zon

JWM == @ BruhloAlto - Mozlla Firefox

Figure 3.29: Tunnel Interface

Then click OK.
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Enable User ACL for a Zone

Under Network > Zone, click the VPN zone.
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Figure 3.30: Create a VPN Zone
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Tick the Enable user identification box.
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Figure 3.31: Enable User Identification under VPN Zone

Then press OK.
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Generate Certs

Under Device > Certificate Management > Certificates, click on Generate.
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Figure 3.32: Generate a certificate

Configure these settings in the new window:

Table 3.7: Certificate Generation

Parameters Value

Certificate Name Cert Name Here

Common Name The DHCP IP of Ethernet1/2
Certificate Authority Tick this box
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x11 - TightVNC Viewer
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Generate Certificate
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Certificate Mame | FreeCCNA
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Signed By
Certificate Authority
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Digest
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Figure 3.33: Generate a certificate

Then click Generate.
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Create an SSL/TLS Service Profile

Under Device > Certificate Management > SSL/TLS Service Profile, click Add.
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Figure 3.34: Add SSL/TLS Service Profile
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In the new window, add the certificate you generated.

R %11 - TightVNC Viewer
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SSL/TLS Service Profile

Mame | CoolCert
Certificate | FreeCCNA
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Figure 3.35: Configure SSL/TLS Service Profile

Then click OK.
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Create a GlobalProtect Portal

Under Network > GlobalProtect > Portals, then click Add.
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Figure 3.36: Add a Portal
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In the general tab, set the interface to Ethernet1/2.
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Figure 3.37: GlobalProtect Portal Configuration
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In the authentication tab, select SSL/TLS profile you created in the previous step, then click Add.

R %11 - TightVNC Viewer — O b4

SHERD N 5| @on | B @ @a|H

# Bruhloalto x | +

&« d o |®6‘ https:,"_."lgz.168.0.1_.-'?#network::vsysl::net'fork_."gIobal-protect_.-’por‘tals e @ ﬁ| In @O &

GlobalProtect Portal Configuration

General Server Autheqtication
Authentication SSL/TLS Service Profile | [EEIE ]

Portal Data Collection
Client Authentication
Agent
ALLOW
Clientless VPN AUTHENT...
WITH USER
Satellite AUTO CREDENT...
AUTHENTIL.. |RETRIEVE |USERNAME | PASSWORD | AUTHENT.. | ORCLIENT
PROFILE PASSCODE | LABEL LABEL MESSAGE CERTIFIC...

(S Delete @) Clone T Move Up | Move Down

Certificate Profile | None

JWM == @ BruhloAlto - Mozilla Firefox 03111

Figure 3.38: Adding SSL/TLS Profile
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In the new window, change the authentication profile, then press OK.
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Figure 3.39: Adding Authentication Profile
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In the agent tab, in the agent section, click Add.
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Figure 3.40: Adding the agent
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In the internal tab in the Internal gateway, click Add.
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Figure 3.41: Configure Internal Gateway
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In this window, change the Address to select IP, and in the IPv4 box, type in the IP of Ethernet1/2.
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Figure 3.42: Set the IP address for Internal Gateway
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Press OK twice to get back to the agent tab. Then in the trusted root ca section, add your generated
cert, and tick the box to install in local root certificate store.
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Figure 3.43: Add the Root CA certificate

Then press OK.



3.2 Remote Access VPN 173

Create a GlobalProtect Gateway

Under Network > GlobalProtect > Gateways, click Add.
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Figure 3.44: Add a Gateway
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In the general tab, set the interface to Ethernet1/2.

R %11 - TightVNC Viewer — O b4

BEHED N S e Won A B & Q@ |

4 PANM x |+
B h

ttps:f192.168.0.1/7 #network:wsys1inetworkjglobal-protect/gate e @ ﬁ| N @O0 &

GlobalProtect Gateway Configuration

General

Marme | patedway

Authentication Network Settings
Agent Interface | ethernet1/2
Satellite IP Address Type | IPvd Only |

IPvd Address | None

D Log Successful S5L Handshake
Log Unsuccessful 551 Handshake
Log Forwarding | None

JWM == @ PA-WM - Mozila Firefox 08:35

Figure 3.45: GlobalProtect Gateway Configuration
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In the Authentication tab, add your SSL/TLS profile, then click Add.
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Figure 3.46: SSL/TLS Service Profile
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In the new window, select your authentication profile, then click OK.
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Figure 3.47: Authentication Profile
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Under the agent tab, in tunnel settings, tick the tunnel mode checkbox and select the tunnel you made.
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Figure 3.48: Tunnel Mode and Interface
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In client settings, click Add.
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Figure 3.49: Client Settings
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Make sure the Any checkbox is ticked on top of the OS category, then press OK.
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In client IP pool settings, add an IP pool range of this:

172.16.10.1-172.16.10.10
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Figure 3.51: IP Pool Configuration

Then press OK. Don’t forget to commit the configuration!
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Install the GlobalProtect Client on Kali

Open up a terminal window and run the following commands:

#curl -L https://bit.ly/32Ljx1ly --output GP.deb
#sudo dpkg -i GP.deb
#globalprotect connect -p [IP of Palo Alto Ethernetl/2 Here]

When connecting, it will show an error about validation. Type in y then press enter.

It will also ask for your username and password. Enter the one you created prior.
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BSEHED I & @onan| B & e @alH
Applications Places ¥ [ Terminal v Mon 08:45 w A ) O~

root@kali: ~

File Edit View Search Terminal Help
curl -L https://bit.1ly/32Ljx1ly -0 GP.deb
curl -L https://bit.ly/32Ljx1ly --output GP.

globalprotect connect -p 192.168.122.2
Retrieving configuration...

There is a problem with the security certificate

.253 cannot be verifi Ple = contact the Help

ave the ctifi

Warning: The communication with 192.168.1 253 may have been compromised. We re
com d that you do not continue with this connection.

Error details:

Figure 3.52: Installing GlobalProtect on Kali Linux
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Test Remote Access VPN

On Kali, after connecting to GlobalProtect, navigate to the IP of the WordPress Server (Internal).

QEMU (KaliLinux2019.3-1) - TightVNC Viewer - O e
SHERD S| @on | B @ @a|H
Applications ¥ Places + &) Firefox ESR ~ Mon 08:49 e II| SO~
TurnKey Linux - Just another WordPress site - Mozilla Firefox e ® &
TurnKey Linux — Just anothe X ‘ +
<« c @ @ 10.0.0.2 - O N o =
" Kali Linux " Kali Training % Kali Tools " KaliDocs " Kali Forums “e NetHunter [l Offensive Security = Exploit-DB »

TURNKEY LINUX

Just another WordPress site

El\Welcome to WordPress!

k
Getting started... Login as admin and get blogging! Refer to the TurnKey WordPress release notes Refer to the

WordPress Getting Started Codex Search WordPress.org for plugins to extend WordPress. Here's some
Ee examples: Yoast SEO: Optimizes your WordPress blog for search engines and XML sitemaps. NextGEN

Gallery: Easy to use image gallery with thumbnail & slideshow... Continue reading

Published February 22, 2021
Categorized as Uncategorized

Figure 3.53: Verify your configuration

If everything was correct, it should display the WordPress site!
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3.3 Site-to-Site VPN

Learning Objectives

+ Configure site-to-site VPN

» Configure static routing

Prerequisites:

+ Create Zones on both firewalls

+ Create a tunnel interface on both firewalls

* Create a policy to allow VPN to Inside on both firewalls
+ Create a policy to allow Inside to VPN on both firewalls
+ Interface configuration

+ Knowledge of previous labs

Scenario: This one is a bit tricky since you will be managing both devices. A site-to-site VPN is what
your company would set up if you had offices in other locations without being directly connected to
each other. But in this lab, we’ll just take it easy and assume that they have a direct connection to each
other. So, we are going to configure site-to-site VPN between two Palo Alto firewalls. Then, you
should be able to ping from client-1 to client-2.
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Sitel-Client
10.0.0.1/24
_ etho ethernetl/1
10.0.0.2/24
Inside

Figure 3.54: Main scenario

Site-1 Site-2 Site2-Client
1.1.1.1/24 1.1.1.2/24 172.16.10.1/24 \
ethernet1/2  ethernet1/2 ethernet1/1 . y
VPN
N A 172.16.10.2/ 24
92.168.0.2/ 24 —
192.168.0.1/24 t side
management

el el
Maw@ge;pent
Ma na@&en t1

tho

192.168.0.3/24

Table 3.8: Addressing Table

Device Configuration
management: 192.168.0.1/24

Site-1 Ethernet1/1: 10.0.0.1/24
Ethernet1/2: 1.1.1.1/24
management: 192.168.0.2/24

Site-2 Ethernet1/1: 172.16.10.1/24

Ethernet1/2: 1.1.1.2/24

Site1-Client

eth0: 10.0.0.2/24 GW: 10.0.0.1

Site2-Client

eth0: 172.16.10.2/24 GW: 172.16.10.1

Management1 eth0: 192.168.0.3/24
Table 3.9: Zone Configuration for Sitel

Zone Interface

Inside Ethernet1/1

VPN Ethernet1/2, tunnel.1
Table 3.10: Zone Configuration for Site2

Zone Interface

Inside Ethernet1/1

VPN Ethernet1/2, tunnel.1
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Create an IKE Gateway

Under Network > Network Profiles > IKE Gateways, click Add.

*11 - TightVNC Viewer - O X

SHERD NG| @on | B @ @a|H
2 BruhloAlto - Mozilla Firefox

#% Bruhloalto »x |+

&« G @ @ . https:/192.168.0.1/7#network:vsys 1::network/network-profile sfike ses w N O &

MONITOR S0 LIC . OBJECTS NETWORK

3 Interfaces Q, Oitems | 3 ¢
P Zones Local Address Peer ID Local ID

S VLANS

B virtual Wires O | name PEER ADDRESS | INTERFACE P D TYPE D TYPE

\)’illunl Routers

("‘,_; IPSec Tunnels

*II GRE Tunnels

= DHCP

¥ DN Proxy

|~ @ GlobalProtect
a

ortals
'& Gateways
&[] mDM
I:Q Clientless Apps
% Clientless App Groups
& Qos

=

k Profiles
GlobalProtect IPSec Ory
T IKE Gateways

3 IPSec Crypto

[ IKE Crypto

Mgmt

Zone Protection

& 0os peoio @ PDF/CSV

paloalto '

JWM == @ BruhloAlto - Mozila Firefox 03:21

Figure 3.55: Add an IKE Gateway
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On the Sitel firewall, configure these settings:

Table 3.11: Sitel IKE Gateway Configuration

Parameter Value
Interface Ethernet1/2
Local IP Address 1.1.1.1/24
Peer IP Address Type 1P
Peer Address 1.1.1.2
Pre-shared Key Password Here
Confirm Pre-shared key Confirm Password Here
11 - TightUNC Viewer = 0

BEHERD N S| g B @ e @ |

3 BruhloAlto - Mozilla Firefox

4% BruhloAlto b 4 | o

€« c @

@ K. https:/192.168.0.1/7#network::vsys 1:network/network-profilesike wee ﬁ| mn o @

IKE Gateway

General Advanced Options
Mame | Gatedway
Version | IKEv1 only mode

Address Type °IPv4 v

Interface | ethernet1/2

Local IP Address | 1.1.1.1/24

PuurlPAddressTvp 3 FQDN

IPuerAddrcss 11132

Authentication @ pre-shared Key

Pre-shared Key  sessssss

[Confirm Pre-shared Key ‘---aan-.

Local Identification | Mone

Peer ldentification | None

Comment

JWM == @ BruhloAlto - Mozilla Firefox 03:22

Figure 3.56: Sitel Firewall: IKE Gateway Configuration

Then press OK.
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On the Site2 firewall, configure these settings:

Table 3.12: Site2 IKE Gateway Configuration

Parameters Value

Interface Ethernet1/2

Local IP Address 1.1.1.2/24

Peer IP Address Type 1P

Peer Address 1.1.1.1

Pre-shared Key Same Password as before here
Confirm Pre-shared key Confirm same password as before here

%11 - TightWNC Viewer

BEHED N S| =@ &a el

3 BruhloAlto - Mozilla Firefox

4% BruhloAlto b 4 | o

€« c @

@ K. https:/192.168.0.1/7#network::vsys 1:network/network-profilesike

- @ 1 n @ @

IKE Gateway

General Advanced Options

Mame | GatedWay2
R TRRTY - RE I} "

Address Type ° |Pvd v
Interface | ethernet1/2
Local IP Address | 1.1.1.2/24
Peer IP Address Type @ P
Peer Address | L1.1.1
Authentication @ pre-shared Key

Pre-shared Key  sessssss

rqon C

Certificate

Dynamic

Confirmn Pre-shared Key ‘---aan-.

Local Identification | Mone
Peer ldentification | None

Comment

WM == @ BruhloAlto - Mozilla Firefox

Figure 3.57: Site2 Firewall: IKE Gateway Configuration

Then press OK.
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Create an IPsec Tunnel

Under Network > IPsec Tunnel, click Add.

K& 11 - TightVNC Viewer - O b

SHERD S| @on | B @ @a|H

= BruhloAlto - Mozilla Firefox
#% Bruhloalto »x |+

<« C @

=
8
@
n

o @

MOMNITOR

Y S ®
3 Interfaces Q Oitems | 3 ¢
e IKE Gateway/Satellite el B e
=5 WLANS
Bl vt el W PEER VIRTUAL | VIRTUAL | SECURI...
g virtd Yires [0 [NAME  |STATUS |TYPE INTERF... | LOCAL IP | ADDRE... | STATUS | INTERF.. | ROUTER |SYSTEM |ZONE | STATUS |COMM..
Villunl Routers
5 1PSec Tunnels
{I GRE Tunnels
= DHCP
% DNS Proxy
~ @ GlobalProtect
'ﬁt Portals
'& Gateways
@] mDM
B Clientless Apps
EL? Clientless App Groups
& Qos
M Lop
R rE] Metwork Profiles
[0 GlobalProtect IPSec Gry

T IKE Gateways
= IPSec Crypto
=1 IKE Crypto

(@) POF/CSV
paloalto

httpS:ﬂlQﬂQ.{lﬁS.O.lf?# : b el i ek B aerwar
JWM == @ BruhloAlto - Mozlla Firefox 03:25

Figure 3.58: Sitel Firewall: Add an IPsec Tunnel
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On both firewalls, configure these settings:

Table 3.13: IPsec Tunnel Configuration

Parameters

Value

Tunnel Interface

tunnel.1

IKE Gateway

The one you created on the respective firewall

K& 11 - TightVNC Viewer

LI

4% BruhloAlto

\&)»> <& @

G fon A | By & Q@ @K

|®€_ https://192.168.0.1/7#network:vsys 1:networkfipsec-tunnels e B ﬁ| mw o @

IPSec Tunnel

General Proxy IDs

Mame | Sitel

Tunnel Interfac

Tree @ auto Key ) Manusl Key

Address Type °IP\'4 -'IP\nS

" GlobalProtect Satellite

I IKE Gateway | [EERETETE I

IPSec Crypto Profile | default

[] show Advanced Options

Comment

JWM == @ BruhloAlto - Mozilla Firefox

Figure 3.59: Sitel and Site2 Firewall: IPsec Tunnel Configuration
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Create Static Routes

Under Network > Virtual Routers, click default.

K& 11 - TightVNC Viewer - O b

SHERD S| @on | B @ @a|H

= BruhloAlto - Mozilla Firefox
#% Bruhloalto »x |+

— G @ @ . https:/192.168.0.1/7#network:: <fvirtual-routers e w5 m o &

MOMNITOR

S ®

53 Interfaces (98 litem | 3 %
= Zanes RUNTIME
§§§ WLANS D MAME INTERFACES CONFIGURA.. | RIP OSPF OS5PFV3 BGP MULTICAST STATS

Bl vrictual Wi
& Virtual Wires ] -!uu ethernet1/2 ECMP status:
Disabled

@ Virtual Routers
C’S IPSec Tunnels
{I GRE Tunnels
= DHCP
¥ DN Proxy
~ @ GlobalProtect
'3? Portals
'& Gateways
@[] mDM
B Clientless Apps
E’é Clientless App Groups
& Qos
™ Liop
R rE] Metwork Profiles
[ GlobalProtect IPSec Ory

ethernet1/1.10
ethernet1/1.20

tunnel.1

T IKE Gateways
3 IPSec Crypto
1 IKE Crypto

C- Monitor

'f‘}:l’ Interface Mgmt

Zon tion

= Dol Deofl ® Add (@ PDF/CSY

I ) 04/26/2022 18:35: : 05/26/2022 18:38: paloalto

JWM == @ BruhloAlto - Mozila Firefox 03:26

Figure 3.60: Virtual Routers Configuration



Under the static routes tab, click Add.
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R %11 - TightVNC Viewer

BEHED N S|

#or At By @ Q@& | K
i (3

# Bruhloalto

x|+

&« C @

| @ . https:/192.168.0.1/?#network:vsys 1:networkfvirtual-routers

- @ % n O @

Virtual Router - default

Router Settings
1Pv4

Q

IPvé
Static Routes

Redistribution Profile
RIP

S ] DESTINA...

| INTERFA... | TYPE

OSPFv3
BGP

Multicast

JWM == @ BruhioAlto - Mozlla Firefox

Qitems
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Figure 3.61: Add a Static Route in the Sitel
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On the Sitel firewall, configure these settings:

Table 3.14: Sitel Static Route Configuration

Parameters Value

Destination 172.16.10.0/24

Interface tunnel.1

Next Hop None

K& 11 - TightVNC Viewer - O b
ErEIEN R L Q, @ & |F

3 BruhloAlto - Mozilla Firefox

#% BruhloAlto X . +

— G @ :.G.) . https:/192.168.0.1/7#network:vsys 1::networkfvirtual-routers s o mw o & =

Virtual Router - Static Route - IPv4

Mame | OtherSite

Destination | 172.16.10.0/24
Interface | tunnel.1
Mext Hop | [

Admin Distance

Metric | 10
Route Table | Unicast

BFD Profile | Disable BFD

| Path Monitoring

Cancel

JWM == @ BruhloAlto - Mozila Firefox 03:28

Figure 3.62: Static Route Configuration in the Sitel
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On the Site2 firewall, configure these settings:

Table 3.15: Site2 Static Route Configuration

Parameters Value

Destination 10.0.0.0/24

Interface tunnel.1

Next Hop None
*11 - TightVNC Viewer - | X
SHERD S| @on | B @ @a|H

3 Si Mozilla Firefox

% Sitel X | 4 site-2 X |+

&« G @ @© . https:/192.168.0.2/7#network:vsys 1:networkfvirtual-routers e @ o mw o & =

Virtual Router - Static Route - IPv4

Mame | Sitel

Destination | 10.0.0.0/24
Interface | tunnel.1
Mext Hop | None
Admin Distance
Metric | 10
Route Table | Unicast
BFD Profile | Disable BFD

Path Monitoring

SOURCE IP

Cancel

@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share | X

JWM == @ Site-2 - Mozla Firefox 09:52

Figure 3.63: Static Route Configuration in the Site 2

Then press OK.
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Test the Site-to-Site

On any client device, try and ping the other client on the other site.

K& %11 - TightVNC Viewer
SHERD S| @on | B @ @a|H

3]
@ New Tab b
LXTerminal O x N
File N O & =
L3

from
from
from
from
from

twitter

Start browsing, and we’ll show some of the great
articles, videos, and other pages you've recently
visited or bookmarked here,

@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share | X

JWM ﬁ= @ Mozlla Firefox ™ | XTerminal 09:54

Figure 3.64: Verify your configuration

If you can ping the other client in the other site, everything worked!
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Chapter 4. Cloud Technologies
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4.1 IPsec VPN between Palo Alto on Premise and Microsoft Azure

Learning Objectives

» Configure a Virtual Network in Microsoft Azure
+ Set up and configure the Azure VPN Gateway for IPsec VPN
+ Implement Network Security Groups (NSGs) in Azure for traffic control

+ Monitor and troubleshoot IPsec VPN connections on Palo Alto

Scenario: We are going to connect on-premise Palo Alto to Azure Virtual Gateway. This is going to
be IPsec VPN between Palo Alto and Azure. First, we’ll configure Azure and then connect Palo Alto
through Port1 to Azure Virtual Gateway.

Azure Subnet

10.0.0.0/16

GW
Cloud1
PA-VM10.1.3-1 10.0.0.0/24
etherneti/1 ez Switchi -

e — _— N

== management =0 el eth2 Prwate

ethernet1/2 fo.0.1.0/24
|L92.168.10.1/24

webterm-1
. etho .
192.168.10.2/24 .
Windows-Azure
10.0.1.5/24

Figure 4.1: Main scenario

197



198 Chapter 4. Cloud Technologies

Azure Configuration

1. Create a resource group in Azure as follows:

> Resource group: Pal

o Region: West US

Resource groups =
Default Directory

+ Create 2 Manage view () Refresh L txportioCsv 55 Open query 7 Assign tags

I \Filter for any field... l Subscription == Azure subscription 1 Location == all < +7 Add filter

&) 0 Unsecure resources

Name T Subscription T

Figure 4.2: Create a resource group

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more '

Project details

Subscription * @ | Azure subscription 1 ~ |

Resource group * (O ’ Pa\‘ \/l

Resource details

Region* O | (US) West Us v |

l Review + create l | Previous ‘ I Next : Tags >

Figure 4.3: Create a resource group
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0 Validation passed.

Basics  Tags Review + create

Basics

Subscription Azure subscription 1
Resource group Pal

Region West US

Tags

None

Create l l < Previous Download a template for automation

Figure 4.4: Create a resource group
2. Create a virtual network as follows:

> Resource group: Pal

o Name: Azure-Pal

o Region: West US

Change the default subnet: 10.0.1.0/24

o
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Create virtual network -

Basics  IP Addresses Security Tags Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * (O | Azure subscription 1 ~ |
L Resource group * (1) l Pal AV |
Create new
Instance details
Name * [ Azure-Pal \/]
Region * | West US s |
‘ < Previous | l Next : IP Addresses > Download a template for automatio

Figure 4.5: Create a virtual network

Home > Virtual networks >

Create virtual network

Basics  IP Addresses  Security

Tags Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

1Pv4 address space

10.0.0.0/16 10.0.0.0 - 10.0.255.255 (65536 addresses) @

[] Add IPv6 address space ©

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

—+ Add subnet [ii] Remove subnet
Subnet name

default

Subnet address range NAT gateway

10.0.0.0/24 =

@ Use of a NAT gateway is recommended for outbound intemet access from a subnet. You can deploy a NAT gateway and assign it to
asubnet after you create the virtual network. Learn more o

Review + create

<Previous | [ Next:Security> |  Download a template for automation

Figure 4.6: Create a virtual network (Change default subnet)

n

Edit subnet X
Subnet address range * ©

[10.01.0724 v
10010 - 10.0.1.255 (251 + 5 Azure reserved
addresses)

NAT GATEWAY

Simplify connectivity to the internet using a

network address translation gateway. Outbound
connectivity is possible without a load balancer

or public IP addresses attached to your virtual
machines. Leam more

NAT gateway

None v

SERVICE ENDPOINTS

Create service endpoint policies to allow traffi
to specific azure resources from your virtual
network over service endpoints. Learn more

Services ©

c

[ 0selected v
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Create virtual network

Basics  IP Addresses  Security Tags  Review + create

BastionHost @ Disable

O Enable

DDoS Protection Standard (O @ Disable

O Enable

Firewall @ @ Disable

O Enable

| < Previous | ‘ Next : Tags > Download a template for automation

Figure 4.7: Create a virtual network

Create virtual network

Basics IP Addresses Security ~ Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more about tags o

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name (D Value (D

Review + create ‘ < Previous ‘ ‘ Next : Review + create > Download a template for automation

Figure 4.8: Create a virtual network
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Create virtual network

0 Validation passed

Basics IP Addresses

Basics

Subscription
Resource group
Name

Region

IP addresses

Address space
Subnet

Tags

None

|

Security  Tags Review + create

Azure subscription 1
Pal
Azure-Pal

West US

10.0.0.0/16
default (10.0.0.0/24)

< Previous IH Next > ||

Figure 4.9: Create a virtual network

Download a template for automation
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Create a virtual network gateway as following:

o Name: Azure-VPN-Pal

o Region: West US

o Generation: Generationl

o Gateway subnet address range: 10.0.0.0/24
o Public IP address name: AzurePublic

Click on Create and Review. It takes around 25 minutes to deploy a virtual network gateway
in Azure.

Virtual network gateways =
Default Directory

+ Create |552 Manage view v~ () Refresh % Open query
| Filter for any field... | Subscription == Azure subscription 1 Resource group == all X
Name T Virtual ... 7| Gatew... 1

Figure 4.10: Create a virtual network gateway
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Create virtual network gateway

Subscription * | Azure subscription 1 v

Resource group O Pal (derived from virtual network’s resource group)

Instance details

Name * [I Azure-VPN-Pal l \/‘
Region * | West US v ‘
Gateway type * © @ VPN O ExpressRoute

VPN type * @O @ Route-based O Policy-based

SKU* O [[ VpnGw?2 | v
Generation (O Generation 4 I
Virtual network * (O Azure-Pal I v ‘

reate vi dl Networ

@ Only virtual networks in the currently selected subscription and region are
listed.

| Previous H Next : Tags > l Download a template for automation

Figure 4.11: Create a virtual network gateway

Create virtual network gateway

Fiateway subnet address range * (O I 10.0.1.0/24 v
10.0.1.0 - 10.0.1.255 (256 addresses)

Public IP Address Type * (O Basic (® Standard

Public IP address

Public IP address * (O @ Create new O Use existing
rPubHc IP address name * I AzurePublic [ v
Public IP address SKU Standard
Assignment ( : ) Dynamic (é] Static
Enable active-active mode * @ O Enabled @ Disabled
Configure BGP * (O O Enabled @ Disabled

Azure recommends using a validated VPN device with your virtual network gateway. To view a list of validated devices and
instructions for configuration, refer to Azure’s documentation regarding validated VPN devices.

‘ Previous H Next : Tags > l Download a template for automation

Figure 4.12: Create a virtual network gateway
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o Validation passed

Basics  Tags Review + create

Basics

Subscription

Create virtual network gateway

Azure subscription 1

Resource group Pal

Name Azure-VPN-Pal
Region West US

SKU VpnGw?2
Generation Generation1

Virtual network

Azure-Pal

Subnet GatewaySubnet (10.0.1.0/24)
Gateway type Vpn
VPN type RouteBased
Enable active-active mode Disabled
Configure BGP Disabled
Public IP address AzurePublic
l Previous H Next | Download a template for automation

Figure 4.13: Create a virtual network gateway
& we'd love your feedbackl —

«=x Deployment is in progress

Deployment name: Microsoft.VirtualNetworkGateway-2022050111...  Start time: 5/1/2022, 12:03:41 PM
Subscription: Azure subscription 1 Correlation 1D: 4b078a9d-11d3-4f4b-91fa-5bf1042e8adc
Resource group: Pal

=

- Deployment details (Download)
Resource Type Status

Operation details

Figure 4.14: Create a virtual network gateway (deployment)

@ Your deployment is complete
Deployment name: Microsoft.VirtualNetworkGateway-202205011...  Start time: 5/1/2022, 12:03:41 PM

Subscription: Azure subscription 1 Correlation ID: 4b078a9d-11d3-4f4b-91fa-5bf1042e...
Resource group: Pal

~ Deployment details (Download)

~ Next steps

Go to resource

Figure 4.15: Deployment of virtual network gateway
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4. Create a local network gateway as follows:

o Resource Group: Pal
o Region: West US
o Name: PaloAlto

o IP Address: IP_Address_of_Portl_FortiGate(On Prem)

o Address Space: IP_Address_LocalNetwork

Local network gateways =
Default Directory

—+ Create iﬂé‘_,j Manage view O Refresh

| Filter for any field... ‘ Subscription == Azure subscription 1

Name T

Figure 4.16: Create a local network gateway

Create local network gateway

Project details

5 Open query

Resource gro

Subscription * ‘ Azure subscription 1

V]
Resource group * ‘ Pal v ‘
Create new

Instance details

Region * ‘ West US v ‘
Name * ‘ PaloAlto N ‘
Endpoint © “

IP address * (O ‘ 142.232.198.180 v ‘
Address Space(s) ©

[ 192.168.10.0/24 oS

‘ Add additional address range

Figure 4.17: Create a local network gateway
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Create local network gateway
o Validation passed

Basics  Advanced Review + create

Summary
Name PaloAlto
Subscription Azure subscription 1
Resource group Pal
Region West US
Endpoint IP address
IP address 142.232.198.180
Address Space(s) 192.168.10.0/24

I Previous l ‘ Next |

Figure 4.18: Create a local network gateway (review + create)

@ Your deployment is complete

Deployment name: LocalNetworkGatewayCreate-20220501123...  Start time: 5/1/2022, 12:31:33 PM
Subscription: Azure subscription 1 Correlation ID: a3a1a10b-d87b-4f9a-bac0-6d05f50b6...
Resource group: Pal

{&}

v Deployment details (Download)

-~ Next steps

Go to resource

Figure 4.19: Verify local network gateway deployment
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5. Go to Virtual network gateway and create a connection in Virtual network gateways >
Azure-VPN-Pal > connections > Add

@ Add connection

Azure-VPN-Pal

Name *

| AzureVPN g |

Connection type ()

[ Site-to-site (IPsec) ~ |

[ *Virtual network gateway (O g
Azure-VPN-Pal

| * Local network gateway (1) 5
PaloAlto

Shared key (PSK) * (D
| 123456789 v

D Use Azure Private IP Address (O
D Enable BGP O

IKE Protocol
() KEvi (®) IKEv2

Ingress NAT Rules

Figure 4.20: Connection configuration

Based on the Microsoft article “About cryptographic requirements and Azure VPN
gateways”, by default, integrity is SHA384, SHA256, SHA1, MD5, and encryption is
AES256, AES192, AES128, DES3, DES. So, we’ll select SHA1 and AES128 in FortiGate.
After doing this step, you should receive a Public IP address in the Overview tab.

Azure-VPN-Pal =

BB irtual network gateway

‘P Search (Ctrl+/) ‘ & O Refresh —> Move v m Delete
CrEmitEn A Essentials

B Activity log Resource group (move) : Pal SKU : VpnGw2
Ry Access control (IAM) Location : West US Gateway type : VPN

Subscription (move) : Azure subscription 1 VPN type : Route-based
¢ Tags

Subscription ID : 9170d5fe-6ca8-4257-9a4b-462d6b7ab3cd Virtual network : Azure-Pal
¢&? Diagnose and solve problems -

Public IP address : 23.101.203.248 (AzurePublic)

Settings Tanc (edin  Click here to add tans

Figure 4.21: Verify the public IP address


https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-compliance-crypto
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-compliance-crypto
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Palo Alto Configuration

1. First, we’ll configure Ports IP address.

Ethernet Interface

Interface Name | ethernetl/1
Comment
Interface Type | Layer3
Netflow Profile | None

Config IPv4 IPvé SD-WAN Advanced

Assign Interface To
Virtual Router | default

Security Zone | VPN

Figure 4.22: Ethernet 1/1 Config

Ethernet Interface

Interface Name | ethernet1/1
Comment
Interface Type | Layer3

Netflow Profile | None

Config IPv4 IPvé SD-WAN Advanced

Type Static PPPoE ° DHCP Client

Enable

Automafically create default route pointing to default gateway provided by server
[] Send Hostname system-hostname

Default Route Metric | 10

Show DHCP Client Runtime Info

Figure 4.23: Ethernet 1/1 IPV4
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Ethernet Interface @

Interface Name | ethernet1/2

Comment | |
Interface Type | Layer3 ~ |
Netflow Profile | None ~ |

Config IPv4 IPvé SD-WAN Advanced

- Assign Interface To
Virtual Router |defauh ~ |
Security Zone | LAN ~v |

Figure 4.24: Ethernet 1/2 Config

Ethernet Interface @

Interface Name | ethernet1/2

Comment | |
Interface Type | Layer3 ~ |
Netflow Profile | None v |

Config IPv4 IPv6 SD-WAN Advanced

[] Enable SD-WAN
Type @ Static () PPPoE () DHCP Client

D‘IP

B4 152.168.10.1/24

®Add ©Delete T MoveUp | Move Down

IP address/netmask. Ex. 192.168.2.254/24

Figure 4.25: Ethernet 1/2 IPv4

Then, create a tunnel.



Tunnel Interface
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Interface Name 1
Comment
MNetflow Profile | None ~
Config IPv4 IPvé Advanced
Assign Interface To
Virtual Router | default ~
Security Zone [m v
Figure 4.26: Create a tunnel 1
Ethernet | VLAMN | Loopback | Tunnel | SD-WAN
Q
MANAGEMENT
INTERFACE PROFILE IP ADDRESS VIRTUAL ROUTER SECURIN
tunnel none none none
tunnel.1 none default VPN

Figure 4.27: Verify Tunnell

Then, commit the configuration!
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2. Create a static route to tunnell and ethernet1/1 as following figures. Traffic related to
10.0.0.0/16 should go through the tunnel. The rest of the traffic should go through the default
Gateway.

Virtual Router - Static Route - IPv4 @

Name | static
Destination | 0.0.0.0/0
Interface | ethernetl/1
Mext Hop | IP Address
142.232.198.254
Admin Distance
Metric | 10
Route Table | Unicast
BFD Profile | Disable BFD
(] Path Monitoring

Figure 4.28: Create a static route to ethernet 1/1
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Virtual Router - Static Route - IPv4 @

Name | tunnel| |

Destination | 10.00.0/16 v
Interface |tunnel,1 ~
MNext Hop | None v

Admin Distance | 10 - 240 |

Metric | 10 |
Route Table | Unicast v
BFD Profile | Disable BFD v

] Path Monitoring

Failure Condition @ Any All Preemptive Hold Time (min) | 2

DESTINATION | PING
D NAME ENABLE SOURCE IP IP INTERVAL(SEC) | PING COUNT

(+) Add

Figure 4.29: Create a static route to tunnel.1
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3. Go to Network > Network Profiles > Create an IKE Crypto.

IKE Crypto Profile

Name | IKE

[J | oH croue

[] group2

() Add
D AUTHENTICATION

[] shal

() Add

Figure 4.30: Create an IKE Crypto Profile

[J | encrypTiON

[]  aes-128-cbc

() Add

Timers

Key Lifetime | Seconds

28800

IKEv2 Authentication | O
Multiple

“ Cancel

4. Go to Network > Network Profiles > Create an IPsec Crypto Profile.

IPSec Crypto Profile

Name \ IPSEQ)

IPSec Protocol | ESP

[ | encrypTiON

[] aes-128-cbc

(® Add
D AUTHENTICATION

[} shat

(® Add

Figure 4.31: Create an IPsec Crypto Profile

DH Group | group2

Lifetime | Seconds

(] Enable

27000

n el
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5. Go to Network > Network Profiles > Create an IKE Crypto Gateways.

IKE Gateway @

General Advanced Options

Name | IKE-GW
Version | IKEv2 only mode v
Address Type ° 1Pv4 IPvé
Interface | ethernet1/1 v

Local IP Address | Mone ~
Peer IP Address Type ° P FQDN Dynamic
Peer Address | 23.101.203.248 v
Authentication @) Pre-Shared Key Certificate

Pre-shared Key | sesesssse

.......o.l

Confirm Pre-shared Key

Local Identification | None v
Peer Identification | None v

Comment

Figure 4.32: Create an IKE Gateway

IKE Gateway @

General Advanced Options

Common Options

D Enable Passive Mode
[T] Enable NAT Traversal

IKEv2
IKE Crypto Profile [
[] strict Cookie Validation
Liveness Check

Interval (sec) | 5

Figure 4.33: Select IKE Crypto Profile
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6. Go to Network > IPsec Tunnels > Add.

Figure 4.34.
IPSec Tunnel

General Proxy IDs

Name | IPSEC-Tunnel
Tunnel Interface | tunnel.1

Type @ Auto Key Manual Key
Address Type ) IPv4 Pvé

IKE Gateway | IKE-GW
IPSec Crypto Profile | IPSEC

D Show Advanced Options

Comment

Figure 4.34: Create an IPsec Tunnel

Select the previous profile you have created as

GlobalProtect Satellite

“ aneel

7. Create a firewall policy from LAN to VPN zone and from VPN to LAN.

Security Policy Rule

General Source Destination Application Service/URL Category

Name | LAN-AZ
Rule Type | universal (default)

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

Actions Usage

“ Canee!

Figure 4.35: Create a security policy “LAN-AZ”

Security Policy Rule

General Source Destination

Application Service/URL Category
Ay Any
[J | source zoNE ~ []  souRce ADDRESS ~
Ld
= AN
(®Add © Delete @ Add
[7] Negate

Figure 4.36: Create a security policy “LAN-AZ.

Actions

any any

[}  souRCE USER ~ [ | source pEvice ~

® Add

Cancel

” Select the source zone as LAN.
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| Security Policy Rule

@
General Source Destination Application Service/URL Category Actions Usage
select y B Any any v
[] | DESTINATION ZONE ~ | (| ‘ DESTINATION ADDRESS ~ | O |DE5TINATION DEVICE ~
[ emven
(® Add @ Add (® Add
[7] Negate
Figure 4.37: Create a security policy “LAN-AZ.” Select destination zone as VPN.
Security Policy Rule @
General Source Destination Application Service/URL Category Actions
Name |Az—LAN|

Rule Type | universal (default)

Description

Tags | ¢ R =
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

Cancel
3 . 7 3 “« »
Figure 4.38: Create a security policy “AZ-LAN
Security Policy Rule @
General Source Destination Application Service/URL Category Actions
[ Any Any any any v
O ‘ SOURCE ZONE ~ | O ‘5ouncs ADDRESS ~ | O | SOURCE USER ‘ O ‘ SOURCE DEVICE A
"3 ven
®add O Delete (® Add (® Add ® Add
[[] Negate
Cancel

Figure 4.39: Create a security policy “AZ-LAN.” Select source zone as VPN.
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Security Policy Rule
General Source Destination Application Service/URL Category Actions
select v Any any
[J  DESTINATION ZONE ~ [ | DESTINATION ADDRESS A [[] | DESTINATION DEVICE ~
r
P& LAN
®Add O Delete ® Add @ Add
[] Negate

“ Cencel

Figure 4.40: Create a security policy “AZ-LAN.” Select destination zone as LAN.

Don’t forget to commit the configuration!
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Verify Connections
If you navigate to IPsec Tunnel, the status should be up.

&3 Interfaces

P4 Zones IKE Gateway/Satellite
=@ VLANs

) ) O | name STATUS TYPE INTERFACE LOCAL IP PEER ADDRESS STATUS INTERFACE
m@ Virtual Wires

| PSEC-Tunne . Tunnel Info Auto Key ethernet1/1 20.89.67.199 . KE Infa tunnel.1

@ Virtual Routers

I, IPSec Tunnels

: GRE Tunnels
& DHCP
J DNS Proxy

Figure 4.41: Verify IPsec Tunnel

® Azure-VPN-Pal | Connections =

Virtual network gateway

arch (Ctrl+/) « — Add C: Refresh
& Overview |/O |Searm connections
@ Activity log Name 1y  Status 1y  Connection type T, Peer
"R Access control (IAM) AzureVPN Connected Site-to-site (IPsec) PaloAlto
€ Tags

&2 Diagnose and solve problems

Settings

& Configuration

| ) Connections |

Figure 4.42: Verify connections in Azure

o ot
it it

ot
it

1
1
1
1
16
1
1
1

ot
it

Figure 4.43: Verify ping from Windows to webterm

File Edit Tabs Help |

from

Figure 4.44: Verify ping from webterm to Windows in Azure
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4.2 Deploy Palo Alto to Azure

Learning Objectives

» Configure a Virtual Network in Microsoft Azure
+ Set up and configure the Azure VPN Gateway for IPsec VPN
+ Implement Network Security Groups (NSGs) in Azure for traffic control

+ Monitor and troubleshoot IPsec VPN connections on Palo Alto

Scenario: In this lab, we’ll learn how to deploy Palo Alto Firewall to Azure.

1. Go to Azure Marketplace and search for Palo Alto.

Home >

Marketplace

Get Started

|/'::' palo alto| X

Service Providers

Management _
Managed Services

Figure 4.45: Search for Palo Alto

221
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2. Select VM-Series Next-Generation Firewall from Palo Alto.

Home >

Marketplace

Get Started Showing results for "palo alto".

Service Providers Showing 1 to 20 of 27 results.

Management a
Palo Alto Networks
Panorama

Private Marketplace

Private Offer Management

Palo Alto Networks, Inc.
My Marketplace Virtual Machine
Palo Alto Networks Panorama

Favorites
Recently created

Private products
Bring your own license

Categories Create v @

VM-Series Next-Generation
Firewall from Palo Alto

Palo Alto Networks, Inc.

Azure Application

Looking to secure your applications
in Azure, protect against threats and
prevent data exfiltration?

Price varies

Create v <@

Figure 4.46: Select VM Series Next-Generation Firewall

Palo Alto Prisma Solution
(Preview)

Azure Sentinel, Microsoft

Azure Application

Prisma Cloud delivers full stack
protection for multi-cloud and
hybrid-cloud.

Price varies

Create

v

3. Then, Select VM-Series Next Generation Firewall from dropdown list.

Home > Marketplace >

VM-Series Next-Generation Firewall from Palo Alto Networks =

Palo Alto Networks, Inc.

Palo Alto PAN-OS Solution
(Preview)

Azure Sentinel, Microsoft

Azure Application

PAN-OS is the software that runs all
Palo Alto Networks next-generation
firewalls

Price varies

Create <@

VM-Series Next-Generation Firewall from Palo Alto Networks < sdd o ravorites

Reviews

“ paloalto’
Palo Alto Networks, Inc.
% 3.6 (9 Azure ratings) [ ka6 (9 external ratings)
& Preferred solution
| Plan
VM-Series Next Generation Firewall (... v I
Overview  Plans Usage Information + Support

Figure 4.47: Select VM-Series Next Generation Firewall
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4. Create a Firewall information, as Figure 4.48.

Home > Marketplace > VM-Series Next-Generation Firewall from Palo Alto Netwarks >

Create VM-Series Next-Generation Firewall from Palo Alto Networks

mdridyge dil your resources.

Subscription * @ | Azure subscription 1 ~ |
L Resource group * (O l Pal ~ l
Create new

Instance details

Region * (© l UK West v l
Username * l hamid \/l
Authentication type * @ Password

() SSH Public Key

Password * l ............ \/ l

Confirm password * l ------------ \/l

| < Previous | [ Next : Networking >

Figure 4.48: Create a VM-Series Palo Alto

Basics Networking  VM-Series Configuration Review + create

Configure virtual networks

Virtual network * (@ | {new) fwVNET A |
Create new

Management Subnet * | (new) Mgmt (10.0.0.0/24) ~ |

Untrust Subnet * | (new) Untrust (10.0.1.0/24) ~ |

Trust Subnet * | (new) Trust {10.0.2.0/24) v |

Network Security Group: inbound source | 0.0.0.0/0 |
IP* @

Figure 4.49: Networking configuration
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Basics Networking VM-Series Configuration  Review + create

Public IP address * (O | (new) fwMgmtPubliclP Y4 |
Create new
DNS Name * ® | hamid v

ukwest.cloudapp.azure.com

VM name of VM-Series * (D ’ hamidpaloaltal \/l
VM-Series Version (O | latest v |
Enable Bootstrap O O yes

@ no

Virtual machine size * (O 1x Standard D3 v2
4 vepus, 14 GB memory
Change size

l < Previous l I Next : Review + create >

Figure 4.50: VM Configuration (DNS-VM Name)

5. Leave other tabs as default and press on “Review + create.” It will validate your information
and then you can create a Palo Alto Firewall.

O Validation Passed

Basics Networking VM-Series Configuration Review + create

PRODUCT DETAILS

VM-Series Next-Generation Firewall
from Palo Alto Networks

by Palo Alto Networks, Inc.

Terms of use | Privacy policy

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)

listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
th the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage

arid transactional information with the provider(s) of the offering(s) for support, billing and other transactional

actjvities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

l < Previous l ‘ Next Download a template for automation

Figure 4.51: Create a firewall
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6. Then, it will start deployment of Palo Alto. It takes around 5 minutes to deploy Palo Alto.

., paloaltonetworks.vmseries-ngfw-20220516153314 | Overview

Deployment

I/O Eearch (Ctrl+/) l &« i Delete

. Overview
E Inputs
Y= Outputs

[2) Template

® Cancel

[T| Redep O Refresh

&) We'd love your feedback! —

=== Deployment is in progress

", Deployment name: paloaltonetworks.vmseries-ngfw-2022051615...

Subscription: Azure subscription 1
Resource group: Pal

Figure 4.52: Deployment is in progress

o We'd love your feedback! —

@ Your deployment is complete

% Deployment name: paloaltonetworks.vmseries-ngfw-2022051615...

Subscription: Azure subscription 1
Resource group: Pal

~  Deployment details (Download)

~ Next steps

Go to resource group

Figure 4.53: Deployment is complete

Start time: 5/16/2022, 3:38:01 PM
Correlation ID: 5a6d9bc6-d224-43f9-b0f8-8ac3%9aa296dc E
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7. After deployment is completed, go to Resource group > hamid > Overview and look for

Palo Alto Public IP address.

(4] Overview = A\ Essentials

Activity log Subscription (move) : Azure subscription 1

89 Access control (IAM) Subscription ID 9170d5fe-6ca8-4257-9adb-462d6b7ab3cd
Tags (edit) : Click here to add tags

¢ Tags 9 g

T« Resource visualizer
Resources  Recommendations

Events
Settings ‘M‘ ==l ¢ tocation == 2l
& Deployments Showing 1 to 8 of & records. || Show hidden types ©
O Security
D Name T
? PO"CieS. [0 @ Defauitnsg
e e p
B2 hamid
Cost Management D B hamidpaloalto

Figure 4.54: Palo Alto Public IP Address

Deployments : 6 Succeeded

o Upgrade to Standard SKU - Microsoft recommends Standard SKU public IP address for production workloads —

- Essentials

Resource group (mave) : Pal

Location : UK West

Subscription (move) 1 Azure subscription 1

Subscription ID 1 9170d5fe-6ca8-4257-9adb-462d6b7ab3cd
Tags (edit) : Click here to add tags

See more

Figure 4.55: Palo Alto Public IP Address

Location : UK West
Fp Add filter
No grouping v
Type T4 Location T
Network security group UK West
Virtual network UK West
Public IP address UK West
Virtual machine UK West

SKU : Basic

Tier : Regional /

lip address - 52.142.16031 | //
-

[DNS name ham'\d.ukwest.cloudapp.azure.com]

Assaciated to

: hamidpaloalto-hamid-eth0
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8. Type the IP address in the browser. You should be able to see the Palo Alto credentials page.
Enter your username and password to log in to the firewall.

A Not secure | hitps://52.142.160.31/php/login.php?

e
s

#/» paloalto

NETWORKS

hamid

Log In

Figure 4.56: Palo Alto Firewall Credential Page

9. Azure will create three interfaces, as Figure 4.57. By default, EthO is set as a management
port and this port has the public IP address and you can reach the GUI through this IP
address. Eth1 is set as an Untrusted interface and to be able to access the firewall through this
port, you should set the Public address for this port.

Eth1(10.0.1.0/24) Eth0 (10.0.0.0/24)

VM Series

Untrust Mgmt

Trust Eth2(10.0.2.0/24)

Figure 4.57: Palo Alto Firewall Interfaces by default
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10. To set interfaces in the firewall, you should go to Network > Interfaces and set both
ethernet1/1 and ethernet1/2 as a DHCP client. Also, uncheck “Automatically create default
route pointing to default gateway.”

Ethernet Interface @

Interface Name | ethernet1/1
Comment
Interface Type | Layer3
Netflow Profile | None

Config IPv4 IPvé SD-WAN Advanced

Type Static PPPoE o DHCP Client

Enable
Automatically create default route pointing to default gateway provided by server

|:| Send Hostname system-hostname
Default Route Metric | 10

Show DHCP Client Runtime Info

m Canccl

Figure 4.58: Ethernet1/1 configuration

Ethernet Interface @

Interface Name | ethernet1/2
Comment
Interface Type | Layer3

Netflow Profile | None

Config IPv4 IPvé SD-WAN Advanced

Type () Static PPPoE @) DHCP Client

Enable
Automatically create default route pointing to default gateway provided by server

|:| Send Hostname system-hostname
Default Route Metric | 10

Show DHCP Client Runtime Info

“ CanCEI

Figure 4.59: Ethernet1/2 configuration
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11. Then, you set a default route and set a zone for each interface.

Ethernet Interface @

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None
Config IPv4 IPvé SD-WAN Advanced

Assign Interface To
Virtual Router | default

Security Zone | Untrust

Figure 4.60: Ethernet1/1 zone and virtual router

Ethernet Interface @

Interface Name
Comment | WAN
Interface Type | Layer3

MNetflow Profile | None
Config IPv4 IPvé SD-WAN Advanced

Assign Interface To
Virtual Router | default

Security Zone | Trust

Figure 4.61: Ethernet1/2 zone and virtual router
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and then in Ethernet1/1 under the advanced tab, set management interface profile as Figure
4.62.

Interface Management Profile @

Name | access

Administrative Management Services
PERMITTED IP ADDRESSES ‘

HTTP
HTTPS

[7] Telnet
[7] ssH

Network Services

Ping

[:l HTTP OCSP

[Jsnmp

[] Response Pages

[] User-1D

[:| User-1D Syslog Listener-SSL
[T] User-1D Syslog Listener-UDP

() Add

Ex. IPv4 192.168.1.1 or 192

Figure 4.62: Ethernet1/1 Management Profile



12. Create a static route to 10.0.1.1.

Virtual Router - Static Route - IPv4

4.2 Deploy Palo Alto to Azure 231

Name | statid

Destination | 0.0.0.0/0
Interface | ethernet1/1
Next Hop | IP Address
10.0.11
Admin Distance
Metric | 10
Route Table | Unicast
BFD Profile | Disable BFD
(C) Path Monitoring

Figure 4.63: Create a static route to 10.0.1.1

“ coneel

13. Create a public IP address and assign the public IP address to interface eth1 (Untrusted

interface).

Public IP addresses =

Default Directory

+ Create @ Manage view O Refresh i Export to CSV Y Open query @ Ass gn tags ] Delete
’ Filter fo& field... l Subscription == Azure subscription 1 Resource group == all < Location ==
D Name T Resource group T

[[] B hamid

Figure 4.64: Create a public IP address

PAL
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Create public IP address

SKU* /
O Standard @ Basic

Tier

Global

IPv4 IP Address Configuration

Name *

l Untrust

\
IP address assig n;;m

O Dynamic @ Static

Idle timeout (minutes) * @

O

DNS name label @O

Subscription *

Figure 4.65: Create a public IP address (set SKU and name)

Automation options

All resources «
Default Directory

+ Create £33 Manage view ~ -+

[ Filter for any field..

Name T

g5 hamidpaloalto-hamid-eth1 | IP configurations  * - X

Network interface
[ search (ctil+))

@ Overview

@ Activity log

| «

+ Add save X Discard () Refresh

IP forwarding settings

IP forwarding

(Disabled (CEEED)

@ DefaultnsG A2 Access control (IAM) Virtual network SWVNET
€ Tags

> fwVNET 9 IP configurations

B hamid Settings Subnet Untrust (10.0.1.0/24) N

B3 hamidpaloalto

@ hamidpaloalto-hamid-eth0

i hamidpaloalto-hamid-eth1

B DNS servers

@ Network security group

@ The associated virtual machine ‘hamidpaloalto’ must be either stopped or deallocated in order to be able to edit the subnet.

@ hamidpaloalto-hamid-eth2 ili- Properties [ 9 Search IP configurations
& hamidpaloalto_OsDisk_1_f224c1820b8e-. *** £ Locks Name IP Version Type Private IP address Public IP address
/D NetworkWatcher_ukwest Monitoring ipconfig-untr... IPv4 Primary 10.0.1.4 Dynamic)
@ Insights . :

Figure 4.66: Select Interface ethl
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ipconfig-untrust

hamidpaloalto-hamid-eth1

Save X Discard

Public IP address settings
Public IP address
\ Disassociate \
Public IP address *
Untrust (51.140.253.110) ~

Create new

Private IP address settings

Virtual network/subnet
fwVNET/Untrust

Virtual machine

hamidpaloalto

o The associated virtual machine 'hamidpaloalto’” must be either stopped or deallocated in order
to be able to edit the private IP address.

Assignment

( Dynamic  Static )
IP address
| 10014

Figure 4.67: Assign public IP address to Ethl

14. Open the browser and type the public IP address. You should be able to access the firewall.
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4.3 Site-to-Site VPN between Palo Alto on Premise and Palo Alto in
the Azure

Learning Objectives

+ Configure a Virtual Network in Microsoft Azure
+ Set up and configure the Azure VPN Gateway for [Psec VPN
» Implement Network Security Groups (NSGs) in Azure for traffic control

+ Monitor and troubleshoot IPsec VPN connections on Palo Alto

Scenario: In this lab, we will create a site-to-site VPN from Palo Alto on-premise to Palo Alto in the
Azure. Knowing the configuration of section 4.2 is necessary for this lab. I have created management
and ethernet1/1 as a DHCP, so they will receive an IP address from Cloud.

AZURE
Ethi: Untrust: 10.0.1.0/24
142.232.197.226/24 . Cloud-1
management el Ethe[ne_t'swmch—l
ethernet1/2 — |
192.168.10.1/24 ethemet1/1 €0 e2 eth
PA 142.232.197.233/24
webterm. ’
7
B “etho

Eth0:Mgmt: 10.0.0.0/24 Eth2:Trust: 10.0.2.0/24

192.168.10.2/24

Windows( 10.0.2.5/24)

Figure 4.68: Main scenario

235
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On-Premise Palo Alto Configuration

Devices Interface IP address
Management DHCP Client

Palo Alto Ethernet 1/1 DHCP Client
Ethernet 1/2 192.168.10.1/24

WebTerm EthO 192.168.10.2/24

1. Configure the interfaces of the firewall. Set Ethernet1/1 as a Untrust Zone and Ethernet1/2 as

a Trust Zone.

(= Interfaces

Ethernet | VLAN | Loopback | Tunnel | SD-WAN

A Zones
% VLAN
g2 s
Bg Virtual Wires
@ virtual Routers MANAGEMENT
(9 IPSec Tunnels INTERFACE INTERFACE TYPE | PROFILE
-lﬂ GRE Tunnels & ethernet1/1 Layer3
£ DHCP

DNS Proxy EJethernet1/2 ey

Figure 4.69: Firewall Interfaces

LINK

STATE | IP ADDRESS VIRTUAL ROUTER TAG
@ |Dynemic-DHCP Client default Untagged
@ [19216810.1/24 default Untagged

2. Create a tunnel.1 and set the tunnel as Untrust zone.

(&3 Interfaces

Tunnel

Ethernet | VLAN Loopback
P Zones
o VLANS
Em Virtual Wires
;. MANAGEMENT

@ Vvirtual Routers INTERFACE PROFILE
@) IPSec Tunnels

t |
-'@- GRE Tunnels Hne
£ pDHCP tunnel.1

Figure 4.70: Create a tunnel

SD-WAN
IP ADDRESS VIRTUAL ROUTER
none none none
none default Untrust

VLAN / VIRTUAL-

WIRE

none

none

SECURITY ZONE

SECURITY ZONE

FEATURES
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Create two static routes, one pointing to 142.232.197.254 (on-Prem Default Gateway) and the
other one sending the traffic of Azure through the tunnel.

Virtual Router - Static Route - IPv4 @

Name | statid |

Destination | 0.0.0.0/0
Interface | ethernet1/1
MNext Hop | IP Address

142.232.197.254
Admin Distance
Metric | 10
Route Table | Unicast
BFD Profile | Disable BFD
(O Path Monitoring

Figure 4.71: Create a static route to default gateway
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Virtual Router - Static Route - IPv4

Name | tunnel

Destination | 10.0.0.0/16

Interface | tunnel.1

Next Hop | None

Admin Distance | 10 - 240

Metric | 10

Route Table | Unicast

BFD Profile | Disable BFD

() Path Monitoring

Failure Condition o Any All

D MNAME ENAEBLE SOURCE IP

|-T-. Add

Figure 4.72: Create a static route to Azure

Preemptive Hold Time (min) | 2

DESTINATION | PING
IP INTERVAL(SEC) | PING COUNT
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For setting up, site-to-site VPN we will use default IKE Crypto, IPsec Crypto profiles and we
will only set IKE Gateway and IPsec Tunnel as following figures. You have to configure
local and peer identification.

IKE Gateway @

General Advanced Options

Name | IKH

Version | IKEv1 only mode
Address Type @) IPv4 IPv6
Interface | ethernetl/1
Local IP Address | None
Peer IP Address Type ° P FQDN Dynamic
Peer Address | 51.142.139.28
Authentication o Pre-Shared Key Certificate
Pre-shared Key | sesssees

Confirm Pre-shared Key | #eeeesee

Local Identification | IP address ~ || 142.232197.233
Peer Identification | IP address | 51.142.139.28
Comment

“ Cancc'

Figure 4.73: Create an IKE Gateway

IPSec Tunnel @
General Proxy IDs
Name \ IPSEC]

Tunnel Interface | tunnel.1
Type @ Auto Key Manual Key GlobalProtect Satellite
Address Type @) IPv4 IPvé
IKE Gateway | IKE
IPSec Crypto Profile | default

[] Show Advanced Options

Comment

“ Conee!

Figure 4.74: Create an IPsec Tunnel
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5. Finally, create two security policies, one from Trust to Untrust zone and the other from
Untrust to Trust zone.

&= Security
3 NAT Source Destination
2 QoS

&3 Policy Based Forwarding NAME TAGS TVPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEV

Decryption -
1 rust none universal A Trust any any any A Untrust
@h Tunnel Inspection

B Application Override 2 | Untrust none universal g Untrust any any any 1 Trust

Figure 4.75: Create two security policies

Azure Configuration
1. Create a Palo Alto firewall in Azure and configure the interfaces. You need to do all steps in
section 4.1 and assign public IP address to Ethernet 1 (Untrust Zone).

2. Create a route in Azure pointing to Trust interface.

Route tables =

Default Directory

+ Create €53 Manage view () Refresh 5 Open query
!
I_I ter for any field... | Subscription == Azure subscription 1 Resource group == all <
Name T Resource grot

Figure 4.76: Create a route table

any
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Create Route table

Basics  Tags Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © | Azure subscription 1 v |
Resource group * (D | Pal ~ |
Create new

Instance details

Region* (O | UK West A4 |
Name * @ ’ Trus{ ‘/l
Propagate gateway routes * (O O Yes

@No

| < Previous | l Next : Tags >

Figure 4.77: Create a route table

Create Route table

O Validation Passed

Basics  Tags Review + create

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription Azure subscription 1
Resource group Pal

Region UK West

Name Trust

Propagate gateway routes No

l < Previous l | Next ‘ Download a template for automation

Figure 4.78: Create a route table (verify and create)
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do Trust | Routes

aa Route table /

|P Search (Ctrl+/) ‘ « =+ Add O Refresh Rj Give feedback

& Overview [}3 [search routes

Activity log Name Ty Address prefix T
PR Access control (IAM) No results.

€ Tags

&2 Diagnose and solve problems

Settings

& Configuration

[JA.A Routes I

<> Subnets

Figure 4.79: Add a Route

Add route X
Trust

Route name *

l Trust \/l
Address prefix destination * ©

l IP Addresses N l
Destination IP addresses/CIDR ranges * (O

| 0000/0 v|
Next hop type * @

l Virtual appliance % I
Next hop address * @

| 10024 v

o Ensure you have IP forwarding enabled on your virtual appliance. You can enable this by
navigating to the respective network interface’s IP address settings.

Figure 4.80: Add a default route pointing to 10.0.2.4 (Trust Interface)

0 Search (Ctrl+/) « + Associate &

4 Overview [2 Search subnets

@ Activity log Name 1y Address range My Virtual network 1y Security group 1y
A Access control (IAM) No results.

€ Tags

& Diagnose and solve problems

Settings
& Configuration

4 Routes

Figure 4.81: Associate Trust route to Trust Subnet
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Associate subnet X
Trust

Virtual network

| fwVNET v |
Subnet @O
l Trust ' I

Figure 4.82: Associate fwVNET to Trust Subnet

3. Set static routes as figures 4.83 and 4.84.

Virtual Router - Static Route - IPv4 @
Mame | static| |
Destination | 0.0.0.0/0 R
Interface | ethernet1/1 R
MNext Hop | IP Address R
100.1.1 B

Admin Distance | 10 - 240

Metric | 10
Route Table | Unicast N
BFD Profile | Disable BFD e

[] Path Monitoring

“ Ca ' LL\I

Figure 4.83: Static route pointing to default gateway
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Virtual Router - Static Route - IPv4 @

Mame | tunnel |

Destination | 192.168.0.0/16 e |
Interface | tunnel.1 B |
MNext Hop | MNone e |

Admin Distance | 10- 240 |

Metric | 10 |
Route Table | Unicast i |
BFD Profile | Disable BFD e |
- [[] Path Monitoring
Failure Condition o_ik w3 Al Preemptive Hold Time (min) | 2
DESTIMNATION PING
D MNAME EMAELE SOURCE IF IP INTERVAL(SEC) | PING COUNT
() Add

0K [ Cancel |

Figure 4.84: Static route pointing to tunnel
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For setting up, site-to-site VPN we will use default IKE Crypto, IPsec Crypto profiles and we
will only set IKE Gateway and IPsec Tunnel as figures 4.85 and 4.86.

IKE Gateway @

General Advanced Options

Mame | IKE
Version | IKEv1 only mode
Address Type ° 1Pv4 IPvé&
Interface | ethernet1/1
Local IP Address | None
Peer |P Address Type ° 1P FQDN Dynamic
Peer Address | 51.142.139.28

Authentication @) Pre-Shared Key Certificate

sensnend

Pre-shared Key

Confirm Pre-shared Key | ssssssss

Local Identification | IP address W | | 142232197233
Peer Identification | IP address w || 51.142.139.28
Comment

Figure 4.85: Create an IKE Gateway

IPSec Tunnel @

General Proxy IDs

Name | IPSE]

Tunnel Interface | tunnel.1
Type o Auto Key Manual Key GlobalProtect Satellite
Address Type @) IPv4 IPu6
IKE Gateway | IKE

IPSec Crypto Profile | default
[[] Show Advanced Options

Comment

“ Caneel

Figure 4.86: Create an IPsec Tunnel
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5. Finally, create two security policies, one from Trust to Untrust zone and the other from

Untrust to Trust zone.

&= Security Q
3> NAT
2 Qos
B Policy Based Forwarding TE S
5 Decryption
e 1 | Trust none

@ Tunnel Inspection
Application Override 2 | Untrust none

Source
TYPE ZONE ADDRESS USER DEVICE
universal = Trust any any any
universal ? Untrust any any any

Figure 4.87: Create two security policies

6. Add windows or Linux VM to Trust Subnet. This VM is for testing ping from Azure side to

on-prem. We will not create a public IP address for the VM.

Create a virtual machine

your resources. ‘
Subscription * @

Resource group * ®

Instance details

Virtual machine name * @
Region * O

Availability options @
Security type @

Image * @O

Azure Spot instance (0

Size* (D

ZONE
A Untrust

A Trust

Destination

ADDRESS
any

any

‘ Azure subscription 1 ~ |

‘ Pal - |

Create new

‘ linux \/|

‘ (Europe) UK West v |

‘ No infrastructure redundancy required v |

‘ Standard N |
Ubuntu Server 20.04 LTS - Gen2 v |

See all images | Configure VM generation

0J

‘ Standard_DS1_v2 - 1 vcpu, 3.5 GiB memory ($64.02/month) v

See all sizes

|

< Previous

H Next : Disks >

Figure 4.88: Create a VM

DEV

any

any
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Create a virtual machine

INDOUNd and oUTbound CONNECTIVIT WITh Security group rules, or place benind an existung 10ad balancing soluton.
Learn more of

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (O ‘ fwVNET v |
Create new
Subnet * () [ Trust (10.0.2.0/24) v |

Manage subnet configuration

Public IP (O l None v ]
Create new

NIC network security group @ @ None
O Basic
O Advanced

Delete NIC when VM is deleted @ D

Accelerated networking (O

Load balancing

i < Previous H Next : Management > ]

Figure 4.89: Assign Trust subnet with no public IP
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7. Now, you should be able to ping and your tunnel should be green.

AST RUNNING MULTICAS
error

LUDP
0.1

24 (365.4 KiB)

em load:

Usage of /: of .00GB Users logeged in:
5 IPv4 address for eth@:

* Super-optimized for small spaces - read how we shrank the memory
footprint of MicroK8s to make it the smallest full K8s around.

https://ubuntu.com/blog/microk8s-memory-optimisation
1 update can be applied immediately.
To see these additional updates run: apt list --upgradable
The list of available updates is more than a week old.
To check for new updates run: sudo apt update
Last login: Fri May 2 from

To run a command as administrator (user "
See "man sudo_root" for details.

.168.1@.2 (192.168 6(84) bytes of data.
from 192.168.10. time=141
from 192.16 . icmp q=2 i

from 1
from 19

root"), use "sudo <command>".

Figure 4.91: Ping from Azure to WebTerm

IKE Gateway/Satellite Tunnel Interface
O | NAME STATUS TYPE INTERFACE LOCAL IP PEER ADDRESS STATUS INTERFACE VIRTUAL ROUTER | VIRTUAL SYSTEM
[] IpsEC . Auto Key ethernet1/1 511417181 . tunnel.L default {Show, vsys1

Figure 4.92: Tunnel Status
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Capstone Project

NAT1

HaxorAndClient

Internal

ethernetl/3

athernetl/3
0-2

lto-1

ethernetl/2 ethernetl/2 ethernet1/4

e7  ethernetl/1

Client

management management

ethernetl/1

etho

Figure C.1: Capstone Topology

Well, this is it. The final lab. This will test everything you have learned so far and maybe some more. I
will list the requirements and come up with a scenario below. I will not be providing IP addresses or
zone information. If you can meet the requirements below, you can consider yourself pretty good at
Palo Alto. Good luck!

251
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Scenario: ODI (Openly Deceptive Insurance) is a company looking for a consultant to do all their
networking. They have 2 office locations, one in Vancouver, and the other one in England. In the
Vancouver site, they want 2 VLANs, VLAN 10 and VLAN 20. VLAN 20 will serve as a login only
network, whereas VL AN 10 is for all the employees. Vancouver also hosts their internal webserver
where they keep internal records of very important things like their next scam, and list of really good
Netflix shows. They also have a site-to-site setup with their England site to access their other
resources. But that site-to-site is mainly so that the Vancouver employees have access to British
Netflix. The England site is responsible for hosting the public webserver in the DMZ, as well as being
the main source of remote access employees so they can access the internal webserver by connecting
to the England site online.

Requirements

“Vancouver Site”:

* VLAN Configuration

» Captive Portal on VLAN 20

« DHCP Server to provide addressing for VLAN 10 and VLAN 20
» Access Internet through Site to Site VPN

 Site to Site VPN

“England Site”:

* Secure DMZ for DMZ webserver

* DoS protection for “public” facing interface
 Site to Site VPN

* Remote Access VPN

¢ Internet Access

Video Guide

This video will go over how I set it up and maybe some other additional tips and tricks. Download
Captions

online here: https://opentextbc.ca/paloalto/?p=331#0embed-1

E One or more interactive elements has been excluded from this version of the text. You can view them



https://drive.google.com/file/d/1UIu4nOmj9RyPkaQWw-YOrzpmbjMMzkL8/view?usp=sharing
https://drive.google.com/file/d/1UIu4nOmj9RyPkaQWw-YOrzpmbjMMzkL8/view?usp=sharing
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Appendix: GNS3 Basics

In this chapter, we’ll be going through the basics in GNS3. Try to play and familiarize yourself with
this environment as this is a good tool for network simulations.

Configure Your Palo Alto Firewall Template and Adding the Device

Lets start by modifying the GNS3 template of the Palo Alto firewall by right clicking the existing

template, and clicking on “configure template”.

Jet Ol &

Security devices

Filter

- = )
- FortiGate 6.0.0
FortiGate 6.0.1
FortiGate 6.4.0

FortiGate 6.4.7

Figure A.1: Configure template

& %)

O Refresh ternplates
x Configure template
|:] Delete ternplate

255
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Make sure the max amount of RAM is set to at least 4096MB, and the amount of vCPUs are at least 2.

& Node properties ? ®

\ PaloAlto-1 configuration \
General settings | HDD [ CD_-ﬁ\.I'D I‘-.Ietwor*i( Aﬂuancecll Usage |
Name: |Pa|o.l'-\]to—1 |
RAM: [a035 e | 2]
VCPUs: B | |3 |
Qemu binary: | Jbinfgemu-system-x86_64 (v4.2.1) > |
Boot priority: | HDD - |
On dose: | Power off the VM » |
Console type: | telnet ~ | [ | Auto start console

| Reset | OK | | Cancel | | Apply |

Figure A.2: Configure RAM and vCPUs
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Now close the window, and drag in the Palo Alto device from the left hand pane.

Security devices =]E
Filter
amn

FortiGate 6.0.0

FortiGate £.0.1

FortiGate 6.4.0

FortiGate 6.4.7

FortiGate 6.4.8

FortiGate 7.0.2

FortiGate 7.0.3

Figure A.3: Dragging the Palo Alto

Once you’ve dragged in the Palo Alto device, right click it, then click “start”.

PaloAlto-3

x Configure

=_ Console

=4

[ 7 Suspend

B Stop

C Reload

FZ Custorn console
[¥] Change hostname
4 Change symbol
Duplicate

(@ Show node information

& Show in file manager

Figure A.4: Starting the Palo Alto

Keep in mind that this device takes a while to start.



258 Palo Alto Firewall

Webterm Installation

Let’s begin by clicking “new template” on the bottom left hand of GNS3.

Security devices B®

Filter

FortiGate 6.0.0
FortiGate 6.0.1
FortiGate 6.4.0
FortiGate 6.4.7
FortiGate 6.4.8
FortiGate 7.0.2

FortiGate 7.0.3

Palo Alto

+New template 1

Console

Figure A.5: Add a new template
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We want to install this into the GNS3 VM. Click on the option to “Install an appliance from the GNS3
Server”, then click Next.

& New template ? x

New template
Please select how you want to create a new template

® | Install an appliance from the GMS3 server (recommended)

Import an appliance file {.gns3a extension)

Manually create a new template

< Back | Mext = Cancel

Figure A.6: Select “Install an appliance from the GNS3 server”
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On the next window, search for “webterm”, select the option under “guests”, then click install.

& New template ?

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

webterm

Appliance name * Emulator Vendor
Firewalls | .
* Guests
@ webterm Docker webterm

Routers
Switches \

Update from online registry < Back | Install | Cancel

Figure A.7: Search for “webterm”
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On the next screen, ensure that “install the appliance on the GNS3 VM?”, is already selected, then click
Next.

& Install webterm appliance ? x

Server y
Please choose a server type to install the appliance. The grayed out server types are not supported or configured, -
Server type

() Install the appliance on a remote server

I ® | Install the appliance on the GNS3 VM (recommended) I

_) Install the appliance on your local computer

| Appliance info | Mext = Cancel

Figure A.8: Select “Install the appliance on the GNS3 VM”
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On the next screen, click Finish.

6‘ Install webterm appliance

Usage
Please read the following instructions in order to use your new appliance.

" )

The template will be available in the guest category.

The jfroot directory is persistent.|

Appliance info < Back

Finish

Cancel

Figure A.9: Final step of Installation of webterm

After that, it should appear under all devices in GNS3.




Configure Your Webterm Device with a Static IP
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Drag in the webterm device from the left pane. Then once it finishes downloading the docker file, right

click it and select “edit config”.

webte

Figure A.10: Edit config

x Configure

=_ Console
=2 Auxiliary console

™ Start

| Suspend

B stop

 Reload

BJ Custom console
Change hostname

¥4 Change symbol
Duplicate

(@ Show node information
& Show in file manager
4 Bring to front

E Import config

] Export config

[Z] Edit config

—3 Raise one layer
=* Lower one layer

a Lock itemn

m Delete
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A window will pop up containing the device’s network configuration. We want to modify this file to
match the specified IP address. The final modification should look like a little like this:

6' webterm-1 interfaces ? *

# This is a sample network config uncomment lines to configure the network

£

auto eth0
iface ethd inet static

address 10.0.0.2

netmask 255.255,255.0

gateway 10.0.0.1

up echo nameserver 8.8.8.8 > [etc/fresolv.conf

g
auto ethd
iface etho inet dhpl

Refresh | Save | Cancel

Figure A.11: Configure the static IP address

After these modifications, click on the save button on the bottom right of the window.
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Configure a Webterm DHCP Client

We just need to uncomment these 2 lines to enable DHCP. Click on save and we’re done.

@ webterm-1 interfaces 7 X

&=
7

# This is a sample network config uncomment lines to configure the network:

&=
#

# Static config for etho

auto eth0

#iface ethD inet static

£ address 10.0.0.2

netmask 255,255, 255.0

gateway 10.0.0.1

up echo nameserver 8.8.8.8 > fetcfresolv.conf

15 4% 1 4

# DHCP config for ethD
auto eth0
|iface ethd inet dhep

Refresh | Save Cancel

Figure A.12: Configure the DHCP IP address
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Connect Devices in GNS3

Please see the example in the GIF below (if using an offline version of this book, go to the web version
of the appendix of Palo Alto Firewall):

Figure A.13: Connecting devices
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Use NAT in GNS3

The NAT device in GNS3 will allow devices in our virtual topology to communicate with the internet.
This device is under the all devices section of GNS3.

&) Cisco 7200 [Customizec]
& Closs 7200
Cloud
@ Ethernet hub
@ Ethernet switch
"5 ForiGate 600
FortiGate 6.0.1
FortiGate 6.40
FortiGate 647
FortiGate 648
3

ortiGate 7.0.2

FortiGate 7.0.3

Frame Relay switch
B ol Linu 2010.3
Byl Linu 20211

B ol Linux cLI

Ei Palo Alte

B ypes
webterm
=. Windows Server 2012 R2
B wordpress
B o Client 2

a

Figure A.14: Using NAT

Make sure you select the GNS3VM as the option whenever you see this window (applies for all
devices).

& Server ? by

Please choose a server

XAVPC

Figure A.15: Select GNS3 VM
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Use Kaliin GNS3

Sometimes we need to use Kali to demonstrate an attack. Please keep in mind that Kali is used strictly
for testing purposes.

Let’s begin by clicking “new template” on the bottom left hand of GNS3.

Security devices B®

b

FortiGate 6.0.0

FortiGate 6.0.1

FortiGate 6.4.0

FortiGate 6.4.7

FortiGate 6.4.8

FortiGate 7.0.2

FortiGate 7.0.3

Palo Alto

+New template 1

Console

Figure A.16: Create a new template
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We want to install this into the GNS3 VM. Click on the option to “Install an appliance from the GNS3
Server”, then click Next.

& New template ? x

New template
Please select how you want to create a new template

® | Install an appliance from the GMS3 server (recommended)

Import an appliance file {.gns3a extension)

Manually create a new template

< Back | Mext = Cancel

Figure A.17: Select “Install an appliance from the GNS3 server”
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On the next window, search for “kali”, and select the non “CLI” option.
e' New template

7
Appliances from server

Select one or more appliances to install. Update will request the server to download appliances from our online registry.

kali

Appliance name  ~ Emulator
Firewalls
* Guests

Vendor

= Kal Linux Qemu Kali Linux

Kali Linux

= Kali Linux CLI Docker
Routers
Switches

|deate from online registry | |

< Back | | Install | | Cancel |

Figure A.18: Search for “kali”
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On the next screen, ensure that “install the appliance on the GNS3 VM?”, is already selected, then click
Next.

& Install webterm appliance ? x

Server y
Please choose a server type to install the appliance. The grayed out server types are not supported or configured, -
Server type

() Install the appliance on a remote server

I ® | Install the appliance on the GNS3 VM (recommended) I

_) Install the appliance on your local computer

| Appliance info | Mext = Cancel

Figure A.19: Select “Install the appliance on the GNS3 VM”
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Next again.

e' Install Kali Linux appliance ?
Qemu settings
Flease choose the gemu binary that will be used to run this appliance. -
.
Qemu binary: | Jfusr binfgemu-system-x86_64 (v4.2.1) -
| Appliance info | | < Back Mext = | | Cancel

Figure A.20: Select Qemu binary
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Expand the “2019” option, and download both missing files. Also, you can download the latest version.
Version 2019 is more stable in GNS3.

8‘ Install Kali Linux appliance

Required files

Flease select one version of Kali Linux and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files Size
¢ Kali Linux version 2021.1 34 GB
~ Kali Linux version 2019.3 2.9 GB

kali-linux-2019.3-amdb4.isc

Status

Ready to install

Ready to install

Found on GNS53 VM [(GNS3 VM)

Would say missing

ali-linux-persistence- gb.gcow2 33,1 ME Found on GNS3 VM (GNS3 VM)
+ Kali Linux version 2019.2 3.2GB Missing files
kali-linux-2019.2-amd64d.ise 31GB  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GN53 VM (GNS3 VM)
~ Kali Linux version 2019.2 (MATE) 3.1 GB  Missing files
kali-linux-mate-2019.2-amdéd.iso 3.1 GB  Missing
kali-linux-persistence-1gb.qecowz 33.1 MB Found on GNS3 VM (GMNS3 VM)
= Kali Linux version 2019.1a 33GE  Missing files
kali-linux-2019.1a-amdbd.iso 3.2GB Missing
kali-linux-persistence-1gb.geowZ 33.1 MB Found on GNS3 VM (GNS3 VM)
~ Kali Linux version 2018.4 3.0GB  Missing files
kali-linux-2018.4-amd6d.ise 29GE Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GN53 VM (GNS3 VM)
= Kali Linux version 2018.3a 30GEB  Missing files
kali-linux-2018.3a-amd&4.iso 30GB Missing
kali-linux-persistence-1gb.gecow? 33.1 MB Found on GNS53 VM (GMN53 VM)
= Kali Linux version 2018.1 29GB  Missing files
kali-linux-2018.1-amd64.iso 28GB  Missing
kali-linux-persistence-1gb.geowZ 33.1 ME Found on GMNS3 VM (GMN53 VM)
~ Kali Linux version 2017.3 27GB  Missing files
kali-linux-2017.3-amd64.ise 27GE  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GN53 VM (GNS3 VM)
= Kali Linux version 2017.2 28GB  Missing files -
Import Download F Allow custom files | Create a new version | | Refresh
| Appliance info < Back | Mext = | Cancel

Figure A.21: Select “kali-linux-2019.3-amd64.iso”
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After that, import the downloaded file to the specified 2019 selection.

* Open

L y v A l ThisPC » (F) WARMFILES > Images > Linux

Organize « New folder

Name Date modifi
- Quick access B e U IV T =

Downloads
E Documents

Iy eg 7 %
B Pictures . install-amdf

. install-amd&d- minimal-20210110721

.' install-amdé4- minimal-20210505T214503...

B kali-linux-2019.3-amd64.iso

B kali-lin 021.1-installer-amdéd.iso
OTFILES i

_. kali-
ARMFILES

OLDFILES

lin 021.1-installer-netinst-amd&4...

HOTTERFILES
o Network
1111:18 PM

File name: | kali-linux-20 md&d.iso

Figure A.22: Select “kali-linux-2019.3-amd64.iso”

rmaye rine
Disc Image File
Disc Image File
Disc Image File
Image File
Image File

Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
c Image File
Disc Image File
Image File
Disc Image File

1
W

irtual Machine Di...
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It should take a second, but GNS3 will start to load up the ISO into the GNS3VM.

€

Required files

Flease select one version of Kali Linux and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files

]

-

Kali Linux version 2021.1
Kali Linux version 2019.3
kali-linux-2019.3-amdb4.isc
kali-linux-persistence-1gb.qgcow2
Kali Linux version 2019.2
kali-linux-2019.2-amd64d.ise
kali-linux-persistence-1gb.qcowd
Kali Linux version 2019.2 (MATE)
kali-linux-mate-2019.2-amd&d.iso
kali-linux-persistence-1gb.qcowz
Kali Linux version 2019.1a
kali-linux-2019.1a-amd6d.iso
kali-linux-persistence-1gb.qgcow2
Kali Linux version 2018.4
kali-linux-2018.4-amd6d.ise
kali-linux-persistence-1gb.qcow
Kali Linux version 2018.3a
kali-linux-2018.3a-amd&d.iso
kali-linux-persistence-1gb.qcowz
Kali Linux version 2018.1
kali-linux-2018.1-amd64.iso
kali-linux-persistence-1gb.qgcowa

Kali Linux version 2017.3
kali-linux-2017.3-amdé4.iso
kali-linux-persistence-1gb.qcow

Kali Linux version 2017.2

Import Download

Size
34 GB
2.9 GB
2.8GB
331 ME
32GB
3.1 GB
331 ME
3.1 GB
31 GB
331 MB
3.3 0GB
32GB
331 ME
3.0GB
29 GB
33.1 MB
3.0GE
3.0GE
331 MB
2.9 GB
2.8GB
331 ME
27GB
2.7GB
33.1 MB
2.8GB

S nen

Figure A.23: Loading the ISO image

Status

Ready to install

Missing files

Missing

Found on GMS3 VM (GNS3 VM)
Missing files

Missing

Found on GMS3 VM (GNS3 VM)
Missing files

?:1:'::1'290 & Please wait ? *
M!::!ng Uploading kaliHinux-2019, 3-amd&4.iso
IMissing 729.6MB | 2.8 GB
Found o

Missing 501,
Missing -

Found on GNS3 VM (GNS53 VM)
Missing files

Missing

Found on GMS3 VM (GNS53 VM)
Missing files

Missing

Feund on GMS3 VM (GNS3 VM)
Missing files

Missing

Found on GNS3 WM [(GNS3 VM)

Missing files

Appliance info

Allow custom files

Create a new version

< Back

Refresh

Mext = Cancel
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After that, click the 2019 version again, then click Next.

8‘ Install Kali Linux appliance

Required files
Flease select one version of Kali Linux and import the required files. Files are searched in your downloads and GNS3 images directories by default

Size _ Status
3.4 GB Ready to install
Ready to install

Kali Linux version 2019.3

kali-linux-2019.3-amdbd.iso 28GB  Found on GM53 VM (GMN53 VM)

kali-linux-persistence-1gb.geowZ 33.1 MB Found on GN53 VM (GNS3 VM)
+ Kali Linux version 2019.2 3.2GB Missing files

kali-linux-2019.2-amd64d.ise 31GB  Missing

kali-linux-persistence-1gb.qcow2 33.1 MB Found on GN53 VM (GNS3 VM)
~ Kali Linux version 2019.2 (MATE) 3.1 GB  Missing files
kali-linux-mate-2019.2-amdéd.iso 3.1 GB  Missing
kali-linux-persistence-1gb.qecowz 33.1 MB Found on GNS3 VM (GMNS3 VM)
= Kali Linux version 2019.1a 33GE  Missing files
kali-linux-2019.1a-amdbd.iso 3.2GB Missing
kali-linux-persistence-1gb.geowZ 33.1 MB Found on GNS3 VM (GNS3 VM)

~ Kali Linux version 2018.4 3.0GB  Missing files
kali-linux-2018.4-amd6d.ise 29GE  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GN53 VM (GNS3 VM)
= Kali Linux version 2018.3a 30GEB  Missing files

kali-linux-2018.3a-amd&4.iso 30GB Missing
kali-linux-persistence-1gb.gecow? 33.1 MB Found on GNS53 VM (GMN53 VM)

4

= Kali Linux version 2018.1 29GB  Missing files
kali-linux-2018.1-amd64d.iso 28GB  Missing
kali-linux-persistence-1gb.geowZ 33.1 ME Found on GMNS3 VM (GMN53 VM)
~ Kali Linux version 2017.3 27GB  Missing files
kali-linux-2017.3-amd64.ise 27GE  Missing
kali-linux-persistence-1gb.qcow2 33.1 MB Found on GN53 VM (GNS3 VM)
= Kali Linux version 2017.2 28GB  Missing files -
Allow custom files | Create a new version | Refresh
5A-|.:lpl.i-ancé im;'c I £ Eadc | | Mext = | : ﬁanml

Figure A.24: Ready to install
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Then click Finish.
€ Install Kali Linux appliance ? x
Usage 5
Please read the following instructions in order to use your new appliance. -
..
{The template will be available in the guest category.
Default password is toor
Enable persistence by selecting boot option 'Live USE Persistence’
i Appliance info i | < Back | | Finish | | Cancel |

Figure A.25: Final step of configuration
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Use WordPress in GNS3

Sometimes we need a basic webserver to demonstrate website functionality. This can be accomplished
using the WordPress appliance in GNS3. Start by clicking the new template button on the bottom of the
page.

Security devices B®

b

FortiGate 6.0.0

FortiGate 6.0.1

FortiGate 6.4.0

FortiGate 6.4.7

FortiGate 6.4.8

FortiGate 7.0.2

FortiGate 7.0.3

Palo Alto

+New template 1

Console

Figure A.26: Create a new template
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We want to install an appliance from the GNS3 server.

& New template ? x

New template
Please select how you want to create a new template

) Install an appliance from the GNS3 server (recommended)

B Import an appliance file {.gns3a extension)

| Manually create a new template

< Back | Mext = Cancel

Figure A.27: Select “Install an appliance from the GNS3 server”
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Lookup “WordPress”, then click Install.

& New template ? x

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

|wordpress

Appliance name “ Emulator Vendor

Firewallz
* (3uests
& WordPress Docker Turnkey Linux

Routers
Switches \

igpdate from online registry i | <Back | Install | | Cancel |

Figure A.28: Search for “WordPress”

Just press next for the following dialog boxes, and you should now have WordPress!

B ine L
J NAT

Palo Alto

B2 ypcs

webterm

@

=. Windows Server 2012 R2

E WordPress < e—————

W Clent?

Figure A.29: Verify WordPress Installation
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Configure WordPress

After changing the interface configuration, start the machine. You will see a dialogue box:

TurnKey GNU/L1inux Configuration C

WP appliance

Web: http://10.8.0.2
https://10.0.0.2

web shell: https://10.0.8.2:

Webmin: https://10.0.0.2:

Adminer: https://18.0.0.2:12322

SSH/SFTP: root@16.0.08.2 (port 22)

TKLBAM (Backup and Migration): NOT INITIALIZED

TurnKey Backups and Cloud Deployment
https://hub.turnkeylinux.org

< Juit >

Figure A.30: Running WordPress

Press enter and you’ll see the device under some basic configuration. Once you get to the prompt, you
can exit that window, and you will have WordPress ready!

longer than 15 characte

bmin.conf:
nindone
for Mon

Usage of
TKLBAM (Backup and Migration): NOT INITI

To initiali { ru tk lbam- ini mmand to Link thi
ee the man

formed on fi login)

tandom initial

Figure A.31: WordPress is Ready!
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Use Switches in GNS3

Usually we just use switches to connect multiple devices together in GNS3. However, it can also be
used for VLANS. Start by dragging one in and double clicking it.

€ Node properties ? X

Switch1 configuration

General
MName: Switch1
Console type: | none -
Settings Ports
-
Port: 3 - Port VLAN Type EtherType
0 1 access
— 1 1 access
LAIE 1 2 1 access
3 1 access
Type: access - 4 1 access
5 1 access
. e 6 1 access
QinQ EtherType: | 0x&100 7 . access

Add Delete

Reset oK Cancel Apply

Figure A.32: Switch Configuration

Here you can see that they are all basically untagged. To configure a specific port, simply double click
your desired port.

€ Node properties ? *

Switch1 configuration

General
MName: Switch1
Console type: | none -
Settings Ports
Port: 7 - Port = WLAN Type EtherType
0 1 access
~ 1 1 ACCESS
LAIE 1 2 1 access
3 1 ACCESS
Type: access - 4 1 access
5 1 aCCess
6 1 access
’ N P
araEhermes: (00100
4 b
Add Delete
Reset oK Cancel Apply

Figure A.33: Double click on port7
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Configure the necessary settings for them (access is for tagging, dot1q is for trunking).

6‘ MNode properties ? *
 Switchl configuration |
General
Name: |Swihd'11 |
Console type: |nor|e A |
Settings Ports
Eo. |? |=| Port = WLAN Type EtherType
0 1 access
= 1 1 access
VLAN: | 1 |- | 2 1 access
3 1 access
Type: | dotiq - | 4 1 access
5 1 access
QinQ EtherType: | 0x3100 - .? 1 :zz:::
1 D
| Add I Delete |
| Reset | oK | | Cancel | | Apply |
Figure A.34: Select port7 as dotlq
Click on add to apply the changes.
€ Node properties ? X
' Switch1 configuration |
General
Name: ISwitdnl |
Console type: Inone b |
Settings Ports
Port: [ |=| Port = WLAN Type EtherType
0 1 access
| = 1 1 access
B [t |' | 2 1 access
3 1 access
Type: |dot1q = | 4 1 ACCESS
5 1 access
inQ EtherType: | 0x8100 - i 1 access
QinQ EtherType X I—I_'" 7 dotig
4] D
l Add || Delete |
| Reset | | OK || cancel || Apply |

Figure A.35: Click on Add to apply the changes

Then click Apply and OK.
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